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In addition to the wealth of updated content, this new edition includes a series of free hands-on exercises
to help you master several real-world configuration and troubleshooting activities. These exercises can
be performed on the CCNA ICND2 200-105 Network Simulator Lite software included for free on the DVD
or companion web page that accompanies this book. This software, which simulates the experience of
working on actual Cisco routers and switches, contains the following 19 free lab exercises, covering all the
topics in Part lI, the first hands-on configuration section of the book:

EIGRP Serial Configuration |
EIGRP Serial Configuration Il
EIGRP Serial Configuration lll
EIGRP Serial Configuration IV
EIGRP Serial Configuration V
EIGRP Serial Configuration VI
EIGRP Route Tuning |
EIGRP Route Tuning Il

9. EIGRP Route Tuning llI
10. EIGRP Route Tuning IV
11. EIGRP Neighbors |
12. EIGRP Neighbors I
13. EIGRP Neighbors I
14. EIGRP Auto-Summary Configuration Scenario
15. EIGRP Configuration | Configuration Scenario
16. EIGRP Metric Manipulation Configuration Scenario

o Ok WO

17. EIGRP Variance and Maximum Paths Configuration Scenario
18. EIGRP Troubleshooting Scenario
19. Path Troubleshooting Scenario IV
If you are interested in exploring more hands-on labs and practicing configuration and troubleshooting

with more router and switch commands, check out our full simulator product offerings at
http://www.pearsonitcertification.com/networksimulator.

CCNA ICND2 Network Simulator Lite minimum system requirements:

Windows (minimum):
m Windows 10 (32/64-bit), Windows 8.1 (32/64-bit), or Windows 7 (32/64-bit)
1 gigahertz (GHz) or faster 32-bit (x86) or 64-bit (x64) processor
1 gigabyte (GB) RAM (32-bit) or 2 GB RAM (64-bit)
16 GB available hard disk space (32-bit) or 20 GB (64-bit)
DirectX 9 graphics device with WDDM 1.0 or higher driver
Adobe Acrobat Reader version 8 and above

Mac (minimum):

0S X 10.11,10.10, 10.9, or 10.8

Intel core Duo 1.83 GHz

512 MB RAM (1 GB recommended)

1.5 GB hard disk space

32-bit color depth at 1024x768 resolution
Adobe Acrobat Reader version 8 and above


http://www.pearsonitcerti�cation.com/networksimulator
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

m Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

Iralic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional element.



Introduction

About the Exams

Congratulations! If you're reading far enough to look at this book’s Introduction, you’ve
probably already decided to go for your Cisco certification. If you want to succeed as a
technical person in the networking industry at all, you need to know Cisco. Cisco has a
ridiculously high market share in the router and switch marketplace, with more than 80
percent market share in some markets. In many geographies and markets around the world,
networking equals Cisco. If you want to be taken seriously as a network engineer, Cisco cer-
tification makes perfect sense.

The Exams to Achieve CCENT and CCNA R&S
Cisco announced changes to the CCENT and CCNA Routing and Switching certifications,
and the related 100-105 ICND1, 200-105 ICND2, and 200-125 CCNA exams, early in the
year 2016. Most everyone new to Cisco certifications begins with either CCENT or CCNA
Routing and Switching (CCNA R&S). However, the paths to certification are not quite obvi-
ous at first.

The CCENT certification requires a single step: pass the ICND1 exam. Simple enough.

Cisco gives you two options to achieve CCNA R&S certification, as shown in Figure I-1:
pass both the ICND1 and ICND2 exams, or just pass the CCNA exam. Both paths cover the
same exam topics, but the two-exam path does so spread over two exams rather than one.
You also pick up the CCENT certification by going through the two-exam path, but you do
not when working through the single-exam (200-125) option.

CCENT
100-105 200-105
cnpt |77 A 7 o2
K Y CCNA
A\ Routing and Switching
200-125 CCNA |- (CCNA R&S)

Figure I-1 Cisco Entry-Level Certifications and Exams

Note that Cisco has begun referencing some exams with a version number on some of their
websites. If that form holds true, the exams in Figure I-1 will likely be called version 3 (or
v3 for short). Historically, the 200-125 CCNA R&S exam is the seventh separate version of
the exam (which warrants a different exam number), dating back to 1998. To make sure you
reference the correct exam, when looking for information, using forums, and registering for
the test, just make sure to use the correct exam number as shown in the figure.
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Types of Questions on the Exams

The ICND1, ICND2, and CCNA R&S exams all follow the same general format. At the
testing center, you sit in a quiet room with a PC. Before the exam timer begins, you have a
chance to do a few other tasks on the PC; for instance, you can take a sample quiz just to
get accustomed to the PC and the testing engine. Anyone who has user-level skills in getting
around a PC should have no problems with the testing environment. The question types are
Multiple-choice, single-answer

Multiple-choice, multiple-answer

Testlet (one scenario with several multiple-choice questions)

Drag-and-drop

Simulated lab (sim)

Simlet

You should take the time to learn as much as possible by using the Cisco Certification
Exam Tutorial, which you can find by going to Cisco.com and searching for “exam tuto-
rial.” This tool walks through each type of question Cisco may ask on the exam.

Although the first four types of questions in the list should be familiar to anyone who has
taken standardized tests or similar tests in school, the last two types are more common to IT
tests and Cisco exams in particular. Both use a network simulator to ask questions, so that
you control and use simulated Cisco devices. In particular:

B Sim questions: You see a network topology, a lab scenario, and can access the devices.
Your job is to fix a problem with the configuration.

m Simlet questions: This style combines sim and testlet question formats. Like a sim ques-
tion, you see a network topology, a lab scenario, and can access the devices. However,
like a testlet, you also see several multiple-choice questions. Instead of changing/fixing
the configuration, you answer questions about the current state of the network.

Using these two question styles with the simulator enables Cisco to test your configuration
skills with sim questions, and your verification and troubleshooting skills with simlet ques-
tions.

What’s on the CCNA Exams...and in the Book?

Ever since I was in grade school, whenever the teacher announced that we were having a
test soon, someone would always ask, “What’s on the test?” Even in college, people would
try to get more information about what would be on the exams. At heart, the goal is to
know what to study hard, what to study a little, and what to not study at all.

You can find out more about what’s on the exam from two primary sources: this book and
the Cisco website.

The Cisco Published Exam Topics

First, Cisco tells the world the specific topics on each of their certification exams. For
every Cisco certification exam, Cisco wants the public to know both the variety of topics
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and what kinds of knowledge and skills are required for each topic. Just go to http://www.
cisco.com/go/certifications, look for the CCENT and CCNA Routing and Switching pages,
and navigate until you see the exam topics.

Note that this book lists those same exam topics in Appendix L, “Exam Topic Cross
Reference.” This PDF appendix lists two cross references: one with a list of the exam topics
in the order in which Cisco lists them on their website; and the other with a list of chapters
in this book with the corresponding exam topics included in each chapter.

Cisco does more than just list the topic (for example, IPv4 addressing); they also list the
depth to which you must master the topic. The primary exam topics each list one or more
verbs that describe the skill level required. For example, consider the following exam topic,
which describes one of the most important topics in both CCENT and CCNA R&S:

Configure, verify, and troubleshoot IPv4 addressing and subnetting

Note that this one exam topic has three verbs (configure, verify, and troubleshoot). So, you
should be able to not only configure IPv4 addresses and subnets, but also understand them
well enough to verify that the configuration works, and to troubleshoot problems when it
is not working. And if to do that you need to understand concepts and need to have other
knowledge, those details are implied. The exam questions will attempt to assess whether
you can configure, verify, and troubleshoot.

The Cisco exam topics provide the definitive list of topics and skill levels required by Cisco
for the exams. But the list of exam topics provides only a certain level of depth. For exam-
ple, the ICND1 100-105 exam topics list has 41 primary exam topics (topics with verbs),
plus additional subtopics that provide more details about that technology area. Although
very useful, the list of exam topics would take about five pages of this book if laid out in a
list.

You should take the time to not only read the exam topics, but read the short material
above the exam topics as listed at the Cisco web page for each certification and exam. Look
for notices about the use of unscored items, and how Cisco intends the exam topics to be a
set of general guidelines for the exams.

This Book: About the Exam Topics

This book provides a complete study system for the Cisco published exam topics for the
ICND2 200-105 exam. All the topics in this book either directly relate to some ICND2
exam topic or provide more basic background knowledge for some exam topic. The scope
of the book is defined by the exam topics.

For those of you thinking more specifically about the CCNA R&S certification, and the
CCNA 200-125 single-exam path to CCNA, this book covers about one-half of the CCNA
exam topics. The CCENT/CCNA ICND1 100-105 Official Cert Guide (and ICND1 100-
105 exam topics) covers about half of the topics listed for the CCNA 200-125 exam, and
this book (and the ICND2 200-105 exam topics) covers the other half. In short, for content,
CCNA = ICND1 + ICND2.
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xxxviii - CCNA Routing and Switching ICND2 200-105 Official Cert Guide

Book Features

This book (and the related CCENT/CCNA ICND1 100-105 Official Cert Guide) goes
beyond what you would find in a simple technology book. It gives you a study system
designed to help you not only learn facts but also to develop the skills you need to pass
the exams. To do that, in the technology chapters of the book, about three-quarters of the
chapter is about the technology, and about one-quarter is for the related study features.

The “Foundation Topics” section of each chapter contains rich content to explain the topics
on the exam and to show many examples. This section makes extensive use of figures, with

lists and tables for comparisons. It also highlights the most important topics in each chapter
as key topics, so you know what to master first in your study.

Most of the book’s features tie in some way to the need to study beyond simply reading
the “Foundation Topics” section of each chapter. The rest of this section explains these
book features. And because the book organizes your study by chapter, and then by part

(a part contains multiple chapters), and then a final review at the end of the book, the next
section of this Introduction discusses the book features introduced by chapter, part, and for
final review.

Chapter Features and How to Use Each Chapter

Each chapter of this book is a self-contained short course about one topic area, organized
for reading and study as follows:

m “Do I Know This Already?” quiz: Each chapter begins with a prechapter quiz.
m Foundation Topics: This is the heading for the core content section of the chapter.

m Chapter Review: This section includes a list of study tasks useful to help you remember
concepts, connect ideas, and practice skills-based content in the chapter.

Figure I-2 shows how each chapter uses these three key elements. You start with the “Do

I Know This Already?” (DIKTA) quiz. You can use the score to determine whether you
already know a lot, or not so much, and determine how to approach reading the Foundation
Topics (that is, the technology content in the chapter). When finished with the Foundation
Topics, use the Chapter Review tasks to start working on mastering your memory of the
facts and skills with configuration, verification, and troubleshooting.

DIKTA Quiz Foundation Topics Chapter Review

; ) . . 1) In-Chapter, or...
_ High Score | (Skim) Foundation Topics
Take Quiz >| ) . p. --------- »| 2) Companion Website
---------- » | (Read) Foundation Topics 3) DVD

Low Score

Figure 1-2 Three Primary Tasks for a First Pass Through Each Chapter

In addition to these three main chapter features, each “Chapter Review” section presents a
variety of other book features, including the following:

m Review Key Topics: In the “Foundation Topics” section, the Key Topic icon appears
next to the most important items, for the purpose of later review and mastery. While all
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content matters, some is, of course, more important to learn, or needs more review to
master, so these items are noted as key topics. The “Review Key Topics” section lists the
key topics in a table; scan the chapter for these items to review them.

Complete Tables from Memory: Instead of just rereading an important table of informa-
tion, some tables have been marked as memory tables. These tables exist in the Memory
Table app that is available on the DVD and from the companion website. The app shows
the table with some content removed, and then reveals the completed table, so you can
work on memorizing the content.

Key Terms You Should Know: You do not need to be able to write a formal definition
of all terms from scratch. However, you do need to understand each term well enough

to understand exam questions and answers. This section lists the key terminology from
the chapter. Make sure you have a good understanding of each term, and use the DVD
Glossary to cross-check your own mental definitions.

” .

Labs: Many exam topics use the verbs “configure,” “verify,” and “troubleshoot™; all these
refer to skills you should practice at the command-line interface (CLI) of a router or
switch. The Chapter Review refers you to these other tools. The Introduction’s section
titled “About Building Hands-On Skills” discusses your options.

Command References: Some book chapters cover a large number of router and switch
commands. This section includes reference tables for the commands used in that chapter,
along with an explanation. Use these tables for reference, but also use them for study—
just cover one column of the table, and see how much you can remember and complete
mentally.

Review DIKTA Questions: Re-answering the DIKTA questions from the chapter is a
useful way to review facts. The Part Review element that comes at the end of each book
Part suggests that you repeat the DIKTA questions. The Part Review also suggests using
the Pearson IT Certification Practice Test (PCPT) exam software that comes with the
book, for extra practice in answering multiple-choice questions on a computer.

Part Features and How to Use Part Review

The book organizes the chapters into seven parts. Each part contains a number of related
chapters. Figure I-3 lists the titles of the parts and identifies the chapters in those parts by
chapter numbers.

OB B @

IPv6 (22-25) @ Miscellaneous (26-28)

IPv4 Services: ACLs @ IPv4 Routing and
and QoS (16-18) Troubleshooting (19-21)

Wide Area Networks (13-15)
IPv4 Routing Protocols (7-12)

Ethernet LANs (1-6)

Figure I-3 The Book Parts and Corresponding Chapter Numbers

XXXIX
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Each book part ends with a “Part Review” section that contains a list of activities for study
and review, much like the “Chapter Review” section at the end of each chapter. However,
because the Part Review takes place after completing a number of chapters, the Part Review
includes some tasks meant to help pull the ideas together from this larger body of work.
The following list explains the types of tasks added to each Part Review beyond the types
mentioned for the Chapter Review:

B Answer Part Review Questions: The books come with exam software and databases
of questions. One database holds questions written specifically for Part Reviews. These
questions tend to connect multiple ideas together, to help you think about topics from
multiple chapters, and to build the skills needed for the more challenging analysis ques-
tions on the exams.

B Mind Maps: Mind maps are graphical organizing tools that many people find useful
when learning and processing how concepts fit together. The process of creating mind
maps helps you build mental connections. The Part Review elements make use of mind
maps in several ways: to connect concepts and the related configuration commands, to
connect show commands and the related networking concepts, and even to connect ter-
minology. (For more information about mind maps, see the section “About Mind Maps”
later in this Introduction.)

m Labs: Each “Part Review” section will direct you to the kinds of lab exercises you should
do with your chosen lab product, labs that would be more appropriate for this stage
of study and review. (Check out the later section “About Building Hands-On Skills” for
information about lab options.)

In addition to these tasks, many “Part Review” sections have you perform other tasks with
book features mentioned in the “Chapter Review” section: repeating DIKTA quiz questions,
reviewing key topics, and doing more lab exercises.

Final Review

Chapter 29, “Final Review,” lists a series of preparation tasks that you can best use for your
final preparation before taking the exam. Chapter 29 focuses on a three-part approach to
helping you pass: practicing your skills, practicing answering exam questions, and uncover-
ing your weak spots. To that end, Chapter 29 uses the same familiar book features discussed
for the Chapter Review and Part Review elements, along with a much larger set of practice
questions.

Other Features

In addition to the features in each of the core chapters, this book, as a whole, has additional
study resources, including the following:

m DVD-based practice exams: The companion DVD contains the powerful Pearson IT
Certification Practice Test (PCPT) exam engine. You can take simulated ICND2 exams,
as well as CCNA exams, with the DVD and activation code included in this book. (You
can take simulated ICND1 and CCNA R&S exams with the DVD in the CCENT/CCNA
ICND1 100-105 Official Cert Guide.)
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m CCNA ICND2 Simulator Lite: This lite version of the best-selling CCNA Network
Simulator from Pearson provides you with a means, right now, to experience the Cisco
CLL No need to go buy real gear or buy a full simulator to start learning the CLL Just
install it from the DVD in the back of this book.

B eBook: If you are interested in obtaining an eBook version of this title, we have included
a special offer on a coupon card inserted in the DVD sleeve in the back of the book.
This offer allows you to purchase the CCNA Routing and Switching ICND2 200-105
Official Cert Guide Premium Edition eBook and Practice Test at a 70 percent discount
off the list price. In addition to three versions of the eBook, PDF (for reading on your
computer), EPUB (for reading on your tablet, mobile device, or Nook or other eReader),
and Mobi (the native Kindle version), you also receive additional practice test questions
and enhanced practice test features.

m Mentoring Videos: The DVD included with this book includes four other instructional
videos about the following topics: OSPF, EIGRP, EIGRP metrics, plus PPP and CHAP.

m Companion website: The website http://www.ciscopress.com/title/9781587205798 posts
up-to-the-minute materials that further clarify complex exam topics. Check this site regu-
larly for new and updated postings written by the author that provide further insight into
the more troublesome topics on the exam.

m PearsonlITCertification.com: The website http://www.pearsonitcertification.com is a
great resource for all things IT-certification related. Check out the great CCNA articles,
videos, blogs, and other certification preparation tools from the industry’s best authors
and trainers.

m CCNA Simulator: If you are looking for more hands-on practice, you might want to
consider purchasing the CCNA Network Simulator. You can purchase a copy of this
software from Pearson at http://pearsonitcertification.com/networksimulator or other
retail outlets. To help you with your studies, I have created a mapping guide that maps
each of the labs in the simulator to the specific sections in these CCNA cert guides. You
can get this mapping guide for free on the Extras tab of the companion website.

m Author’s website and blogs: I maintain a website that hosts tools and links that are use-
ful when studying for CCENT and CCNA. The site lists information to help you build
your own lab, study pages that correspond to each chapter of this book and the ICND1
book, and links to my CCENT Skills blog and CCNA Skills blog. Start at http://www.
certskills.com; click the Blog tab for a page about the blogs in particular, with links to the
pages with the labs related to this book.

A Big New Feature: Review Applications

One of the single biggest new features of this edition of the book is the addition of study
apps for many of the Chapter Review activities. In the past, all Chapter Review activities
used only the book chapter, or the chapter plus a DVD-only appendix. Readers tell us they
find that content useful, but the content is static.

This book and the CCENT/CCNA ICND1 100-105 Official Cert Guide are the first Cisco
Press Cert Guides with extensive interactive applications. Basically, most every activity

that can be done in the “Chapter Review” sections can now be done with an application.
The apps can be found both on the DVD that comes with the book and on the book’s
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companion website. On the DVD you can find the apps under the “Chapter and Part
Review” tab.

The advantages of using these apps are as follows:

Easier to use: Instead of having to print out copies of the appendixes and do the work
on paper, these new apps provide you with an easy-to-use, interactive experience that
you can easily run over and over.

Convenient: When you have a spare 5-10 minutes, go to the book’s website, and review
content from one of your recently finished chapters.

Untethered from book/DVD: Because these apps are available on the book’s companion
website in addition to the DVD, you can access your review activities from anywhere—
no need to have the book or DVD with you.

Good for tactile learners: Sometimes looking at a static page after reading a chapter lets
your mind wander. Tactile learners may do better by at least typing answers into an app,
or clicking inside an app to navigate, to help keep you focused on the activity.

Our in-depth reader surveys show that readers who use the Chapter Review tools like them,
but that not everyone uses them consistently. So, we want to increase the number of people
using the review tools, and make them both more useful and more interesting. Table I-1
summarizes these new applications and the traditional book features that cover the same
content.

Table I-1 Book Features with Both Traditional and App Options

Feature Traditional App

Key Topics Table with list; flip pages to find Key Topics Table app

Config Checklist | Just one of many types of key topics | Config Checklist app

Memory Table | Two static PDF appendixes (one with | Memory Table app

sparse tables for you to complete,
one with completed tables)

Key Terms Listed in each “Chapter Review” Glossary Flash Cards app

section, with the Glossary in the

back of the book
1Pv4 ACL A static PDF appendix (D) with An interactive app that asks the same
Practice practice problems problems as listed in the appendix

How to Get the Electronic Elements of This Book

Traditionally, all chapter review activities use the book chapter plus appendixes, with the
appendixes often being located on the DVD. But most of that content is static—useful, but
static.

If you buy the print book, and have a DVD drive, you have all the content on the DVD. Just
spin the DVD and use the disk menu (which should automatically start) to explore all the
content.
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If you buy the print book but do not have a DVD drive, you can get the DVD files by regis-
tering your book on the Cisco Press website. To do so, simply go to http://www.ciscopress.
com/register and enter the ISBN of the print book: 9781587205798. After you have reg-
istered your book, go to your account page and click the Registered Products tab. From
there, click the Access Bonus Content link to get access to the book’s companion website.

If you buy the CCNA Routing and Switching ICND2 200-105 Official Cert Guide
Premium Edition eBook and Practice Test from Cisco Press, your book will automatically
be registered on your account page. Simply go to your account page, click the Registered
Products tab, and select Access Bonus Content to access the book’s companion website.

If you buy the eBook from some other bookseller, the very last page of your eBook file
will contain instructions for how to register the book and access the companion website.
The steps are the same as noted earlier for those who buy the print book but do not have a
DVD drive.

Book Organization, Chapters, and Appendixes

This book contains 28 core chapters, Chapters 1 through 28, with Chapter 29 as the “Final
Review” chapter. Each core chapter covers a subset of the topics on the ICND2 exam. The
core chapters are organized into sections. The core chapters cover the following topics:

Part I: Ethernet LANs

m Chapter 1, “Implementing Ethernet Virtual LANs,” explains the concepts and configu-
ration surrounding virtual LANSs, including VLAN trunking.

m Chapter 2, “Spanning Tree Protocol Concepts,” discusses the concepts behind IEEE
Spanning Tree Protocol (STP) and how it makes some switch interfaces block frames to
prevent frames from looping continuously around a redundant switched LAN.

m Chapter 3, “Spanning Tree Protocol Implementation,” shows how to configure and
verify STP on Cisco switches.

m Chapter 4, “LAN Troubleshooting,” examines the most common LAN switching issues
and how to discover those issues when troubleshooting a network. The chapter includes
troubleshooting topics for STP/RSTP, Layer 2 EtherChannel, LAN switching, VLANS,
and VLAN trunking.

m Chapter 5, “VLAN Trunking Protocol,” shows how to configure, verify, and trouble-
shoot the use of VLAN Trunking Protocol (VTP) to define and advertise VLANSs across
multiple Cisco switches.

m Chapter 6, “Miscellaneous LAN Topics,” as the last chapter in the book specifically
about LANs, discusses a variety of small topics, including: 802.1x, AAA authentication,
DHCP snooping, switch stacking, and chassis aggregation.

Part II: IPv4 Routing Protocols

m Chapter 7, “Understanding OSPF Concepts,” introduces the fundamental operation
of the Open Shortest Path First (OSPF) protocol, focusing on link state fundamentals,
neighbor relationships, flooding link state data, and calculating routes based on the low-
est cost metric.
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Chapter 8, “Implementing OSPF for IPv4,” takes the concepts discussed in the previous
chapter and shows how to configure and verify those same features.

Chapter 9, “Understanding EIGRP Concepts,” introduces the fundamental operation of
the Enhanced Interior Gateway Routing Protocol (EIGRP) for IPv4 (EIGRPv4), focusing
on EIGRP neighbor relationships, how EIGRP calculates metrics, and how it quickly con-
verges to alternate feasible successor routes.

Chapter 10, “Implementing EIGRP for IPv4,” takes the concepts discussed in the previ-
ous chapter and shows how to configure and verify those same features.

Chapter 11, “Troubleshooting IPv4 Routing Protocols,” walks through the most com-
mon problems with IPv4 routing protocols, while alternating between OSPF examples
and EIGRP examples.

Chapter 12, “Implementing External BGP,” examines the basics of the Border Gateway
Protocol (BGP) and its use between an enterprise and an ISP, showing how to configure,
verify, and troubleshoot BGP in limited designs.

Part III: Wide Area Networks

Chapter 13, “Implementing Point-to-Point WANSs,” explains the core concepts of how
to build a leased-line WAN and the basics of the two common data link protocols on
these links: HDLC and PPP.

Chapter 14, “Private WANs with Ethernet and MPLS,” explores the concepts behind
building a WAN service using Ethernet through different Metro Ethernet services, as
well as using Multiprotocol Label Switching (MPLS) VPNs.

Chapter 15, “Private WANs with Internet VPNs,” works through a variety of concep-
tual material, plus some configuration and verification topics, for several technologies
related to using the Internet to create a private WAN connection between different
enterprise sites.

Part IV: IPv4 Services: ACLs and QoS

Chapter 16, “Basic IPv4 Access Control Lists,” examines how standard IP ACLs can
filter packets based on the source IP address so that a router will not forward the packet.

Chapter 17, “Advanced IPv4 Access Control Lists,” examines both named and num-
bered ACLs, and both standard and extended IP ACLs.

Chapter 18, “Quality of Service (QoS),” discusses a wide variety of concepts all related
to the broad topic of QoS.

Part V: IPv4 Routing and Troubleshooting

Chapter 19, “IPv4 Routing in the LAN,” shows to a configuration and troubleshooting
depth different methods to route between VLANS, including Router on a Stick (ROAS),
Layer 3 switching with SVIs, Layer 3 switching with routed ports, and using Layer 3
EtherChannels.

Chapter 20, “Implementing HSRP for First-Hop Routing,” discusses the need for a
First Hop Redundancy Protocol (FHRP), and specifically how to configure, verify, and
troubleshoot Hot Standby Router Protocol (HSRP)
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Chapter 21, “Troubleshooting IPv4 Routing,” looks at the most common IPv4 prob-
lems and how to find the root causes of those problems when troubleshooting.

Part VI: IPv6

Chapter 22, “IPv6 Routing Operation and Troubleshooting,” reviews IPv6 routing as
discussed in the ICND1 book. It then shows some of the most common problems with
IPv6 routing and discusses how to troubleshoot these problems to discover the root
cause.

Chapter 23, “Implementing OSPF for IPv6,” explores OSPFv3 and its use as an IPv6
routing protocol, showing traditional configuration, verification, and troubleshooting
topics.

Chapter 24, “Implementing EIGRP for IPv6,” takes the EIGRP concepts discussed for
IPv4 in Chapter 9 and shows how those same concepts apply to EIGRP for IPvé. It then
shows how to configure, verify, and troubleshoot EIGRP for IPvé.

Chapter 25, “IPv6 Access Control Lists,” examines the similarities and differences
between IPv4 ACLs and IPv6 ACLs, then shows how to configure, verify, and trouble-
shoot IPv6 ACLs.

Part VII: Miscellaneous

Chapter 26, “Network Management,” discusses several network management topics
that Cisco did not choose to put into ICND1, namely: SNMP, IP SLA, and SPAN.

Chapter 27, “Cloud Computing,” is one of two chapters about topics that strays from
traditional CCNA R&S topics as one of the Cisco emerging technology topics. This
chapter explains the basic concepts and then generally discusses the impact that cloud
computing has on a typical enterprise network.

Chapter 28, “SDN and Network Programmability,” is the other chapter that moves
away from traditional CCNA R&S topics to discuss many concepts and terms related to
how Software Defined Networking (SDN) and network programmability are impacting
typical enterprise networks.

Part VIIIL: Final Prep

Chapter 29, “Final Review,” suggests a plan for final preparation once you have finished
the core parts of the book, in particular explaining the many study options available in
the book.

Part IX: Appendixes (In Print)

Appendix A, “Numeric Reference Tables,” lists several tables of numeric information,
including a binary-to-decimal conversion table and a list of powers of 2.

Appendix B, “CCNA ICND2 200-105 Exam Updates,” is a place for the author to add
book content mid-edition. Always check online for the latest PDF version of this appen-
dix; the appendix lists download instructions.

The Glossary contains definitions for all of the terms listed in the “Key Terms You
Should Know” sections at the conclusion of Chapters 1 through 28.

xlv
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Part X: DVD Appendixes

The following appendixes are available in digital format on the DVD that accompanies this
book:

Appendix C, “Answers to the ‘Do I Know This Already?’ Quizzes,” includes the expla-
nations to all the questions from Chapters 1 through 28.

Appendix D, “Practice for Chapter 16: Basic IPv4 Access Control Lists,” is a copy of
the CCENT/CCNA ICND1 100-105 Official Cert Guide’s Appendix L.

Appendix E, “Mind Map Solutions,” shows an image of sample answers for all the part-
ending mind map exercises.

Appendix F, “Study Planner,” is a spreadsheet with major study milestones, where you
can track your progress through your study.

Appendix G, “Learning IPv4 Routes with RIPv2,” explains how routers work together
to find all the best routes to each subnet using a routing protocol. This chapter also
shows how to configure the RIPv2 routing protocol for use with IPv4. (This appendix is a
copy of ICND1’s Chapter 19, and is included with the ICND2 book for convenience.)

Appendix H, “Understanding Frame Relay Concepts,” explains how to build a Frame
Relay WAN between routers, focusing on the protocols and concepts rather than the
configuration. (This chapter is a chapter that covers old exam topics from the previous
edition of the book, included here for those who might be interested.)

Appendix I, “Implementing Frame Relay,” takes the concepts discussed in Appendix H
and shows how to configure, verify, and troubleshoot those same features. (This chapter
is a chapter that covers old exam topics from the previous edition of the book, included
here for those who might be interested.)

Appendix J, “IPv4 Troubleshooting Tools,” focuses on how to use two key trouble-
shooting tools to find routing problems: the ping and traceroute commands. (This
appendix is a copy of ICND1’s Chapter 23, and is included with the ICND2 book for
convenience.)

Appendix K, “Topics from Previous Editions,” is a collection of information about top-
ics that have appeared on previous versions of the CCNA exams. While you most likely
will not encounter exam questions on these topics, the concepts are still of interest to
someone with the CCENT or CCNA certification.

Appendix L, “Exam Topic Cross Reference,” provides some tables to help you find
where each exam objective is covered in the book.

ICND1 Chapters in this Book

For this current edition of the ICND1 and ICND2 Cert Guides, I designed several chapters
to be used in both books. These chapters include some topics that are listed in the exam
topics of both exams:

Chapter 1, “Implementing Ethernet Virtual LANs” (Chapter 11 in the ICND1 100-101
book).

Chapter 16, “Basic IPv4 Access Control Lists” (Chapter 25 in the ICND1 100-101 book).



Introduction  xlvii

m Chapter 17, “Advanced IPv4 Access Control Lists” (Chapter 26 in the ICND1 100-101
book).

m Chapter 21, “Troubleshooting IPv4 Routing” (Chapter 24 in the ICND1 100-101 book).

I designed these four chapters for use in both books to be a help to those reading both
books while avoiding any problems for those who might be reading only this ICND2 Cert
Guide. Cisco has traditionally had some topics that overlap between the two exams that
make up the two-exam path to CCNA R&S, and this current pair of exams is no exception.
So, for those of you who have already read the ICND1 100-101 book, you can move more
quickly through the above four chapters in this book. If you did not read the ICND1 100-
101 book, then you have all the material you need right here in this book.

Extra Content Found in DVD Appendixes

Note that several appendixes on the DVD, namely G, H, L, J, and K, contain extra content
outside the ICND2 200-105 exam topics. This short section explains why.

First, two appendixes are here to aid the transition when Cisco announced the exams.
Appendixes G (about RIP) and J (about ping and traceroute) are copies of two chapters in
the ICND1 100-105 book, and are part of the exam topics for the ICND1 100-105 exam.
These two chapters might be particularly useful for anyone who was far along in their stud-
ies on the date when Cisco announced the ICND1 100-105 and ICND2 200-105 exams in
2016. Iincluded Appendixes G and J to aid that transition for those who buy the ICND2
200-105 Cert Guide but not the ICND1 100-105 Cert Guide.

Three other appendixes are included for instructors who use these books for classes, as well
as for the occasional reader who is mostly interested in the technology instead of the certi-
fication. Appendixes H, I, and K contain content that is no longer mentioned by the exam
topics for the current exams. Appendixes H and I are copies of complete chapters about
Frame Relay from the prior edition of this book, and Appendix K is a compilation of small
topics I removed from the prior edition of this book when creating this current edition. This
material might be helpful to some instructors during the transition time for their courses, or
for those who want to read more broadly just for the sake of learning.

You do not need to use these extra appendixes (G through K) to prepare for the ICND2
200-105 exam or the CCNA R&S 200-125 exam, but feel free to use them if you are inter-
ested.

Reference Information

This short section contains a few topics available for reference elsewhere in the book. You
may read these when you first use the book, but you may also skip these topics and refer
back to them later. In particular, make sure to note the final page of this introduction, which
lists several contact details, including how to get in touch with Cisco Press.

Install the Pearson IT Certification Practice Test Engine and Questions

This book, like many other Cisco Press books, includes the rights to use the Pearson IT
Certification Practice Test (PCPT) software, along with rights to use some exam questions
related to this book. PCPT has many options, including the option to answer questions
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in study mode, so you can see the answers and explanations for each question as you go
along; the option to take a simulated exam that mimics real exam conditions; and the option
to view questions in flash card mode, where all the answers are stripped out, challenging
you to answer questions from memory.

You should install PCPT so it is ready to use even for the earliest chapters. This book’s Part
Review sections ask you specifically to use PCPT, and you can even take the DIKTA chap-
ter quizzes using PCPT.

NOTE The right to use the exams associated with this book is based on an activation code.
For those with a paper book, the code is in the DVD sleeve at the back of the book. (Flip
over the paper with the exam activation code to find a one-time-use coupon code for 70
percent off the purchase of the CCNA Routing and Switching ICND2 200-105 Official
Cert Guide, Premium Edition eBook and Practice Test.) For those who purchase the
Premium Edition eBook and Practice Test directly from the Cisco Press website, the activa-
tion code will be populated on your account page after purchase. For those who purchase
a Kindle edition, the access code will be supplied directly from Amazon. Note that if you
purchase an eBook version from any other source, the practice test is not included, as other
vendors are not able to vend the required unique access code. Do not lose the activation
code.

PCPT Exam Databases with This Book

This book includes an activation code that allows you to load a set of practice questions.
The questions come in different exams or exam databases. When you install the PCPT soft-
ware and type in the activation code, the PCPT software downloads the latest version of all
these exam databases. And with the ICND2 book alone, you get six different “exams,” or
six different sets of questions, as listed in Figure 1-4.

DIKTA (“Book”) ICND2 Exam #1 CCNA Exam #1

Part Review ICND2 Exam #2 CCNA Exam #2

Figure I-4 PCPT Exams/Exam Databases and When to Use Them

You can choose to use any of these exam databases at any time, both in study mode and
practice exam mode. However, many people find it best to save some of the exams until
exam review time, after you have finished reading the entire book. Figure I-4 begins to sug-
gest a plan, spelled out here:

m During Part Review, use PCPT to review the DIKTA questions for that part, using study
mode.

m During Part Review, use the questions built specifically for Part Review (the Part Review
questions) for that part of the book, using study mode.

m Save the remaining exams to use with the “Final Review” chapter at the end of the book;
if preparing for the ICND2 exam, use those practice exams, but if preparing for the
CCNA exam, use those exams.
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The two modes inside PCPT give you better options for study versus practicing a timed
exam event. In study mode, you can see the answers immediately, so you can study the
topics more easily. Also, you can choose a subset of the questions in an exam database; for
instance, you can view questions from only the chapters in one part of the book.

PCPT practice mode lets you practice an exam event somewhat like the actual exam. It
gives you a preset number of questions, from all chapters, with a timed event. Practice exam
mode also gives you a score for that timed event.

How to View Only DIKTA Questions by Chapter or Part

Most chapters begin with a DIKTA quiz. You can take the quiz to start a chapter, take it
again during Chapter Review for more practice, and, as suggested in the “Part Review” sec-
tions, repeat the questions for all chapters in the same part.

You can use the DIKTA quiz as printed in the book, or use the PCPT software. The book
lists the questions, with the letter answers on the page following the quiz. Appendix C, on
the DVD, lists the answers along with an explanation; you might want to keep that PDF
handy.

Using PCPT for these questions has some advantages. It gives you a little more practice in
how to read questions from testing software. Also, the explanations to the questions are
conveniently located in the PCPT software.

To view these DIKTA questions inside the PCPT software, you need to select Book
Questions, which is the way PCPT references questions found inside the printed book.
Then you have to deselect all chapters (with a single click), and then select one or more
chapters, as follows:

Step 1.  Start the PCPT software.

Step 2. From the main (home) menu, select the item for this product, with a name like
CCNA Routing and Switching ICND2 200-105 Official Cert Guide, and click
Open Exam.

Step 3.  The top of the next window that appears should list some exams; check the
ICND2 Book Questions box, and uncheck the other boxes. This selects the
“book” questions (that is, the DIKTA questions from the beginning of each
chapter).

Step 4.  On this same window, click at the bottom of the screen to deselect all objec-
tives (chapters). Then select the box beside each chapter in the part of the
book you are reviewing.

Step 5.  Select any other options on the right side of the window.

Step 6.  Click Start to start reviewing the questions.

How to View Part Review Questions

The exam databases you get with this book include a database of questions created solely
for study during the Part Review process. DIKTA questions focus more on facts, to help
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you determine whether you know the facts contained within the chapter. The Part Review
questions instead focus more on application of those facts to typical real scenarios, and
look more like real exam questions.

To view these questions, follow the same process as you did with DIKTA/book questions,
but select the Part Review database rather than the book database. PCPT has a clear name
for this database: Part Review Questions.

About Mind Maps

Mind maps are a type of visual organization tool that you can use for many purposes. For
instance, you can use mind maps as an alternative way to take notes.

You can also use mind maps to improve how your brain organizes concepts. Mind maps
improve your brain’s connections and relationships between ideas. When you spend time
thinking about an area of study, and organize your ideas into a mind map, you strengthen
existing mental connections and create new connections, all into your own frame of refer-
ence.

In short, mind maps help you internalize what you learn.

Each mind map begins with a blank piece of paper or blank window in a mind mapping
application. You then add a large central idea, with branches that move out in any direction.
The branches contain smaller concepts, ideas, commands, pictures...whatever idea needs to
be represented. Any concepts that can be grouped should be put near each other. As need
be, you can create deeper and deeper branches, although for this book’s purposes, most
mind maps will not go beyond a couple of levels.

NOTE Many books have been written about mind maps, but Tony Buzan often gets credit
for formalizing and popularizing mind maps. You can learn more about mind maps at his
website, http://www.tonybuzan.com.

For example, Figure I-5 shows a sample mind map that begins to output some of the IPv6
content from Part VIII of the ICND1 book. You might create this kind of mind map when
reviewing IPv6 addressing concepts, starting with the big topic of “IPv6 addressing,” and
then writing down random terms and ideas. As you start to organize them mentally, you
draw lines connecting the ideas, reorganize them, and eventually reach the point where you
believe the organization of ideas makes sense to you.

128-bit
Size 32 hex digit
B Quartets of 4 hex digits

Remove leading Os in quartet
Multiple 0000 Quartets with

IPv6 Addressing

similar

Prefix —  Like IPv4 network+subnet

Structure

Interface ID Like IPv4 host

Internet-wide

Figure I-5 Sample Mind Map
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Mind maps may be the least popular but most effective study tool suggested in this book. I
personally find a huge improvement in learning new areas of study when I mind map; I hope
you will make the effort to try these tools and see if they work well for you too.

Finally, for mind mapping tools, you can just draw them on a blank piece of paper, or find
and download a mind map application. I have used Mind Node Pro on a Mac, and we build
the sample mind maps with XMIND, which has free versions for Windows, Linux, and OS
X.

About Building Hands-On Skills

You need skills in using Cisco routers and switches, specifically the Cisco CLI. The Cisco
CLI is a text-based command-and-response user interface; you type a command, and the
device (a router or switch) displays messages in response. To answer sim and simlet ques-
tions on the exams, you need to know a lot of commands, and you need to be able to navi-
gate to the right place in the CLI to use those commands.

This section walks through the options included in the book, with a brief description of lab
options outside the book.

Config Lab Exercises

Some router and switch features require multiple configuration commands. Part of the

skill you need to acquire is the ability to remember which configuration commands work
together, which ones are required, and which ones are optional. So, the challenge level goes
beyond just picking the right parameters on one command. You have to choose which com-
mands to use, in which combination, typically on multiple devices. And getting good at that
kind of task requires practice.

The Config Labs feature, introduced as a new feature in this edition of the book, helps
provide that practice. Each lab presents a sample lab topology, with some requirements,
and you have to decide what to configure on each device. The answer then shows a sample
configuration. You job is to create the configuration, and then check your answer versus the
supplied answer.

Also for the first time, this edition places the content not only outside the book but also
on the author’s blog site. To reach my blog sites for ICND1 content or for ICND2 content
(two different blogs) and access the Config Labs feature, you can start at my blog launch
site (blog.certskills.com) and click from there.

blog.certskills.com/ccent/ Wendell’s CCENT (ICND1): In the menus, navigate to Hands
On > Config Lab

blog.certskills.com/ccna/ Wendell’s CCNA (ICND2): In the menus, navigate to Hands
On > Config Lab

Both blogs are geared toward helping you pass the exams, so feel free to look around. Note
that the Config Lab posts should show an image like this in the summary:
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Config Lab

@

Think. Config.

Figure 1-6 Config Lab Logo in the Author’s Blogs
These Config Labs have several benefits, including the following:

m Untethered and responsive: Do them from anywhere, from any web browser, from your
phone or tablet, untethered from the book or DVD.

m Designed for idle moments: Each lab is designed as a 5- to 10-minute exercise if all you
are doing is typing in a text editor or writing your answer on paper.

m Two outcomes, both good: Practice getting better and faster with basic configuration,
or if you get lost, you have discovered a topic that you can now go back and reread to
complete your knowledge. Either way, you are a step closer to being ready for the exam!

m Blog format: Allows easy adds and changes by me, and easy comments by you.

m Self-assessment: As part of final review, you should be able to do all the Config Labs,
without help, and with confidence.

Note that the blog organizes these Config Lab posts by book chapter, so you can easily use
these at both Chapter Review and Part Review. See the “Your Study Plan” element that fol-
lows the Introduction for more details about those review sections.

A Quick Start with Pearson Network Simulator Lite

The decision of how to get hands-on skills can be a little scary at first. The good news is
that you have a free and simple first step to experience the CLI: Install and use the Pearson
NetSim Lite that comes with this book.

This book comes with a lite version of the best-selling CCNA Network Simulator from
Pearson, which provides you with a means, right now, to experience the Cisco CLL. No need
to go buy real gear or buy a full simulator to start learning the CLL Just install NetSim Lite
from the DVD in the back of this book.

The latest version of NetSim Lite includes labs associated with Part II of this book. Part I
includes concepts only, with Part II being the first part with commands. So, make sure and
use NetSim Lite to learn the basics of the CLI to get a good start.

Of course, one reason that NetSim Lite comes on the DVD is that the publisher hopes you
will buy the full product. However, even if you do not use the full product, you can still
learn from the labs that come with NetSim Lite while deciding about what options to pur-
sue.

NOTE The ICND1 and ICND2 books each contain a different version of the Sim Lite
product, each with labs that match the book content. If you bought both books, make sure
you install both Sim Lite products.
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The Pearson Network Simulator

The Config Labs and the Pearson Network Simulator Lite both fill specific needs, and they
both come with the book. However, you need more than those two tools.

The single best option for lab work to do along with this book is the paid version of the
Pearson Network Simulator. This simulator product simulates Cisco routers and switches

so that you can learn for the CCENT and CCNA R&sS certifications. But more importantly,
it focuses on learning for the exam by providing a large number of useful lab exercises.
Reader surveys tell us that those people who use the Simulator along with the book love the
learning process, and rave about how the book and Simulator work well together.

Of course, you need to make a decision for yourself, and consider all the options.
Thankfully, you can get a great idea of how the full Simulator product works by using the
Pearson Network Simulator Lite product included with the book. Both have the same base
code and same user interface, and the same types of labs. Try the Lite version, and check
out the full product. There is a full product for CCENT only, and another for CCNA R&S
(which includes all the labs in the CCENT product, plus others for the ICND2 parts of the
content).

Note that the Simulator and the books work on a different release schedule. For a time in
2016, the version of the Simulator available for purchase will be the Simulator created for
the previous versions of the exams (ICND1 100-101, ICND2 200-101, and CCNA 200-120).
That product includes approximately 80 percent of the CLI topics in the ICND1 100-105
and ICND2 200-105 books. So during that time, the Simulator is still very useful.

On a practical note, when you want to do labs while reading a chapter or doing Part Review,
the Simulator organizes the labs to match the book. Just look for the “Sort by Chapter” tab
in the Simulator’s user interface. However, during the months in 2016 for which the avail-
able Simulator is the older edition listing the older exams in the title, you will need to refer
back to a PDF that lists those labs versus this book’s organization; find that PDF at http://
www.ciscopress.com/title/9781587205798.

More Lab Options

If you decide against using the full Pearson Network Simulator, you still need hands-on
experience. You should plan to use some lab environment to practice as much CLI interac-
tion as possible.

First, you can use real Cisco routers and switches. You can buy them, new or used, or bor-
row them at work. You can rent them for a fee. If you have the right mix of gear, you could
even do the Config Lab exercises from my blog on that gear, or try and re-create examples
from the book.

Cisco offers a virtualization product that lets you run router and switch operating system
(OS) images in a virtual environment. This tool, the Virtual Internet Routing Lab (VIRL),
lets you create a lab topology, start the topology, and connect to real router and switch OS
images. Check out http://virl.cisco.com for more information.

You can even rent virtual Cisco router and switch lab pods from Cisco, in an offering called
Cisco Learning Labs.
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All these previously mentioned options cost some money, but the next two are generally
free to the user, but with a different catch for each. First, GNS3 works somewhat like VIRL,
creating a virtual environment running real Cisco I0S. However, GNS3 is not a Cisco prod-
uct, and cannot provide you with the IOS images for legal reasons.

Cisco also makes a simulator that works very well as a learning tool: Cisco Packet Tracer.
However, Cisco intends Packet Tracer for use by people currently enrolled in Cisco
Networking Academy courses, and not for the general public. So, if you are part of a Cisco
Academy, definitely use Packet Tracer.

This book does not tell you what option to use, but you should plan on getting some hands-
on practice somehow. The important thing to know is that most people need to practice
using the Cisco CLI to be ready to pass these exams.

For More Information

If you have any comments about the book, submit them via http://www.ciscopress.com. Just
go to the website, select Contact Us, and type your message.

Cisco might make changes that affect the CCNA certification from time to time. You
should always check http://www.cisco.com/go/ccna and http://www.cisco.com/go/ccent for
the latest details.

The CCNA ICND2 200-105 Official Cert Guide helps you attain CCNA Routing and
Switching certification. This is the CCNA and ICND2 certification book from the only
Cisco-authorized publisher. We at Cisco Press believe that this book certainly can help you
achieve CCNA certification, but the real work is up to you! I trust that your time will be
well spent.


http://www.ciscopress.com
http://www.cisco.com/go/ccna
http://www.cisco.com/go/ccent
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Your Study Plan

You just got this book. You have probably already read (or quickly skimmed) the
Introduction. You are probably now wondering whether to start reading here or skip ahead
to Chapter 1, “Implementing Ethernet Virtual LANs.”

Stop for a moment to read this section about how to create your own study plan for the
exam(s) you plan to take (ICND1 100-105, ICND2 200-105, and/or CCNA 200-125). Your
study will go much better if you take time (maybe 15 minutes) to think about a few key
points about how to study before starting on this journey. That is what this section will help
you do.

A Brief Perspective on Cisco Certification Exams

Cisco sets the bar pretty high for passing the ICND1, ICND2, and CCNA R&S exams. Most
anyone can study and pass these exams, but it takes more than just a quick read through the
book and the cash to pay for the exam.

The challenge of these exams comes from many angles. Each of these exams covers a lot of
concepts and many commands specific to Cisco devices. Beyond knowledge, these Cisco
exams also require deep skills. You must be able to analyze and predict what really happens
in a network. You must be able to configure Cisco devices to work correctly in those net-
works. And you must be ready to troubleshoot problems when the network does not work
correctly.

The more challenging questions on these exams work a lot like a jigsaw puzzle, but with
four out of every five puzzle pieces not even in the room. To solve the puzzle, you have to
mentally re-create the missing pieces. To do that, you must know each networking concept
and remember how the concepts work together.

For instance, the ICND2 exam includes many troubleshooting topics, like troubleshooting
for Open Shortest Path Version 2 (OSPFv2). OSPFv2 might fail to form a neighbor rela-
tionship with another neighboring router. But a more exam-realistic question would make
you think about why a router is missing a route, and that symptom might have a root cause
related to OSPF neighbors. Then the question might supply some parts of what you would
need to know, like some pieces of the jigsaw puzzle, as represented with the white pieces in
Figure 1. You have to apply your knowledge of IP routing and OSPF theory to the facts to
come up with some of the other pieces of the puzzle.
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show ip ospf database OSPF on Routers
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Router Topology Drawing

Figure 1 Filling In Puzzle Pieces with Your Analysis Skills
These skills require that you prepare by doing more than just reading and memorizing what
you read. Of course, you need to read many pages in this book to learn many individual
facts and how these facts relate to each other. But a big part of this book lists exercises
beyond reading, exercises that help you build the skills to solve these networking puzzles.

Five Study Plan Steps

These exams are challenging, but many people pass them every day. So, what do you need
to do to be ready to pass, beyond reading and remembering all the facts? You need to
develop skills. You need to mentally link each idea with other related ideas. Doing that
requires additional work. To help you along the way, the next few pages give you five key
planning steps to take so that you can more effectively build those skills and make those
connections, before you dive into this exciting but challenging world of learning network-
ing on Cisco gear.

Step 1: Think in Terms of Parts and Chapters

The first step in your study plan is to get the right mindset about the size and nature of the
task you have set out to accomplish. This is a large book. So you cannot think about the
book as one huge task or you might get discouraged. And besides, you never sit down to
read 900+ pages in one study session. So break the task down into smaller tasks.

The good news here is that the book is designed with obvious breakpoints and built-in
extensive review activities. In short, the book is more of a study system than a book.

So the first step in your Study Plan is to visualize the book not as one large book, but as 7
parts. Then, within each part, visualize an average of 4 chapters. Your study plan has you
work through the chapters in each part, and then review the material in that part before
moving on, as shown in Figure 2.
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Figure 2 7 Parts, with an Average of 4 Chapters Each, with Part Reviews

Now your plan has the following:

1 large task: Read and master all content in the book.
7 medium tasks/book: Read and master a part.

4 small tasks/part: Read and master a chapter.

Step 2: Build Your Study Habits Around the Chapter

For your second step, possibly the most important step, approach each chapter with the
same process: read it, and then study the chapter before moving on.

Each chapter follows the same design with three parts, as shown in Figure 3. The chap-

ter pre-quiz (called a “Do I Know This Already?” quiz, or simply DIKTA quiz) helps you
decide how much time to spend reading versus skimming the core of the chapter, called the
Foundation Topics. The “Chapter Review” section then gives you instructions about how to
study and review what you just read.

DIKTA Quiz Foundation Topics Chapter Review
; ) . . 1) In-Chapter, or...
i High Score | (Skim) Foundation Topics ’
Take Quiz > (R d) Foundation T p. --------- »| 2) Companion Website
'LBJv'S'cBFe"" (Read) Foundation Topics 3)DVD

Figure 3 Suggested Approach to Each Chapter
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The book has only a few long chapters, on purpose. They average 22 pages for the
Foundation Topics. By keeping the size reasonable, you can complete all of a chapter in one
or two short study sessions. Go into each study session that begins a new chapter thinking
that you have a chance to complete the chapter, or at least make a great start on it. And if
you do not have enough time, look for the major headings inside the chapter—each chapter
has two to three major headings, and those make a great place to stop reading when you
need to wait to complete the reading in the next study session.

The Chapter Review tasks are very important to your exam-day success. Doing these tasks,
and doing them at the end of the chapter, really does help you get ready. Do not put off
using these tasks until later! The chapter-ending Chapter Review tasks help you with the
first phase of deepening your knowledge and skills of the key topics, remembering terms,
and linking the concepts together in your brain so that you can remember how it all fits
together. The following list describes most of the activities you will find in the “Chapter
Review” sections:

Review key topics

Review key terms

Answer DIKTA questions

Do labs

Review memory tables

Review config checklists

Review command tables

Check out the section titled “Find Review Activities on the Web and DVD” later in this
planning section for more details.

Step 3: Use Book Parts for Major Milestones

Studies show that to master a concept and/or skill, you should plan to go through multiple
study sessions to review the concept and to practice the skill. The “Chapter Review” section
at the end of each chapter is the first such review, while “Part Review,” at the end of each
part, acts as that second review.

Plan time to do the Part Review task at the end of each part, using the Part Review elements
found at the end of each part. You should expect to spend about as much time on one Part
Review as you would on one entire chapter, or maybe a little more for some parts. So in
terms of planning your time, think of the Part Review itself as another chapter.

Figure 4 lists the names of the parts in this book, with some color coding. Note that Parts

II, IV, and V are the parts specific to IPv4. Parts I and III have to do with LANs and WANSs,
respectively. The top of the figure shows the final two parts of the book, with Part VI about
IPv6, and Part VII about a few miscellaneous topics: network management, cloud, and net-
work programmability. Each part ends with a “Part Review” section of 2 to 4 pages, with
notes about what tools and activities to use.



6 CCNA Routing and Switching ICND2 200-105 Official Cert Guide

@ IPv6 (22-25) @ Miscellaneous (26-28)

@ IPv4 Services: ACLs @ IPv4 Routing and
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@ IPv4 Routing Protocols (7-12)

©) Ethernet LANs (1-6)

Figure 4 Parts as Major Milestones

Chapter Review and Part Review differ in some ways. Chapter Review tasks tend to provide
a lot of context, so you can focus on mentally adding a specific piece of knowledge, or
practicing a specific skill. Part Review activities instead remove a lot of the context, more
like real life and the real exams. Removing that context means that you have to exercise
your own knowledge and skills. The result: You uncover your weaknesses. The better you
become at uncovering weaknesses, and then learning what you are missing in that area, the
better prepared you will be for the exam.

The “Part Review” sections use the following kinds of tools in additional to some of the
same tools used for Chapter Review:

® Mind maps
m Part Review questions with PCPT
m Labs

Also, consider setting a goal date for finishing each part of the book (and a reward, as well).
Plan a break, some family time, some time out exercising, eating some good food, whatever
helps you get refreshed and motivated for the next part.

Step 4: Use the Final Review Chapter to Refine Skills and Uncover
Weaknesses

Your fourth step has one overall task: Follow the details outlined in Chapter 29, “Final
Review,” at the end of this book for what to do between finishing the book and taking the
exam.

The “Final Review” chapter has two major goals. First, it helps you further develop the
analysis skills you need to answer the more complicated questions on the exam. Many
questions require that you connect ideas about concepts, configuration, verification, and
troubleshooting. The closer you get to taking the exam, the less reading you should do, and
the more you should do other learning activities; this chapter’s tasks give you activities to
further develop these skills.

The tasks in the “Final Review” chapter also help you uncover your weak areas. This final
element gives you repetition with high-challenge exam questions, uncovering any gaps in
your knowledge. Many of the questions are purposefully designed to test your knowledge
of the most common mistakes and misconceptions, helping you avoid some of the common
pitfalls people experience with the actual exam.
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Step 5: Set Goals and Track Your Progress

Your fifth study plan step spans across the entire timeline of your study effort. Before you
start reading the book and doing the rest of these study tasks, take the time to make a plan,
set some goals, and be ready to track your progress.

While making lists of tasks may or may not appeal to you, depending on your personality,
goal setting can help everyone studying for these exams. And to do the goal setting, you
need to know what tasks you plan to do.

NOTE If you decide after reading this section that you want to try and do better with goal
setting beyond your exam study, check out a blog series I wrote about planning your net-
working career here: http://blog.certskills.com/ccna/tag/development-plan/.

As for the list of tasks to do when studying, you do not have to use a detailed task list. (You
could list every single task in every chapter-ending “Chapter Review” section, every task in
the Part Reviews, and every task in the “Final Review” chapter.) However, listing the major
tasks can be enough.

You should track at least two tasks for each typical chapter: reading the “Foundation
Topics” section and doing the Chapter Review at the end of the chapter. And, of course, do
not forget to list tasks for Part Reviews and Final Review. Table 1 shows a sample for Part I
of this book.

Table 1 Sample Excerpt from a Planning Table

Element Task Goal First Date  Second Date
Date Completed Completed (Optional)

Chapter 1 Read Foundation Topics

Chapter 1 Do Chapter Review tasks

Chapter 2 Read Foundation Topics

Chapter 2 Do Chapter Review tasks

Chapter 3 Read Foundation Topics

Chapter 3 Do Chapter Review tasks

Chapter 4 Read Foundation Topics

Chapter 4 Do Chapter Review tasks

Chapter 5 Read Foundation Topics

Chapter 5 Do Chapter Review tasks

Chapter 6 Read Foundation Topics

Chapter 6 Do Chapter Review tasks

Part I Review | Do Part Review activities

NOTE Appendix F, “Study Planner,” on the DVD that comes with this book, contains a
complete planning checklist like Table 1 for the tasks in this book. This spreadsheet allows
you to update and save the file to note your goal dates and the tasks you have completed.
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Use your goal dates as a way to manage your study, and not as a way to get discouraged if
you miss a date. Pick reasonable dates that you can meet. When setting your goals, think
about how fast you read and the length of each chapter’s “Foundation Topics” section, as
listed in the table of contents. Then, when you finish a task sooner than planned, move up
the next few goal dates.

If you miss a few dates, do nor start skipping the tasks listed at the ends of the chapters!
Instead, think about what is impacting your schedule—real life, commitment, and so on—
and either adjust your goals or work a little harder on your study.

Things to Do Before Starting the First Chapter

Now that you understand the big ideas behind a good study plan for the book, take a few
more minutes for a few overhead actions that will help. Before leaving this section, look at
some other tasks you should do either now or around the time you are reading the first few
chapters, to help make a good start in the book.

Find Review Activities on the Web and DVD

The earlier editions of the book have used review activities that relied on the chapter, plus
PDF appendixes found on the DVD. Some activities also rely on the PCPT testing software.

This edition is the first Cisco Press certification guide to offer a large set of apps to use
instead of the traditional study features. The Introduction’s section titled “A Big New
Feature: Review Applications” details some of the reasons.

I encourage you to go ahead and access the book’s companion website to find the review
apps and explore. Also, spin the DVD, and find the review apps there. Both methods orga-
nize the review activities by chapter and by part.

Note that this book includes the traditional methods of review as well, with instructions
in the book, and matching PDF appendixes in some cases. For instance, all the Key Topics
can be reviewed from the companion website and just by flipping pages in the book—you
choose which works better for you.

Should | Plan to Use the Two-Exam Path or One-Exam Path?

To get a CCNA Routing and Switching certification, you choose either a one-exam or two-
exam path. Which should you use? The following is my opinion, but it’s based on chatter
and opinions from readers from many years. You can consider the one-exam path if

B You already know about half the topics well, through prior experience or study.

B You have already proven that you are excellent at learning through self-study.
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Otherwise, in my opinion, you would be better off taking the two-exam path. First, there are
no cost savings for most people with the one-exam path. Check the exam prices in your coun-
try, for ICND1, ICND2, and CCNA, and then make some comparisons. Assume you pass the
tests on the first try: traditionally, the cost is identical for both the ICND1 + ICND2 path and
the CCNA path. Or, assume that you fail each exam once: again, the costs are identical.

Next, consider the number of topics. From a content perspective, CCNA = ICND1 +
ICND2. So, both paths require learning the same content.

Next, which would you rather have done in school: take an exam over a single semester’s
material, or an exam covering the whole year? It is just harder to prepare for an exam that
covers more material, so the two-exam path again has an advantage.

Finally, the most compelling reason for the two-exam path is that you probably have no
experience with Cisco exams yet. I hope you have a chance to pass many Cisco exams dur-
ing your career. The two-exam path gets you to that first exam attempt sooner, and the
exam experience teaches you things about the exam and yourself that no study tool can
teach you.

Study Options for Those Taking the 200-125 CCNA Exam

Studying for the two-exam path has an obvious approach: just use the ICND1 book for the
ICND1 exam, and the ICND2 book for the ICND2 exam. Simple enough.

If you do plan to take the 200-125 CCNA R&S exam, you have a couple of study options.
First, to be clear: The 200-125 CCNA exam covers the topics in the combined ICND1 and
ICND2 books. So, using both the ICND1 and ICND2 books covers everything for the
200-125 CCNA R&S exam. The only question is when to read each part of the two books.
You have two reasonable options when going with the one-exam option:

m Complete all the ICND1 book, then move on to the ICND2 book.

B Move back and forth between the ICND1 and ICND2 books, by part, based on topics,
as shown in Figure 5.

The first option is pretty obvious, but the second one is less obvious. Figure 5 shows a
study plan in which you complete the Ethernet Parts in the ICND1, then the Ethernet Part
in ICND2. Similarly, you complete the IPv4 Parts in ICND1, then ICND2, and then the IPv6
Part in both books, and then the final part in both books.

Personally, I am a fan of completing the ICND1 book completely, and then moving on to
the ICND2 book. However, for those of you with a large amount of experience already,
this alternate reading plan may work well.
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ICND1 ICND2
I: Networking Fundamentals
II: Implementing Basic Ethernet LANs

IlI: Ethernet: Design, VLANSs, Troubleshooting @
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V: Implementing IPV4
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Figure 5 Alrernare Reading Plan for CCNA: Moving Between Books by Part

Other Small Tasks Before Getting Started

You need to do a few overhead tasks to install software, find some PDFs, and so on. You
can do these tasks now or do them in your spare moments when you need a study break
during the first few chapters of the book. But do these early. That way, if you do stumble
upon an installation problem, you have time to work through it before you need a particular
tool.

Register (for free) at the Cisco Learning Network (CLN, http://learningnetwork.cisco.com)
and join the CCENT/CCNA R&S study group. This group allows you to both lurk and par-
ticipate in discussions about topics related to the ICND1 exam, ICND2 exam, and CCNA
R&S exam. Register, join the groups, and set up an email filter to redirect the messages to

a separate folder. Even if you do not spend time reading all the posts as they arrive, later,
when you have time to read, you can browse through the posts to find interesting topics (or
just search the posts from the CLN website).

Explore the electronic elements of this book, as detailed in the Introduction’s section titled
“How to Get the Electronic Elements of This Book.” That includes the installation of the
PCPT and Sim Lite software.


http://learningnetwork.cisco.com

Your Study Plan

Also find my blog site as listed in the Introduction, and bookmark the pages that list the
Config Labs, to have those handy for later study. (The URL is http://blog.certskills.com/
ccna/category/hands-on/config-lab.)

Getting Started: Now

Now dive in to your first of many short, manageable tasks: reading Chapter 1, which hap-
pens to duplicate some of the topics also covered in the ICND1 book. Enjoy!
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The ICND1 half of the CCNA R&S exam topics introduces the basics of Ethernet LANs
and LAN switching. Part I of this ICND2 Cert Guide builds on that knowledge with six
more chapters about LANs and LAN switching.

Part I discusses two major topics in depth, to a configuration, verification, and trouble-
shooting level on each: Spanning Tree Protocol (STP) and VLAN Trunking Protocol (VTP).
Chapters 2 and 3 get fairly deep on STP, a switch feature that requires basic configuration
skills, but one that requires a lot of thought to master verification and troubleshooting.
Chapter 5 discusses VTP and how it can be used to advertise VLAN configuration around a
network of switches, again to a troubleshooting depth.

Besides the major focus on STP and VTP, Chapter 6 introduces a small set of new topics:
802.1x, AAA authentication, DHCP snooping, and switch stacking.

Beyond the four chapters that focus on completely new material (Chapters 2, 3, 5, and 6),
Chapters 1 and 4 revisit some topics you will already be comfortable with if you remember
most of what you learned for the ICND1 half of the CCNA R&S certification. Chapter 1
discusses VLANs and VLAN trunks, topics duplicated in ICND1 and ICND2 exam top-
ics. So, this book includes the same chapter in both books. For those of you who read the
CCENT/CCNA ICND1 100-105 Official Cert Guide, specifically Chapter 11 of that
book, then use Chapter 1 of this book as a review. Make sure you recall the details, and
move quickly through that chapter.
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CHAPTER 1

Implementing Ethernet Virtual
LANs

This chapter covers the following exam topics:

1.0 LAN Switching Technologies

1.1 Configure, verify, and troubleshoot VLANs (normal/extended range) spanning mul-
tiple switches

1.1.a Access ports (data and voice)
1.1.b Default VLAN
1.2 Configure, verify, and troubleshoot interswitch connectivity
1.2.a Add and remove VLANSs on a trunk
1.2.b DTP and VTP (v1&v2)

Virtual LANs (VLAN) have an impact on many parts of a switch’s logic. Frame forwarding
happens per VLAN. MAC learning adds MAC table entries, and those entries include the
associated VLAN. Even Spanning Tree Protocol (STP), a big focus in Part I of this book,
often happens per-VLAN.

This chapter examines how many switch core features work in the context of VLANSs. The
chapter breaks the topics into concepts in the first section of the chapter, with configura-
tion and verification in the second half. The topics include VLANs, VLAN trunking, routing
between VLANS, plus voice and data VLANS. (Chapter 4, “LAN Troubleshooting,” revisits
some of these topics from a troubleshooting perspective.)

For you ICND1 Cert Guide readers, note that this chapter is identical to the ICND1
100-105 Cert Guide’s Chapter 11. Both the ICND1 and ICND2 exams include specific
exam topics about most of the content in this chapter. By using the exact same chapter for
duplicate exam topics between the two books, hopefully those of you who remember a lot
about these topics can move quickly through this chapter. For those who do not remember
as much, just treat it as a normal chapter.

“Do | Know This Already?” Quiz

Take the quiz (either here, or use the PCPT software) if you want to use the score to help
you decide how much time to spend on this chapter. The answers are at the bottom of the
page following the quiz, and the explanations are in DVD Appendix C and in the PCPT
software.



Table 1-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Virtual LAN Concepts 1-3
VLAN and VLAN Trunking Configuration and Verification 4-6

1. Ina LAN, which of the following terms best equates to the term VLAN?
Collision domain

Broadcast domain

Subnet

Single switch

Trunk

o 00 oo

2. Imagine a switch with three configured VLANs. How many IP subnets are required,
assuming that all hosts in all VLANSs want to use TCP/IP?

a. 0
b. 1
c. 2
d 3
e. You cannot tell from the information provided.

3. Switch SW1 sends a frame to switch SW2 using 802.1Q trunking. Which of the
answers describes how SW1 changes or adds to the Ethernet frame before forwarding
the frame to SW2?

a. Inserts a 4-byte header and does change the MAC addresses
b. Inserts a 4-byte header and does not change the MAC addresses
c. Encapsulates the original frame behind an entirely new Ethernet header
d. None of the other answers are correct.
4. Imagine that you are told that switch 1 is configured with the dynamic auto param-
eter for trunking on its Fa0/5 interface, which is connected to switch 2. You have to

configure switch 2. Which of the following settings for trunking could allow trunking
to work? (Choose two answers.)

a. on
b. dynamic auto
c. dynamic desirable

d. access
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5. A switch has just arrived from Cisco. The switch has never been configured with
any VLANSs, but VTP has been disabled. An engineer gets into configuration mode
and issues the vlan 22 command, followed by the name Hannahs-VLAN command.
Which of the following are true? (Choose two answers.)

a. VLAN 22 is listed in the output of the show vlan brief command.

b. VLAN 22 is listed in the output of the show running-config command.

c. VLAN 22 is not created by this process.

d. VLAN 22 does not exist in that switch until at least one interface is assigned to
that VLAN.

6. Which of the following commands identify switch interfaces as being trunking inter-
faces: interfaces that currently operate as VLAN trunks? (Choose two answers.)

show interfaces

show interfaces switchport

show interfaces trunk

e o oo

show trunks

Foundation Topics

Virtual LAN Concepts

Before understanding VLANSs, you must first have a specific understanding of the definition
of a LAN. For example, from one perspective, a LAN includes all the user devices, servers,
switches, routers, cables, and wireless access points in one location. However, an alternative
narrower definition of a LAN can help in understanding the concept of a virtual LAN:

A LAN includes all devices in the same broadcast domain.

A broadcast domain includes the set of all LAN-connected devices, so that when any of the
devices sends a broadcast frame, all the other devices get a copy of the frame. So, from one
perspective, you can think of a LAN and a broadcast domain as being basically the same
thing.

Without VLANS, a switch considers all its interfaces to be in the same broadcast domain.
That is, for one switch, when a broadcast frame entered one switch port, the switch for-
warded that broadcast frame out all other ports. With that logic, to create two different
LAN broadcast domains, you had to buy two different Ethernet LAN switches, as shown in
Figure 1-1.

Broadcast — — Broadcast

: [ C .
Domain 1 | Dino _g;; E ——==v Wilma Domain 2
. e [ AT

Subnet 1 Subnet 2

Figure 1-1 Creating Two Broadcast Domains with Two Physical Switches and No VLANs
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With support for VLANS, a single switch can accomplish the same goals of the design in
Figure 1-1—to create two broadcast domains—with a single switch. With VLANSs, a switch
can configure some interfaces into one broadcast domain and some into another, creating
multiple broadcast domains. These individual broadcast domains created by the switch are
called virtual LANs (VLAN).

For example, in Figure 1-2, the single switch creates two VLANS, treating the ports in each
VLAN as being completely separate. The switch would never forward a frame sent by Dino
(in VLAN 1) over to either Wilma or Betty (in VLAN 2).

Ke Broadcast — Broadcast
TOpI Domain 1 g E—Ql., Wilma Domain 2
(VLAN 1) - (VLAN 2)
g SW1 ' [l gey
Subnet 1 Subnet 2

Figure 1-2 Creating Two Broadcast Domains Using One Switch and VLANs

Designing campus LANs to use more VLANS, each with a smaller number of devices, often
helps improve the LAN in many ways. For example, a broadcast sent by one host in a
VLAN will be received and processed by all the other hosts in the VLAN—but not by hosts
in a different VLAN. Limiting the number of hosts that receive a single broadcast frame
reduces the number of hosts that waste effort processing unneeded broadcasts. It also
reduces security risks, because fewer hosts see frames sent by any one host. These are just

a few reasons for separating hosts into different VLANS. The following list summarizes the
most common reasons for choosing to create smaller broadcast domains (VLANS):

Key m To reduce CPU overhead on each device by reducing the number of devices that receive
Topic each broadcast frame

m To reduce security risks by reducing the number of hosts that receive copies of frames
that the switches flood (broadcasts, multicasts, and unknown unicasts)

m To improve security for hosts that send sensitive data by keeping those hosts on a sepa-
rate VLAN

m To create more flexible designs that group users by department, or by groups that work
together, instead of by physical location

m To solve problems more quickly, because the failure domain for many problems is the
same set of devices as those in the same broadcast domain

m To reduce the workload for the Spanning Tree Protocol (STP) by limiting a VLAN to a
single access switch

This chapter does not examine all the reasons for VLANs in more depth. However, know
that most enterprise networks use VLANSs quite a bit. The rest of this chapter looks closely

Answers to the “Do | Know This Already?” quiz:
1B2D 3B4A C5A,B6B,C
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at the mechanics of how VLANs work across multiple Cisco switches, including the
required configuration. To that end, the next section examines VLAN trunking, a feature
required when installing a VLAN that exists on more than one LAN switch.

Creating Multiswitch VLANs Using Trunking
Configuring VLANS on a single switch requires only a little effort: You simply configure
each port to tell it the VLAN number to which the port belongs. With multiple switches,
you have to consider additional concepts about how to forward traffic between the switches.

When using VLANSs in networks that have multiple interconnected switches, the switches
need to use VLAN rrunking on the links between the switches. VLAN trunking causes
the switches to use a process called VLAN tagging, by which the sending switch adds
another header to the frame before sending it over the trunk. This extra trunking header
includes a VLAN identifier (VLAN ID) field so that the sending switch can associate the
frame with a particular VLAN ID, and the receiving switch can then know in what VLAN
each frame belongs.

Figure 1-3 shows an example that demonstrates VLANS that exist on multiple switches,
but it does not use trunking. First, the design uses two VLANs: VLAN 10 and VLAN 20.
Each switch has two ports assigned to each VLAN, so each VLAN exists in both switches.
To forward traffic in VLAN 10 between the two switches, the design includes a link
between switches, with that link fully inside VLAN 10. Likewise, to support VLAN 20 traf-
fic between switches, the design uses a second link between switches, with that link inside
VLAN 20.

VLAN 10

VLAN 20

Figure 1-3  Multiswitch VLAN Without VLAN Trunking

The design in Figure 1-3 functions perfectly. For example, PC11 (in VLAN 10) can send a
frame to PC14. The frame flows into SW1, over the top link (the one that is in VLAN 10)
and over to SW2.

The design shown in Figure 1-3 works, but it simply does not scale very well. It requires
one physical link between switches to support every VLAN. If a design needed 10 or 20
VLANSs, you would need 10 or 20 links between switches, and you would use 10 or 20
switch ports (on each switch) for those links.

VLAN Tagging Concepts
VLAN trunking creates one link between switches that supports as many VLANSs as you
need. As a VLAN trunk, the switches treat the link as if it were a part of all the VLANs. At
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the same time, the trunk keeps the VLAN traffic separate, so frames in VLAN 10 would not
go to devices in VLAN 20, and vice versa, because each frame is identified by VLAN num-
ber as it crosses the trunk. Figure 1-4 shows the idea, with a single physical link between the
two switches.

VLAN 10

=L =

- )

1 1
20 u]

— —

VLAN 20

Figure 1-4 Mulriswitch VLAN with Trunking

The use of trunking allows switches to pass frames from multiple VLANSs over a single
physical connection by adding a small header to the Ethernet frame. For example, Figure
1-5 shows PC11 sending a broadcast frame on interface Fa0/1 at Step 1. To flood the frame,
switch SW1 needs to forward the broadcast frame to switch SW2. However, SW1 needs to
let SW2 know that the frame is part of VLAN 10, so that after the frame is received, SW2
will flood the frame only into VLAN 10, and not into VLAN 20. So, as shown at Step 2,
before sending the frame, SW1 adds a VLAN header to the original Ethernet frame, with
the VLAN header listing a VLAN ID of 10 in this case.

Key VLAN 10 VLAN 10
Topic

20 [H0TT 20

0/3 0/4

20,

VLAN 20

Figure 1-5 VLAN Trunking Between Two Switches

When SW2 receives the frame, it understands that the frame is in VLAN 10. SW2 then
removes the VLAN header, forwarding the original frame out its interfaces in VLAN 10
(Step 3).
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Ke

For another example, consider the case when PC21 (in VLAN 20) sends a broadcast.

SW1 sends the broadcast out port Fa0/4 (because that port is in VLAN 20) and out Gi0/1
(because it is a trunk, meaning that it supports multiple different VLANs). SW1 adds a
trunking header to the frame, listing a VLAN ID of 20. SW2 strips off the trunking header
after determining that the frame is part of VLAN 20, so SW2 knows to forward the frame
out only ports Fa0/3 and Fa0/4, because they are in VLAN 20, and not out ports Fa0/1 and
Fa0/2, because they are in VLAN 10.

The 802.1Q and ISL VLAN Trunking Protocols

Cisco has supported two different trunking protocols over the years: Inter-Switch Link (ISL)
and IEEE 802.1Q. Cisco created ISL long before 802.1Q, in part because the IEEE had not
yet defined a VLAN trunking standard. Years later, the [EEE completed work on the 802.1Q
standard, which defines a different way to do trunking. Today, 802.1Q has become the more
popular trunking protocol, with Cisco not even supporting ISL in some of its newer models
of LAN switches, including the 2960 switches used in the examples in this book.

While both ISL and 802.1Q tag each frame with the VLAN ID, the details differ. 802.1Q
inserts an extra 4-byte 802.1Q VLAN header into the original frame’s Ethernet header,

as shown at the top of Figure 1-6. As for the fields in the 802.1Q header, only the 12-bit
VLAN ID field inside the 802.1Q header matters for topics discussed in this book. This
12-bit field supports a theoretical maximum of 2!? (4096) VLANS, but in practice it sup-
ports a maximum of 4094. (Both 802.1Q and ISL use 12 bits to tag the VLAN ID, with two
reserved values [0 and 4095].)

802.1Q
——

| Dest. Address | Source Address Tag Type | Data | FCS |

_____
____
______
______
-----

Type Priority |Flag VLAN ID (12 Bits)

Figure 1-6 802.1Q Trunking

Cisco switches break the range of VLAN IDs (1-4094) into two ranges: the normal range
and the extended range. All switches can use normal-range VLANs with values from 1 to
1005. Only some switches can use extended-range VLANs with VLAN IDs from 1006 to
4094. The rules for which switches can use extended-range VLANs depend on the con-
figuration of the VLAN Trunking Protocol (VTP), which is discussed briefly in the section
“VLAN Trunking Configuration,” later in this chapter.

802.1Q also defines one special VLAN ID on each trunk as the native VLAN (defaulting

to use VLAN 1). By definition, 802.1Q simply does not add an 802.1Q header to frames in
the native VLAN. When the switch on the other side of the trunk receives a frame that does
not have an 802.1Q header, the receiving switch knows that the frame is part of the native
VLAN. Note that because of this behavior, both switches must agree on which VLAN is the
native VLAN.

The 802.1Q native VLAN provides some interesting functions, mainly to support connec-
tions to devices that do not understand trunking. For example, a Cisco switch could be
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cabled to a switch that does not understand 802.1Q trunking. The Cisco switch could send
frames in the native VLAN—meaning that the frame has no trunking header—so that the
other switch would understand the frame. The native VLAN concept gives switches the
capability of at least passing traffic in one VLAN (the native VLAN), which can allow some
basic functions, like reachability to telnet into a switch.

Forwarding Data Between VLANs
If you create a campus LAN that contains many VLANS, you typically still need all devices
to be able to send data to all other devices. This next topic discusses some concepts about
how to route data between those VLANS.

First, it helps to know a few terms about some categories of LAN switches. All the Ethernet
switch functions described in the ICND1 Cert Guide use the details and logic defined by
OSI Layer 2 protocols. For example, many chapters of the ICND1 Cert Guide discussed
how LAN switches receive Ethernet frames (a Layer 2 concept), look at the destination
Ethernet MAC address (a Layer 2 address), and forward the Ethernet frame out some other
interface. This chapter has already discussed the concept of VLANS as broadcast domains,
which is yet another Layer 2 concept.

While some LAN switches work just as described in the ICND1 Cert Guide, some LAN
switches have even more functions. LAN switches that forward data based on Layer 2 logic
often go by the name Layer 2 switch. However, some other switches can do some functions
like a router, using additional logic defined by Layer 3 protocols. These switches go by the
name multilayer switch, or Layer 3 switch. This section first discusses how to forward data
between VLANSs when using Layer 2 switches and ends with a brief discussion of how to
use Layer 3 switches.

Routing Packets Between VLANs with a Router
When including VLANS in a campus LAN design, the devices in a VLAN need to be in the
same subnet. Following the same design logic, devices in different VLANSs need to be in dif-
ferent subnets. For example, in Figure 1-7, the two PCs on the left sit in VLAN 10, in sub-
net 10. The two PCs on the right sit in a different VLAN (20), with a different subnet (20).

& a7

Figure 1-7 Layer 2 Switch Does Not Route Between the VLANs

VLAN 10
Subnet 10 | Dino E]|

Fred El—

VLAN 20
Dl Wilma Subnet 20

—_L Betty

NOTE The figure refers to subnets somewhat generally, like “subnet 10,” just so the sub-
net numbers do not distract. Also, note that the subnet numbers do not have to be the same
number as the VLAN numbers.

Figure 1-7 shows the switch as if it were two switches broken in two to emphasize the point
that Layer 2 switches will not forward data between two VLANs. When configured with
some ports in VLAN 10 and others in VLAN 20, the switch acts like two separate switches
in which it will forward traffic. In fact, one goal of VLANS is to separate traffic in one
VLAN from another, preventing frames in one VLAN from leaking over to other VLANS.
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For example, when Dino (in VLAN 10) sends any Ethernet frame, if SW1 is a Layer 2
switch, that switch will not forward the frame to the PCs on the right in VLAN 20.

The network as a whole needs to support traffic flowing into and out of each VLAN, even
though the Layer 2 switch does not forward frames outside a VLAN. The job of forwarding
data into and out of a VLAN falls to routers. Instead of switching Layer 2 Ethernet frames
between the two VLANS, the network must route Layer 3 packets between the two subnets.

That previous paragraph has some very specific wording related to Layers 2 and 3, so take a
moment to reread and reconsider it for a moment. The Layer 2 logic does not let the Layer
2 switch forward the Layer 2 protocol data unit (L2PDU), the Ethernet frame, between
VLANSs. However, routers can route Layer 3 PDUs (L3PDU), packets, between subnets as
their normal job in life.

For example, Figure 1-8 shows a router that can route packets between subnets 10 and 20.
The figure shows the same Layer 2 switch as shown in Figure 1-7, with the same perspective
of the switch being split into parts with two different VLANS, and with the same PCs in the
same VLANs and subnets. Now Router R1 has one LAN physical interface connected to the
switch and assigned to VLAN 10, and a second physical interface connected to the switch
and assigned to VLAN 20. With an interface connected to each subnet, the Layer 2 switch
can keep doing its job—forwarding frames inside a VLAN, while the router can do its job—
routing IP packets between the subnets.

VLAN 10
Subnet 10

VLAN 20

5 [ wilma Subnet 20
—
[ Bett
L ety

Figure 1-8 Routing Between Two VLANs on Two Physical Interfaces

The figure shows an IP packet being routed from Fred, which sits in one VLAN/subnet, to
Betty, which sits in the other. The Layer 2 switch forwards two different Layer 2 Ethernet
frames: one in VLAN 10, from Fred to R1’s FO/0 interface, and the other in VLAN 20, from
R1’s FO/1 interface to Betty. From a Layer 3 perspective, Fred sends the IP packet to its
default router (R1), and R1 routes the packet out another interface (F0/1) into another sub-
net where Betty resides.

While the design shown in Figure 1-8 works, it uses too many physical interfaces, one per
VLAN. A much less expensive (and much preferred) option uses a VLAN trunk between
the switch and router, requiring only one physical link between the router and switch, while
supporting all VLANSs. Trunking can work between any two devices that choose to support
it: between two switches, between a router and a switch, or even between server hardware
and a switch.
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Figure 1-9 shows the same design idea as Figure 1-8, with the same packet being sent from
Fred to Betty, except now R1 uses VLAN trunking instead of a separate link for each VLAN.

VLAN 10
Subnet 10

—_— VLAN 20
_Q,J, Wilma Subnet 20

Figure 1-9 Routing Berween Two VLANs Using a Trunk on the Router

NOTE Because the router has a single physical link connected to the LAN switch, this
design is sometimes called a rourer-on-a-stick.

As a brief aside about terminology, many people describe the concept in Figures 1-8 and 1-9
as “routing packets between VLANS.” You can use that phrase, and people know what you
mean. However, note that this phrase is not literally true, because it refers to routing packets
(a Layer 3 concept) and VLANS (a Layer 2 concept). It just takes fewer words to say some-
thing like “routing between VLANSs” rather than the literally true but long “routing Layer 3
packets between Layer 3 subnets, with those subnets each mapping to a Layer 2 VLAN.”

Routing Packets with a Layer 3 Switch
Routing packets using a physical router, even with the VLAN trunk in the router-on-a-stick
model shown in Figure 1-9, still has one significant problem: performance. The physical link
puts an upper limit on how many bits can be routed, and less expensive routers tend to be
less powerful, and might not be able to route a large enough number of packets per second
(pps) to keep up with the traffic volumes.

The ultimate solution moves the routing functions inside the LAN switch hardware.
Vendors long ago started combining the hardware and software features of their Layer 2
LAN switches, plus their Layer 3 routers, creating products called Layer 3 switches (also
known as multilayer switches). Layer 3 switches can be configured to act only as a Layer 2
switch, or they can be configured to do both Layer 2 switching as well as Layer 3 routing.

Today, many medium- to large-sized enterprise campus LANs use Layer 3 switches to route
packets between subnets (VLANS) in a campus.

In concept, a Layer 3 switch works a lot like the original two devices on which the Layer 3
switch is based: a Layer 2 LAN switch and a Layer 3 router. In fact, if you take the concepts
and packet flow shown in Figure 1-8, with a separate Layer 2 switch and Layer 3 router, and
then imagine all those features happening inside one device, you have the general idea of
what a Layer 3 switch does. Figure 1-10 shows that exact concept, repeating many details of
Figure 1-8, but with an overlay that shows the one Layer 3 switch doing the Layer 2 switch
functions and the separate Layer 3 routing function.
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Layer 3 Switch
: (All Functions in Middle Box)
TOpIC VLAN 10
S -
g Layer 2 Switch

VLAN 20
» Wilma Subnet 20

L Betty

———,

Interface
VLAN 20

Interface
VLAN 10

| ayer 3 Router

Figure 1-10 Mulrilayer Switch: Layer 2 Switching with Layer 3 Routing in One Device

This chapter introduces the core concepts of routing IP packets between VLANSs (or more
accurately, between the subnets on the VLANS). Chapter 19, “IPv4 Routing in the LAN,”
shows how to configure designs that use an external router with router-on-a-stick. This
chapter now turns its attention to configuration and verification tasks for VLANs and
VLAN trunks.

VLAN and VLAN Trunking Configuration and
Verification

Cisco switches do not require any configuration to work. You can purchase Cisco switches,
install devices with the correct cabling, turn on the switches, and they work. You would
never need to configure the switch, and it would work fine, even if you interconnected
switches, until you needed more than one VLAN. But if you want to use VLANs—and most
enterprise networks do—you need to add some configuration.

This chapter separates the VLAN configuration details into two major sections. The first
section looks at how to configure access interfaces, which are switch interfaces that do
not use VLAN trunking. The second part shows how to configure interfaces that do use
VLAN trunking.

Creating VLANs and Assigning Access VLANSs to an Interface
This section shows how to create a VLAN, give the VLAN a name, and assign interfaces to a
VLAN. To focus on these basic details, this section shows examples using a single switch, so
VLAN trunking is not needed.

For a Cisco switch to forward frames in a particular VLAN, the switch must be configured
to believe that the VLAN exists. In addition, the switch must have nontrunking interfaces
(called access interfaces) assigned to the VLAN, and/or trunks that support the VLAN. The
configuration steps for access interfaces are as follows, with the trunk configuration shown
later in the section “VLAN Trunking Configuration”:
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Step 1.  To configure a new VLAN, follow these steps:

A. From configuration mode, use the vlan vlan-id command in global con-
figuration mode to create the VLAN and to move the user into VLAN con-
figuration mode.

B. (Optional) Use the name name command in VLAN configuration mode
to list a name for the VLAN. If not configured, the VLAN name is
VLANZZZZ,where ZZZZ is the four-digit decimal VLAN ID.

Step 2.  For each access interface (each interface that does not trunk, but instead
belongs to a single VLAN), follow these steps:

A. Use the interface rype number command in global configuration mode to
move into interface configuration mode for each desired interface.

B. Use the switchport access vlan id-number command in interface configu-
ration mode to specify the VLAN number associated with that interface.

C. (Optional) Use the switchport mode access command in interface configu-
ration mode to make this port always operate in access mode (that is, to
not trunk).

While the list might look a little daunting, the process on a single switch is actually pretty
simple. For example, if you want to put the switch’s ports in three VLANs—11, 12, and
13—you just add three vlan commands: vlan 11, vlan 12, and vlan 13. Then, for each inter-
face, add a switchport access vlan 11 (or 12 or 13) command to assign that interface to the
proper VLAN.

NOTE The term defaulr VLAN (as shown in the exam topics) refers to the default setting
on the switchport access vlan v/an-id command, and that default is VLAN ID 1. In other
words, by default, each port is assigned to access VLAN 1.

VLAN Configuration Example 1: Full VLAN Configuration
Example 1-1 shows the configuration process of adding a new VLAN and assigning access
interfaces to that VLAN. Figure 1-11 shows the network used in the example, with one
LAN switch (SW1) and two hosts in each of three VLANs (1, 2, and 3). The example shows
the details of the two-step process for VLAN 2 and the interfaces in VLAN 2, with the con-
figuration of VLAN 3 deferred until the next example.

VLAN 2
Lo
VLAN 1 Fa0/13 Fa0/14 VLAN 3
jm} Facg Fa0/15 Ll
[ﬁ,’ Fa0/11 SWA1 Fa0/16 [ﬁ,’

Figure 1-11 Nerwork with One Switch and Three VLANs
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Example 1-1 Configuring VLANs and Assigning VLANSs ro Interfaces

SW1# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gio/1, Gio/2

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

! Above, VLANs 2 and 3 do not yet exist. Below, VLAN 2 is added, with name Freds-vlan,

! with two interfaces assigned to VLAN 2.

SW1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW1 (config)# vlan 2

SW1 (config-vlan)# name Freds-vlan

SW1 (config-vlan)# exit

SW1l (config)# interface range fastethernet 0/13 - 14

SW1 (config-if)# switchport access vlan 2

SW1 (config-if)# switchport mode access

SW1 (config-if)# end

! Below, the show running-config command lists the interface subcommands on
! interfaces Fa0/13 and Fa0/14.
SW1# show running-config
! Many lines omitted for brevity
! Early in the output:
vlan 2
name Freds-vlan
!
! more lines omitted for brevity
interface FastEthernet0/13
switchport access vlan 2
switchport mode access
!
interface FastEthernet0/14
switchport access vlan 2

switchport mode access
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SW1# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gi0o/1, Gi0/2

2 Freds-vlan active Fa0/13, Fa0/14
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

SW1# show vlan id 2

VLAN Name Status Ports

: gm0 ive  CODEWNEHEE
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
2 emer o0 aseo - - - e

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

The example begins with the show vlan brief command, confirming the default settings

of five nondeletable VLANs, with all interfaces assigned to VLAN 1. (VLAN 1 cannot be
deleted, but can be used. VLANs 1002-1005 cannot be deleted and cannot be used as
access VLANSs today.) In particular, note that this 2960 switch has 24 Fast Ethernet ports
(Fa0/1-Fa0/24) and two Gigabit Ethernet ports (Gi0/1 and Gi0/2), all of which are listed as
being in VLAN 1 per that first command’s output.

Next, the example shows the process of creating VLAN 2 and assigning interfaces Fa0/13
and Fa0/14 to VLAN 2. Note in particular that the example uses the interface range com-
mand, which causes the switchport access vlan 2 interface subcommand to be applied to
both interfaces in the range, as confirmed in the show running-config command output at
the end of the example.

After the configuration has been added, to list the new VLAN, the example repeats the
show vlan brief command. Note that this command lists VLAN 2, name Freds-vlan, and the
interfaces assigned to that VLAN (Fa0/13 and Fa0/14). The show vlan id 2 command that
follows then confirms that ports Fa0/13 and Fa0/14 are assigned to VLAN 2.
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The example surrounding Figure 1-11 uses six switch ports, all of which need to operate as
access ports. That is, each port should not use trunking, but instead should be assigned to
a single VLAN, as assigned by the switchport access vlan vian-id command. However, as
configured in Example 1-1, these interfaces could negotiate to later become trunk ports,
because the switch defaults to allow the port to negotiate trunking and decide whether to
act as an access interface or as a trunk interface.

For ports that should always act as access ports, add the optional interface subcommand
switchport mode access. This command tells the switch to only allow the interface to be
an access interface. The upcoming section “VLAN Trunking Configuration” discusses more
details about the commands that allow a port to negotiate whether it should use trunking.

NOTE The book includes a video that works through a different VLAN configuration
example as well. You can find the video on the DVD and on the companion website.

VLAN Configuration Example 2: Shorter VLAN Configuration
Example 1-1 shows several of the optional configuration commands, with a side effect of
being a bit longer than is required. Example 1-2 shows a much briefer alternative configura-
tion, picking up the story where Example 1-1 ended and showing the addition of VLAN 3
(as shown in Figure 1-11). Note that SW1 does not know about VLAN 3 at the beginning of
this example.

Example 1-2 Shorter VLAN Configuration Example (VLAN 3)

SW1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW1 (config)# interface range Fastethernet 0/15 - 16

SW1 (config-if-range)# switchport access vlan 3

% Access VLAN does not exist. Creating vlan 3

N

SW1 (config-if-range)# "Z

SW1# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11l, Fa0/12
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gio/1, Gio/2

2 Freds-vlan active Fa0/13, Fa0/14
B VLANO0003 active Fa0/15, Fa0/l6
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup

1005 trnet-default act/unsup
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Example 1-2 shows how a switch can dynamically create a VLAN—the equivalent of the
vlan vian-id global config command—when the switchport access vlan interface sub-
command refers to a currently unconfigured VLAN. This example begins with SW1 not
knowing about VLAN 3. When the switchport access vlan 3 interface subcommand was
used, the switch realized that VLAN 3 did not exist, and as noted in the shaded message
in the example, the switch created VLAN 3, using a default name (VLANO0003). No other
steps are required to create the VLAN. At the end of the process, VLAN 3 exists in the
switch, and interfaces Fa0/15 and Fa0/16 are in VLAN 3, as noted in the shaded part of
the show vlan brief command output.

VLAN Trunking Protocol
Before showing more configuration examples, you also need to know something about a
Cisco protocol and tool called the VLAN Trunking Protocol (VIP). VIP is a Cisco propri-
etary tool on Cisco switches that advertises each VLAN configured in one switch (with the
vlan number command) so that all the other switches in the campus learn about that VLAN.
However, for various reasons, many enterprises choose not to use VTP.

Each switch can use one of three VTP modes: server, client, or transparent. Switches use
either VTP server or client mode when the switch wants to use VTP for its intended pur-
pose of dynamically advertising VLAN configuration information. However, with many

Cisco switches and 10S versions, VTP cannot be completely disabled on a Cisco switch;

instead, the switch disables VTP by using VTP transparent mode.

Chapter 5, “VLAN Trunking Protocol,” discusses how to make use of VTP. Chapters 1
through 4 mostly ignore VTP. To that end, all examples in this book use switches that have
been set either to use VTP transparent mode (with the vtp mode transparent global com-
mand) or to disable it (with the vtp mode off global command). Both options allow the
administrator to configure both standard- and extended-range VLANS, and the switch lists
the vlan commands in the running-config file.

Finally, on a practical note, if you happen to do lab exercises with real switches or with
simulators, and you see unusual results with VLANSs, check the VTP status with the show
vtp status command. If your switch uses VTP server or client mode, you will find:

m The server switches can configure VLANSs in the standard range only (1-1005).

m The client switches cannot configure VLANS.

m Both servers and clients may be learning new VLANs from other switches, and seeing
their VLANs deleted by other switches, because of VTP.

m The show running-config command does not list any vlan commands.

If possible in lab, switch to VTP transparent mode and ignore VTP for your switch con-
figuration practice until you are ready to focus on how VTP works when studying for the
ICND2 exam topics.

NOTE Do not change VTP settings on any switch that also connects to the production
network until you know how VTP works as explained in Chapter 5.
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Topic

VLAN Trunking Configuration

Trunking configuration between two Cisco switches can be very simple if you just statically
configure trunking. For example, if two Cisco 2960 switches connect to each other, they
support only 802.1Q and not ISL. You could literally add one interface subcommand for
the switch interface on each side of the link (switchport mode trunk), and you would create
a VLAN trunk that supported all the VLANs known to each switch.

However, trunking configuration on Cisco switches includes many more options, including
several options for dynamically negotiating various trunking settings. The configuration can
either predefine different settings or tell the switch to negotiate the settings, as follows:

m The type of trunking: IEEE 802.1Q, ISL, or negotiate which one to use

® The administrative mode: Whether to always trunk, always not trunk, or negotiate

First, consider the type of trunking. Cisco switches that support ISL and 802.1Q can negoti-
ate which type to use, using the Dynamic Trunking Protocol (DTP). If both switches support
both protocols, they use ISL; otherwise, they use the protocol that both support. Today,
many Cisco switches do not support the older ISL trunking protocol. Switches that support
both types of trunking use the switchport trunk encapsulation {dot1q | isl | negotiate} inter-

face subcommand to either configure the type or allow DTP to negotiate the type.

DTP can also negotiate whether the two devices on the link agree to trunk at all, as
guided by the local switch port’s administrative mode. The administrative mode refers

to the configuration setting for whether trunking should be used. Each interface also has
an operational mode, which refers to what is currently happening on the interface, and
might have been chosen by DTP’s negotiation with the other device. Cisco switches use
the switchport mode interface subcommand to define the administrative trunking mode,
as listed in Table 1-2.

Table 1-2 Trunking Administrative Mode Options with the switchport mode Command

Command Option Description

access Always act as an access (nontrunk) port

trunk Always act as a trunk port

dynamic desirable | Initiates negotiation messages and responds to negotiation messages to
dynamically choose whether to start using trunking

dynamic auto Passively waits to receive trunk negotiation messages, at which point
the switch will respond and negotiate whether to use trunking

For example, consider the two switches shown in Figure 1-12. This figure shows an expansion
of the network shown in Figure 1-11, with a trunk to a new switch (SW2) and with parts of
VLANSs 1 and 3 on ports attached to SW2. The two switches use a Gigabit Ethernet link for
the trunk. In this case, the trunk does not dynamically form by default, because both (2960)
switches default to an administrative mode of dynamic auto, meaning that neither switch initi-
ates the trunk negotiation process. By changing one switch to use dynamic desirable mode,
which does initiate the negotiation, the switches negotiate to use trunking, specifically 802.1Q
because the 2960s support only 802.1Q.
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Figure 1-12 Nerwork with Two Switches and Three VLANs

Example 1-3 begins by showing the two switches in Figure 1-12 with the default configura-
tion so that the two switches do not trunk.

Example 1-3 Initial (Default) State: Not Trunking Berween SW1 and SW2

SW1# show interfaces gigabit 0/1 switchport

Name: Gi0/1

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk private VLANs: none
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Operational private-vlan: none
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

Appliance trust: none

! Note that the next command results in a single empty line of output.
SW1# show interfaces trunk

SW1#

First, focus on the highlighted items from the output of the show interfaces switchport
command at the beginning of Example 1-3. The output lists the default administrative mode
setting of dynamic auto. Because SW2 also defaults to dynamic auto, the command lists
SW1’s operational status as “access,” meaning that it is not trunking. (“Dynamic auto” tells
both switches to sit there and wait on the other switch to start the negotiations.) The third
shaded line points out the only supported type of trunking (802.1Q) on this 2960 switch.
(On a switch that supports both ISL and 802.1Q, this value would by default list “negoti-
ate,” to mean that the type of encapsulation is negotiated.) Finally, the operational trunking
type is listed as “native,” which is a reference to the 802.1Q native VLAN.

The end of the example shows the output of the show interfaces trunk command, but with
no output. This command lists information about all interfaces that currently operationally

trunk; that is, it lists interfaces that currently use VLAN trunking. With no interfaces listed,
this command also confirms that the link between switches is not trunking.

Next, consider Example 1-4, which shows the new configuration that enables trunking. In
this case, SW1 is configured with the switchport mode dynamic desirable command, which
asks the switch to both negotiate as well as to begin the negotiation process, rather than
waiting on the other device. As soon as the command is issued, log messages appear show-
ing that the interface goes down and then back up again, which happens when the interface
transitions from access mode to trunk mode.

Example 1-4 SW1 Changes from Dynamic Auto to Dynamic Desirable

SW1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SW1 (config)# interface gigabit 0/1

SW1 (config-if)# switchport mode dynamic desirable

SW1 (config-if)# "z

SW1#

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to
down

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state to
up
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SW1# show interfaces gigabit 0/1 switchport
Name: Gi0/1
Switchport: Enabled

Administrative Mode: dynamic desirable

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

! lines omitted for brevity

! The next command formerly listed a single empty line of output; now it lists
! information about the 1 operational trunk.

SW1# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gio/1 desirable 802.1g trunking il

Port Vlans allowed on trunk

Gio/1 1-4094

Port Vlans allowed and active in management domain

Gio/1 1-3

Port Vlans in spanning tree forwarding state and not pruned
Gio/1 1-3

SW1# show vlan id 2

VLAN Name Status Ports

: eretaiam wtive  CIFNEHENETE
VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
s e oo s e

Remote SPAN VLAN

Disabled

Primary Secondary Type Ports

To verify whether trunking is working now, the middle of Example 1-4 lists the show
interfaces switchport command. Note that the command still lists the administrative



34 CCNA Routing and Switching ICND2 200-105 Official Cert Guide

settings, which denote the configured values along with the operational settings, which
list what the switch is currently doing. In this case, SW1 now claims to be in an opera-
tional mode of rrunk, with an operational trunking encapsulation of dot1Q.

The end of the example shows the output of the show vlan id 2 command, which now lists
GO0/1, confirming that GO/1 is now operationally trunking. The next section discusses the
meaning of the output of this command.

For the exams, you should be ready to interpret the output of the show interfaces
switchport command, realize the administrative mode implied by the output, and know
whether the link should operationally trunk based on those settings. Table 1-3 lists the
combinations of the trunking administrative modes and the expected operational mode
(trunk or access) resulting from the configured settings. The table lists the administrative
mode used on one end of the link on the left, and the administrative mode on the switch
on the other end of the link across the top of the table.

Table 1-3 Expected Trunking Operational Mode Based on the Configured Administrative
T

(Js/[&) Modes

Administrative Mode Access

Dynamic Auto Trunk

Dynamic Desirable

access Access Access Do Not Use! | Access
dynamic auto Access Access Trunk Trunk
trunk Do Not Use! | Trunk Trunk Trunk
dynamic desirable Access Trunk Trunk Trunk

LWhen two switches configure a mode of “access” on one end and “trunk” on the other, problems occur.

Avoid this combination.

Finally, before leaving the discussion of configuring trunks, Cisco recommends disabling
trunk negotiation on most ports for better security. The majority of switch ports on most
switches will be used to connect to users. As a matter of habit, you can disable DTP nego-
tiations altogether using the switchport nonegotiate interface subcommand.

Implementing Interfaces Connected to Phones
This next topic is a strange topic, at least in the context of access links and trunk links. In

the world of IP telephony, telephones use Ethernet ports to connect to an Ethernet network
so they can use IP to send and receive voice traffic sent via IP packets. To make that work,
the switch’s Ethernet port acts like an access port—but at the same time, the port acts like a
trunk in some ways. This last topic of the chapter works through those main concepts.

Data and Voice VLAN Concepts

Before IP telephony, a PC could sit on the same desk as a phone. The phone happened to
use UTP cabling, with that phone connected to some voice device (often called a voice
switch or a private branch exchange [PBX]). The PC, of course, connected using an
unshielded twisted-pair (UTP) cable to the usual LAN switch that sat in the wiring closet—
sometimes in the same wiring closet as the voice switch. Figure 1-13 shows the idea.
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Figure 1-13 Before IP Telephony: PC and Phone, One Cable Each, Connect to Two
Different Devices

The term IP relephony refers to the branch of networking in which the telephones use

IP packets to send and receive voice as represented by the bits in the data portion of the IP
packet. The phones connect to the network like most other end-user devices, using either
Ethernet or Wi-Fi. These new IP phones did not connect via cable directly to a voice switch,
instead connecting to the IP network using an Ethernet cable and an Ethernet port built in to
the phone. The phones then communicated over the IP network with software that replaced
the call setup and other functions of the PBX. (The current product from Cisco that perform
this IP telephony control function is called Cisco Unified Communications Manager.)

The migration from using the already-installed telephone cabling, to these new IP phones
that needed UTP cables that supported Ethernet, caused some problems in some offices. In
particular:

m The older non-IP phones used a category of UTP cabling that often did not support
100-Mbps or 1000-Mbps Ethernet.

B Most offices had a single UTP cable running from the wiring closet to each desk, but
now two devices (the PC and the new IP phone) both needed a cable from the desktop
to the wiring closet.

m Installing a new cable to every desk would be expensive, plus you would need more
switch ports.

To solve this problem, Cisco embedded small three-port switches into each phone.

IP telephones have included a small LAN switch, on the underside of the phone, since the
earliest IP telephone products. Figure 1-14 shows the basic cabling, with the wiring closet
cable connecting to one physical port on the embedded switch, the PC connecting with a
short patch cable to the other physical port, and the phone’s internal CPU connecting to an
internal switch port.
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PC Phone

A——

[] Ethernet UTP p—"
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Switch
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Figure 1-14 Cabling wirh an IP Phone, a Single Cable, and an Integrated Switch
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Key

Sites that use IP telephony, which includes most every company today, now have two devic-
es off each access port. In addition, Cisco best practices for IP telephony design tell us to
put the phones in one VLAN, and the PCs in a different VLAN. To make that happen, the
switch port acts a little like an access link (for the PC’s traffic), and a little like a trunk (for
the phone’s traffic). The configuration defines two VLANSs on that port, as follows:

Data VLAN: Same idea and configuration as the access VLAN on an access port, but
defined as the VLAN on that link for forwarding the traffic for the device connected to
the phone on the desk (typically the user’s PC).

Voice VLAN: The VLAN defined on the link for forwarding the phone’s traffic. Traffic
in this VLAN is typically tagged with an 802.1Q header.

Figure 1-15 illustrates this design with two VLANSs on access ports that support
IP telephones.
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Figure 1-15 A LAN Design, with Data in VLAN 10 and Phones in VLAN 11

Data and Voice VLAN Configuration and Verification
Configuring a switch port to support IP phones, once you know the planned voice and data
VLAN IDs, is easy. Making sense of the show commands once they are configured can be a
challenge. The port acts like an access port in many ways. However, with most configuration
options, the voice frames flow with an 802.1Q header, so that the link supports frames in
both VLANs on the link. But that makes for some different show command output.

Example 1-5 shows an example. In this case, all four switch ports FO/1-F0/4 begin with
default configuration. The configuration adds the new data and voice VLANS. The example
then configures all four ports as access ports, and defines the access VLAN, which is also
called the data VLAN when discussing IP telephony. Finally, the configuration includes the
switchport voice vlan 11 command, which defines the voice VLAN used on the port. The
example matches Figure 1-15, using ports FO/1-F0/4.

Example 1-5 Configuring the Voice and Data VLAN on Ports Connected to Phones

SW1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW1 (config)# vlan 10

SW1 (config-vlan)# vlan 11
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SW1 (config-vlan)# interface range FastEthernet0/1 - 4

SW1 (config-if)# switchport mode access
SW1 (config-if)# switchport access vlan 10
SW1 (config-if)# switchport voice vlan 11
SW1 (config-if)#°z

SW1#

NOTE CDP, discussed in the ICND1 book’s Chapter 33, “Device Management Protocols,”
must be enabled on an interface for a voice access port to work with Cisco IP Phones. CDP
is enabled by default, so its configuration is not shown here.

The following list details the configuration steps for easier review and study:

Step 1.  Use the vlan vlan-id command in global configuration mode to create the data
and voice VLANS if they do not already exist on the switch.

Step 2.  Configure the data VLAN like an access VLAN, as usual:

A. Use the interface rype number command in global configuration mode to
move into interface configuration mode.

B. Use the switchport access vlan id-number command in interface configu-
ration mode to define the data VLAN.

C. Use the switchport mode access command in interface configuration mode
to make this port always operate in access mode (that is, to not trunk).

Step 3.  Use the switchport voice vlan id-number command in interface configuration

mode to set the voice VLAN ID.

Verifying the status of a switch port configured like Example 1-5 shows some different
output compared to the pure access port and pure trunk port configurations seen earlier in
this chapter. For example, the show interfaces switchport command shows details about
the operation of an interface, including many details about access ports. Example 1-6 shows
those details for port FO/4 after the configuration in Example 1-5 was added.

Example 1-6 Verifying the Data VLAN (Access VLAN) and Voice VLAN

SW1# show interfaces FastEthernet 0/4 switchport
Name: Fa0/4

Switchport: Enabled

Administrative Mode: static access
Operational Mode: static access
Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 10 (VLAN0010)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled
Voice VLAN: 11 (VLANO0O011)

! The rest of the output is omitted for brevity
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Working through the first three highlighted lines in the output, all those details should look
familiar for any access port. The switchport mode access configuration command statically
configures the administrative mode to be an access port, so the port of course operates as
an access port. Also, as shown in the third highlighted line, the switchport access vlan 10
configuration command defined the access mode VLAN as highlighted here.

The fourth highlighted line shows the one small new piece of information: the voice VLAN
ID, as set with the switchport voice vlan 11 command in this case. This small line of out-
put is the only piece of information in the output that differs from the earlier access port
examples in this chapter.

These ports act more like access ports than trunk ports. In fact, the show interfaces

type number switchport command boldly proclaims, “Operational Mode: static access.”
However, one other show command reveals just a little more about the underlying opera-
tion with 802.1Q tagging for the voice frames.

As mentioned earlier, the show interfaces trunk command—that is, the command that does
not include a specific interface in the middle of the command—Ilists the operational trunks
on a switch. With IP telephony ports, the ports do not show up in the list of trunks either—
providing evidence that these links are nor treated as trunks. Example 1-7 shows just such an
example.

However, the show interfaces trunk command with the interface listed in the middle of the
command, as is also shown in Example 1-7, does list some additional information. Note that
in this case, the show interfaces F0/4 trunk command lists the status as not-trunking, but
with VLANSs 10 and 11 allowed on the trunk. (Normally, on an access port, only the access
VLAN is listed in the “VLANSs allowed on the trunk” list in the output of this command.)

Example 1-7 Allowed VLAN List and the List of Active VLANs

SW1# show interfaces trunk

SW1# show interfaces F0/4 trunk

Port Mode Encapsulation Status Native vlan
Fa0/4 of f 802.1q not-trunking 1

Port Vlans allowed on trunk

Fa0/4 10-11

Port Vlans allowed and active in management domain

Fa0/4 10-11

Port Vlans in spanning tree forwarding state and not pruned
Fa0/4 10-11

Summary: IP Telephony Ports on Switches
It might seem like this short topic about IP telephony and switch configuration includes a
lot of small twists and turns and trivia, and it does. The most important items to remember
are as follow:



Chapter 1: Implementing Ethernet Virtual LANs 39

m Configure these ports like a normal access port to begin: Configure it as a static access
Key p p
Topic port and assign it an access VLAN.

® Add one more command to define the voice VLAN (switchport voice vlan vian-id).

m Look for the mention of the voice VLAN ID, but no other new facts, in the output of
the show interfaces rype number switchport command.

m Look for both the voice and data (access) VLAN IDs in the output of the show
interfaces rype number trunk command.

m Do not expect to see the port listed in the list of operational trunks as listed by the show
interfaces trunk command.

Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book, DVD, or interactive tools for the
same material found on the book’s companion website. Refer to the “Your Study Plan” ele-
ment for more details. Table 1-4 outlines the key review elements and where you can find
them. To better track your study progress, record when you completed these activities in
the second column.

Table 1-4 Chapter Review Tracking

Review Element Review Date(s) Resource Used
Review key topics Book, DVD/website
Review key terms Book, DVD/website
Answer DIKTA questions Book, PCPT

Do labs Blog

Review memory tables DVD/website
Review config checklists Book, DVD/website
Review command tables Book

Review All the Key Topics

Key_ Table 1-5 Key Topics for Chapter 1
Topic

Key Topic Description Page
Element Number
Figure 1-2 Basic VLAN concept 17

List Reasons for using VLANs 17
Figure 1-5 Diagram of VLAN trunking 19
Figure 1-6 802.1Q header 20
Figure 1-9 Routing between VLANSs with router-on-a-stick 23
Figure 1-10 Routing between VLANs with Layer 3 switch 24
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Key Topic Description Page

Element Number

Table 1-2 Options of the switchport mode command 30

Table 1-3 Expected trunking results based on the configuration of the 34
switchport mode command

List Definitions of data VLAN and voice VLAN 36

List Summary of data and voice VLAN concepts, configuration, and 39
verification

Key Terms You Should Know

802.1Q, trunk, trunking administrative mode, trunking operational mode, VLAN, VTP, VTP
transparent mode, Layer 3 switch, access interface, trunk interface, data VLAN, voice VLAN

Command References
Tables 1-6 and 1-7 list configuration and verification commands used in this chapter, respec-
tively. As an easy review exercise, cover the left column in a table, read the right column,
and try to recall the command without looking. Then repeat the exercise, covering the right
column, and try to recall what the command does.

Table 1-6 Chapter 1 Configuration Command Reference

Command Description

vlan vian-id Global config command that both creates the
VLAN and puts the CLI into VLAN configuration
mode

name vian-name VLAN subcommand that names the VLAN

[no] shutdown VLAN mode subcommand that enables (no
shutdown) or disables (shutdown) the VLAN

[no] shutdown vlan vian-id Global config command that has the same effect as

the [no] shutdown VLAN mode subcommands

vtp mode {server | client | transparent | Global config command that defines the VTP mode

| off}

switchport mode {access | dynamic Interface subcommand that configures the trunking
{auto | desirable} | trunk} administrative mode on the interface

switchport access vlan vian-id Interface subcommand that statically configures the

interface into that one VLAN

switchport trunk encapsulation {dotlq | | Interface subcommand that defines which type
isl | negotiate} of trunking to use, assuming that trunking is
configured or negotiated

switchport trunk native vlan vian-id Interface subcommand that defines the native
VLAN for a trunk port
switchport nonegotiate Interface subcommand that disables the negotiation

of VLAN trunking
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Command Description

switchport voice vlan vian-id Interface subcommand that defines the voice
VLAN on a port, meaning that the switch uses
802.1Q tagging for frames in this VLAN

switchport trunk allowed vlan {add | all |Interface subcommand that defines the list of
| except | remove} vian-list allowed VLANs

Table 1-7 Chapter 1 EXEC Command Reference

Command Description

show interfaces inrerface-id Lists information about any interface regarding
switchport administrative settings and operational state

show interfaces interface-id trunk | Lists information about all operational trunks (but no
other interfaces), including the list of VLANSs that can
be forwarded over the trunk

show vlan [brief | id vian-id | name | Lists information about the VLAN
vlan-name | summary]
show vlan [vlan] Displays VLAN information

show vtp status Lists VTP configuration and status information




/CHAPTER 2

Spanning Tree Protocol Concepts

This chapter covers the following exam topics:

1.0 LAN Switching Technologies
1.3 Configure, verify, and troubleshoot STP protocols

1.3.a STP mode (PVST+ and RPVST+)
1.3.b STP root bridge selection
1.4 Configure, verify, and troubleshoot STP-related optional features
1.4.a PortFast
1.4.b BPDU guard
1.5 Configure, verify, and troubleshoot (Layer 2/Layer 3) EtherChannel
1.5.a Static
1.5.b PAGP
1.5.c LACP

Spanning Tree Protocol (STP) allows Ethernet LANSs to have the added benefits of installing
redundant links in a LAN, while overcoming the known problems that occur when adding
those extra links. Using redundant links in a LAN design allows the LAN to keep work-

ing even when some links fail or even when some entire switches fail. Proper LAN design
should add enough redundancy so that no single point of failure crashes the LAN; STP
allows the design to use redundancy without causing some other problems.

STP affects many aspects of how switch forwarding logic works. Because Cisco puts the
STP exam topics into the ICND2 half of the CCNA Routing and Switching exam, all the
detailed examples in the ICND1 Cert Guide avoid showing redundant links in the LANs.
For this ICND2 book, most of the LAN examples include redundancy. Therefore, you need
to be prepared to rethink what you learned about LANs from reading the ICND1 book
while thinking about LANSs that have redundant links, and how STP and related features
make those LANs work.

This chapter organizes the material into three sections. The first section presents core STP
concepts that apply to most types of STP. STP has been improved and changed over the
years, with Rapid STP (RSTP) being one major improvement. The first section looks at STP
concepts without the RSTP logic added, while the second major section details RSTP con-
cepts. The final major section discusses a small number of features that optimize and secure
STP: PortFast, BPDU Guard, and EtherChannels.

As for the exam topics for this chapter, note that they all use the same three verbs: config-
ure, verify, and troubleshoot. This chapter does not get into that level of depth on any of
the specific topics, but instead lays the foundation to understand these features so that you



are prepared to delve into the configuration, verification, and troubleshooting details in
Chapters 3 and 4.

“Do | Know This Already?” Quiz

Take the quiz (either here, or use the PCPT software) if you want to use the score to help you
decide how much time to spend on this chapter. The answers are at the bottom of the page
following the quiz, and the explanations are in DVD Appendix C and in the PCPT software.

Table 2-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Spanning Tree Protocol (IEEE 802.1D) 1-4
Rapid STP (IEEE 802.1w) Concepts 56
Optional STP Features 7

1. Which of the following IEEE 802.1D port states are stable states used when STP has
completed convergence? (Choose two answers.)

a. Blocking

b. Forwarding
c. Listening
d. Learning

e. Discarding

2. Which of the following are transitory IEEE 802.1D port states used only during the
process of STP convergence? (Choose two answers.)

a. Blocking

b. Forwarding
c. Listening
d. Learning

e. Discarding

3. Which of the following bridge IDs wins election as root, assuming that the switches
with these bridge IDs are in the same network?

a. 32769:0200.1111.1111
b. 32769:0200.2222.2222
c. 4097:0200.1111.1111
d. 4097:0200.2222.2222
e.

40961:0200.1111.1111

4. Which of the following facts determines how often a nonroot bridge or switch sends
an 802.1D STP Hello BPDU message?

a. The Hello timer as configured on that switch.

b. The Hello timer as configured on the root switch.
c. Itisalways every 2 seconds.
d

The switch reacts to BPDUs received from the root switch by sending another
BPDU 2 seconds after receiving the root BPDU.
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5. Which of the following RSTP port states have the same name and purpose as a port
state in traditional 802.1D STP? (Choose two answers.)

a. Blocking

b. Forwarding
c. Listening
d. Learning

e. Discarding

6. RSTP adds some concepts to STP that enable ports to be used for a role if another
port on the same switch fails. Which of the following statements correctly describe a
port role that is waiting to take over for another port role? (Choose two answers.)

a. An alternate port waits to become a root port.
b. A backup port waits to become a root port.
c. Analternate port waits to become a designated port.
d. A backup port waits to become a designated port.
7. What STP feature causes an interface to be placed in the forwarding state as soon as
the interface is physically active?
a. STP
b. EtherChannel
c. Root Guard
d. PortFast

Foundation Topics

Spanning Tree Protocol (IEEE 802.1D)

Without Spanning Tree Protocol (STP), a LAN with redundant links would cause Ethernet
frames to loop for an indefinite period of time. With STP enabled, some switches block
ports so that these ports do not forward frames. STP intelligently chooses which ports
block, with two goals in mind:

m All devices in a VLAN can send frames to all other devices. In other words, STP does not
block too many ports, cutting off some parts of the LAN from other parts.

m Frames have a short life and do not loop around the network indefinitely.

STP strikes a balance, allowing frames to be delivered to each device, without causing the
problems that occur when frames loop through the network over and over again.

STP prevents looping frames by adding an additional check on each interface before a
switch uses it to send or receive user traffic. That check: If the port is in STP forwarding
state in that VLAN, use it as normal; if it is in STP blocking state, however, block all user
traffic and do not send or receive user traffic on that interface in that VLAN.

Note that these STP states do not change the other information you already know about
switch interfaces. The interface’s state of connected/notconnect does not change. The
interface’s operational state as either an access or trunk port does not change. STP adds this
additional STP state, with the blocking state basically disabling the interface.
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In many ways, those last two paragraphs sum up what STP does. However, the details of
how STP does its work can take a fair amount of study and practice. This first major section
of the chapter begins by explaining the need for STP and the basic ideas of what STP does
to solve the problem of looping frames. The majority of this section then looks at how STP
goes about choosing which switch ports to block to accomplish STP’s goals.

The Need for Spanning Tree

STP prevents three common problems in Ethernet LANs. All three problems occur as a side
effect of one fact: without STP, some Ethernet frames would loop around the network

for a long time (hours, days, literally forever if the LAN devices and links never failed). By
default, Cisco switches run STP, but you can disable STP. Do not disable it unless you know
exactly what you are doing!

Just one looping frame causes what is called a broadcasr storm. Broadcast storms hap-
pen when any kind of Ethernet frames—broadcast frames, multicast frames, or unknown-
destination unicast frames—Iloop around a LAN indefinitely. Broadcast storms can saturate
all the links with copies of that one single frame, crowding out good frames, as well as
significantly impacting end-user device performance by making the PCs process too many
broadcast frames.

To help you understand how this occurs, Figure 2-1 shows a sample network in which Bob
sends a broadcast frame. The dashed lines show how the switches forward the frame when
STP does not exist.

Larry Archie
1 _Fa0/11 et |
= S —_—
e I = =

Y,

Gion |V,

A

Fa0/13 ;

{7 Bob

== 0200.3333.3333

Figure 2-1 Broadcast Storm

Answers to the “Do | Know This Already?” quiz:
1A,B2C,D3C4B5B,D6A, D7D
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NOTE Bob’s original broadcast would also be forwarded around the other direction as
well, with SW3 sending a copy of the original frame out its Gi0/1 port. To reduce clutter,
Figure 2-1 does not show that frame.

Remember that LAN switch? That logic tells switches to flood broadcasts out all interfaces
in the same VLAN except the interface in which the frame arrived. In Figure 2-1, that means
SW3 forwards Bob’s frame to SW2, SW2 forwards the frame to SW1, SW1 forwards the
frame back to SW3, and SW3 forwards it back to SW2 again.

When broadcast storms happen, frames like the one in Figure 2-1 keep looping until some-
thing changes—someone shuts down an interface, reloads a switch, or does something else to
break the loop. Also note that the same event happens in the opposite direction. When Bob
sends the original frame, SW3 also forwards a copy to SW1, SW1 forwards it to SW2, and
o on.

The storm also causes a much more subtle problem called MAC rable instability. MAC
table instability means that the switches’ MAC address tables keep changing, because frames
with the same source MAC arrive on different ports. To see why, follow this example, in
which SW3 begins Figure 2-1 with a MAC table entry for Bob, at the bottom of the figure,
associated with port Fa0/13:

0200.3333.3333 Fa0/13 VLAN 1

However, now think about the switch-learning process that occurs when the looping frame
goes to SW2, then SW1, and then back into SW3’s Gi0/1 interface. SW3 thinks, “Hmm...
the source MAC address is 0200.3333.3333, and it came in my Gi0/1 interface. Update my
MAC table!” This results in the following entry on SW3, with interface Gi0/1 instead of
Fa0/13:

0200.3333.3333 Gi0/1 VLAN1

At this point, SW3 itself cannot correctly deliver frames to Bob’s MAC address. At that
instant, if a frame arrives at SW3 destined for Bob—a different frame than the looping
frame that causes the problems—SW3 incorrectly forwards the frame out Gi0/1 to SW1,
creating even more congestion.

The looping frames in a broadcast storm also cause a third problem: multiple copies of the
frame arrive at the destination. Consider a case in which Bob sends a frame to Larry but
none of the switches know Larry’s MAC address. Switches flood frames sent to unknown
destination unicast MAC addresses. When Bob sends the frame destined for Larry’s MAC
address, SW3 sends a copy to both SW1 and SW2. SW1 and SW2 also flood the frame,
causing copies of the frame to loop. SW1 also sends a copy of each frame out Fa0/11 to
Larry. As a result, Larry gets multiple copies of the frame, which may result in an applica-
tion failure, if not more pervasive networking problems.

Table 2-2 summarizes the main three classes of problems that occur when STP is not used in
a LAN that has redundancy.
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Table 2-2 Three Classes of Problems Caused by Not Using STP in Redundant LANs
Topic

Problem Description

Broadcast storms

The forwarding of a frame repeatedly on the same links, consuming
significant parts of the links’ capacities

MAC table instability

The continual updating of a switch’s MAC address table with
incorrect entries, in reaction to looping frames, resulting in frames
being sent to the wrong locations

Multiple frame
transmission

A side effect of looping frames in which multiple copies of one
frame are delivered to the intended host, confusing the host

What IEEE 802.1D Spanning Tree Does

STP prevents loops by placing each switch port in either a forwarding state or a blocking
state. Interfaces in the forwarding state act as normal, forwarding and receiving frames.

However, interfaces in a blocking state do not process any frames except STP messages (and

some other overhead messages). Interfaces that block do not forward user frames, do not
learn MAC addresses of received frames, and do not process received user frames.

Figure 2-2 shows a simple STP tree that solves the problem shown in Figure 2-1 by placing
one port on SW3 in the blocking state.

Larry
Fa0/11

-

Archie
Fa0/12_ (7]
........ > =

>

©
@
s

®

: 'S
: BLOCK
GioA | !
= Gi0/2
Fa0/13 A@
] Bob

== 0200.3333.3333

Figure 2-2 What STP Does: Blocks a Port to Break the Loop

Now when Bob sends a broadcast frame, the frame does not loop. As shown in the steps in

the figure:

Step 1.
Step 2.

Bob sends the frame to SW3.
SW3 forwards the frame only to SW1, but not out Gi0/2 to SW2, because

SW3’s Gi0/2 interface is in a blocking state.

Step 3.
Step 4.

SW1 floods the frame out both Fa0/11 and Gi0/1.
SW2 floods the frame out Fa0/12 and Gi0/1.

47
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Step 5. SW3 physically receives the frame, but it ignores the frame received from SW2
because SW3’s Gi0/2 interface is in a blocking state.

With the STP topology in Figure 2-2, the switches simply do not use the link between SW2
and SW3 for traffic in this VLAN, which is the minor negative side effect of STP. However,
if either of the other two links fails, STP converges so that SW3 forwards instead of blocks
on its Gi0/2 interface.

NOTE The term STP convergence refers to the process by which the switches collec-
tively realize that something has changed in the LAN topology and determine whether they
need to change which ports block and which ports forward.

That completes the description of what STP does, placing each port into either a forwarding
or blocking state. The more interesting question, and the one that takes a lot more work to
understand, is the question of how and why STP makes its choices. How does STP manage
to make switches block or forward on each interface? And how does it converge to change
state from blocking to forwarding to take advantage of redundant links in response to net-
work outages? The following sections answer these questions.

How Spanning Tree Works

The STP algorithm creates a spanning tree of interfaces that forward frames. The tree struc-
ture of forwarding interfaces creates a single path to and from each Ethernet link, just like
you can trace a single path in a living, growing tree from the base of the tree to each leaf.

NOTE STP was created before LAN switches even existed. In those days, Ethernet bridges
used STP. Today, switches play the same role as bridges, implementing STP. However, many
STP terms still refer to bridge. For the purposes of STP and this chapter, consider the terms

bridge and switch synonymous.

The process used by STP, sometimes called the spanning-tree algorithm (STA), chooses

the interfaces that should be placed into a forwarding state. For any interfaces not chosen

to be in a forwarding state, STP places the interfaces in blocking state. In other words, STP
simply picks which interfaces should forward, and any interfaces left over go to a blocking
state.

STP uses three criteria to choose whether to put an interface in forwarding state:

m STP elects a root switch. STP puts all working interfaces on the root switch in forwarding
state.

m Each nonroot switch considers one of its ports to have the least administrative cost
between itself and the root switch. The cost is called that switch’s roor cost. STP places
its port that is part of the least root cost path, called that switch’s roor porr (RP), in for-
warding state.

® Many switches can attach to the same Ethernet segment, but in modern networks, nor-

mally two switches connect to each link. The switch with the lowest root cost, as com-
pared with the other switches attached to the same link, is placed in forwarding state.
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That switch is the designated switch, and that switch’s interface, attached to that seg-
ment, is called the designated port (DP).

NOTE The real reason the root switches place all working interfaces in a forwarding state
is that all its interfaces will become DPs, but it is easier to just remember that all the root
switches’ working interfaces will forward frames.

All other interfaces are placed in blocking state. Table 2-3 summarizes the reasons STP
places a port in forwarding or blocking state.

Key Table 2-3 STP: Reasons for Forwarding or Blocking

Topic B Characterization of Port STP State  Description

All the root switch’s ports | Forwarding | The root switch is always the designated switch on
all connected segments.

Each nonroot switch’s root | Forwarding | The port through which the switch has the least
port cost to reach the root switch (lowest root cost).

Each LAN’s designated Forwarding | The switch forwarding the Hello on to the
port segment, with the lowest root cost, is the
designated switch for that segment.

All other working ports Blocking The port is not used for forwarding user frames,
nor are any frames received on these interfaces
considered for forwarding.

NOTE STP only considers working interfaces (those in a connected state). Failed interfaces
(for example, interfaces with no cable installed) or administratively shutdown interfaces are
instead placed into an STP disabled state. So, this section uses the term working ports to
refer to interfaces that could forward frames if STP placed the interface into a forwarding
state.

The STP Bridge ID and Hello BPDU

The STA begins with an election of one switch to be the root switch. To better understand
this election process, you need to understand the STP messages sent between switches as
well as the concept and format of the identifier used to uniquely identify each switch.

The STP bridge ID (BID) is an 8-byte value unique to each switch. The bridge ID consists
of a 2-byte priority field and a 6-byte system ID, with the system ID being based on a uni-
versal (burned-in) MAC address in each switch. Using a burned-in MAC address ensures that
each switch’s bridge ID will be unique.

STP defines messages called bridge protocol data units (BPDU), which switches use to
exchange information with each other. The most common BPDU, called a Hello BPDU, lists
many details, including the sending switch’s BID. By listing its own unique BID, switches can
tell which switch sent which Hello BPDU. Table 2-4 lists some of the key information in the
Hello BPDU.
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Table 2-4 Fields in the STP Hello BPDU

Field Description

Root bridge ID The bridge ID of the switch the sender of this Hello
currently believes to be the root switch

Sender’s bridge ID The bridge ID of the switch sending this Hello BPDU

Sender’s root cost The STP cost between this switch and the current root

Timer values on the root switch | Includes the Hello timer, MaxAge timer, and forward delay
timer

For the time being, just keep the first three items from Table 2-4 in mind as the following
sections work through the three steps in how STP chooses the interfaces to place into a for-
warding state. Next, the text examines the three main steps in the STP process.

Electing the Root Switch

Switches elect a root switch based on the BIDs in the BPDUs. The root switch is the switch
with the lowest numeric value for the BID. Because the two-part BID starts with the prior-
ity value, essentially the switch with the lowest priority becomes the root. For example, if
one switch has priority 4096, and another switch has priority 8192, the switch with priority
4096 wins, regardless of what MAC address was used to create the BID for each switch.

If a tie occurs based on the priority portion of the BID, the switch with the lowest MAC
address portion of the BID is the root. No other tiebreaker should be needed because
switches use one of their own universal (burned-in) MAC addresses as the second part of
their BIDs. So if the priorities tie, and one switch uses a MAC address of 0200.0000.0000 as
part of the BID and the other uses 0911.1111.1111, the first switch (MAC 0200.0000.0000)
becomes the root switch.

STP elects a root switch in a manner not unlike a political election. The process begins

with all switches claiming to be the root by sending Hello BPDUs listing their own BID

as the root BID. If a switch hears a Hello that lists a better (lower) BID, that switch stops
advertising itself as root and starts forwarding the superior Hello. The Hello sent by the
better switch lists the better switch’s BID as the root. It works like a political race in which
a less-popular candidate gives up and leaves the race, throwing his support behind the more
popular candidate. Eventually, everyone agrees which switch has the best (lowest) BID, and
everyone supports the elected switch—which is where the political race analogy falls apart.

NOTE A better Hello, meaning that the listed root’s BID is better (numerically lower), is
called a superior Hello; a worse Hello, meaning that the listed root’s BID is not as good
(numerically higher), is called an inferior Hello.

Figure 2-3 shows the beginning of the root election process. In this case, SW1 has adver-
tised itself as root, as have SW2 and SW3. However, SW2 now believes that SW1 is a better
root, so SW2 is now forwarding the Hello originating at SW1. So, at this point, the figure
shows SW1 is saying Hello, claiming to be root; SW2 agrees, and is forwarding SW1’s Hello
that lists SW1 as root; but, SW3 is still claiming to be best, sending its own Hello BPDUs,
listing SW3’s BID as the root.
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Root Cost: 0
My BID: 32,769: 0200.0001.0001
Root BID: 32,769: 0200.0001.0001

Root Cost: 0
My BID:  32,769: 0200.0001.0001
Root BID: 32,769: 0200.0001.0001

Root Cost: 4
, My BID: 32,769: 0200.0002.0002
“ Root BID: 32,769: 0200.0001.0001

.
.

Root Cost: 0
My BID:  32,769: 0200.0003.0003 :

’ Root Cost: 0
Root BID: 32,769: 0200.0003.0003 |Gio/1 My BID: 32,769: 0200.0003.0003

E Gi0/2 Root BID: 32,769: 0200.0003.0003

Figure 2-3 Beginnings of the Root Election Process
Two candidates still exist in Figure 2-3: SW1 and SW3. So who wins? Well, from the BID,
the lower-priority switch wins; if a tie occurs, the lower MAC address wins. As shown in the
figure, SW1 has a lower BID (32769:0200.0001.0001) than SW3 (32769:0200.0003.0003),
so SW1 wins, and SW3 now also believes that SW1 is the better switch. Figure 2-4 shows
the resulting Hello messages sent by the switches.

Root Cost: 0
My BID: 32,769: 0200.0001.0001
Root BID: 32,769: 0200.0001.0001

Root Cost: 0
My BID: 32,769: 0200.0001.0001
Root BID: 32,769: 0200.0001.0001

Root Cost: 4
-~ My BID: 32,769: 0200.0002.0002
Root BID: 32,769: 0200.0001.0001

v

. Root Cost: 5
Giort My BID:  32,769: 0200.0003.0003

g4 Gi02  Root BID: 32,769: 0200.0001.0001

Figure 2-4 SW1 Wins rhe Election
After the election is complete, only the root switch continues to originate STP Hello BPDU
messages. The other switches receive the Hellos, update the sender’s BID field (and root
cost field), and forward the Hellos out other interfaces. The figure reflects this fact, with
SW1 sending Hellos at Step 1, and SW2 and SW3 independently forwarding the Hello out

their other interfaces at Step 2.
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Summarizing, the root election happens through each switch claiming to be root, with the
best switch being elected based on the numerically lowest BID. Breaking down the BID into
its components, the comparisons can be made as

m The lowest priority

m If that ties, the lowest switch MAC address

Choosing Each Switch’s Root Port

The second part of the STP process occurs when each nonroot switch chooses its one and
only root port. A switch’s RP is its interface through which it has the least STP cost to
reach the root switch (least root cost).

The idea of a switch’s cost to reach the root switch can be easily seen for humans. Just look
at a network diagram that shows the root switch, lists the STP cost associated with each
switch port, and identifies the nonroot switch in question. Switches use a different process
than looking at a network diagram, of course, but using a diagram can make it easier to learn
the idea.

Figure 2-5 shows just such a figure, with the same three switches shown in the last several
figures. SW1 has already won the election as root, and the figure considers the cost from
SW3’s perspective.

Gio/2 /7
A v
Ve
| /s
| 7
Ve
| ,
|
Total Total
Cost=5 Cost=8
Gion I 7 Giore

Figure 2-5 How a Human Might Calculate STP Cost from SW3 to the Root (SW1)

SW3 has two possible physical paths to send frames to the root switch: the direct path to
the left, and the indirect path to the right through switch SW2. The cost is the sum of the
costs of all the switch ports the frame would exit if it flowed over that path. (The calcu-
lation ignores the inbound ports.) As you can see, the cost over the direct path out SW3’s
GO/1 port has a total cost of 5, and the other path has a total cost of 8. SW3 picks its G0/1
port as root port because it is the port that is part of the least-cost path to send frames to
the root switch.

Switches come to the same conclusion, but using a different process. Instead, they add
their local interface STP cost to the root cost listed in each received Hello BPDU. The STP
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port cost is simply an integer value assigned to each interface, per VLAN, for the purpose
of providing an objective measurement that allows STP to choose which interfaces to add
to the STP topology. The switches also look at their neighbor’s root cost, as announced in
Hello BPDUs received from each neighbor.

Figure 2-6 shows an example of how switches calculate their best root cost and then choose
their root port, using the same topology and STP costs as shown in Figure 2-5. STP on SW3
calculates its cost to reach the root over the two possible paths by adding the advertised
cost (in Hello messages) to the interface costs listed in the figure.

Focus on the process for a moment. The root switch sends Hellos, with a listed root cost of
0. The idea is that the root’s cost to reach itself is 0.

Next, look on the left of the figure. SW3 takes the received cost (0) from the Hello sent by
SW1, and adds the interface cost (5) of the interface on which that Hello was received. SW3
calculates that the cost to reach the root switch, out that port (G0/1), is 5.

On the right side, SW2 has realized its best cost to reach the root is cost 4. So, when SW2
forwards the Hello toward SW3, SW2 lists a root cost 4. SW3’s STP port cost on port G0/2
is 4, so SW3 determines a total cost to reach root out its GO/2 port of 8.

As a result of the process depicted in Figure 2-6, SW3 chooses Gi0/1 as its RP, because the
cost to reach the root switch through that port (5) is lower than the other alternative (Gi0/2,
cost 8). Similarly, SW2 chooses Gi0/2 as its RP, with a cost of 4 (SW1’s advertised cost of
0 plus SW2’s Gi0/2 interface cost of 4). Each switch places its root port into a forwarding

state.
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Figure 2-6 How STP Actually Calculates the Cost from SW3 to the Root

In more complex topologies, the choice of root port will not be so obvious. Chapter 4,
“LAN Troubleshooting,” discusses these more complex examples, including the tiebreakers
to use if the root costs tie.
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Choosing the Designated Port on Each LAN Segment

STP’s final step to choose the STP topology is to choose the designated port on each LAN
segment. The designated port (DP) on each LAN segment is the switch port that advertises
the lowest-cost Hello onto a LAN segment. When a nonroot switch forwards a Hello, the
nonroot switch sets the root cost field in the Hello to that switch’s cost to reach the root. In
effect, the switch with the lower cost to reach the root, among all switches connected to a
segment, becomes the DP on that segment.

For example, earlier Figure 2-4 shows in bold text the parts of the Hello messages from
both SW2 and SW3 that determine the choice of DP on that segment. Note that both SW2
and SW3 list their respective cost to reach the root switch (cost 4 on SW2 and cost 5 on
SW3). SW2 lists the lower cost, so SW2’s Gi0/1 port is the designated port on that LAN
segment.

All DPs are placed into a forwarding state; so in this case, SW2’s Gi0/1 interface will be in a
forwarding state.

If the advertised costs tie, the switches break the tie by choosing the switch with the lower
BID. In this case, SW2 would also have won, with a BID of 32769:0200.0002.0002 versus
SW3’s 32769:0200.0003.0003.

NOTE Two additional tiebreakers are needed in some cases, although these would be
unlikely today. A single switch can connect two or more interfaces to the same collision
domain by connecting to a hub. In that case, the one switch hears its own BPDUs. So, if a
switch ties with itself, two additional tiebreakers are used: the lowest interface STP priority
and, if that ties, the lowest internal interface number.

The only interface that does not have a reason to be in a forwarding state on the three switch-
es in the examples shown in Figures 2-3 through 2-6 is SW3’s Gi0/2 port. So, the STP process
is now complete. Table 2-5 outlines the state of each port and shows why it is in that state.

Table 2-5 State of Each Interface

Switch Interface State Reason Why the Interface Is in Forwarding State

SW1, Gio/1 Forwarding | The interface is on the root switch, so it becomes the DP
on that link.

SW1, Gi0/2 Forwarding | The interface is on the root switch, so it becomes the DP
on that link.

SW2, Gi0/2 Forwarding | The root port of SW2.

SW2, Gi0/1 Forwarding | The designated port on the LAN segment to SW3.

SW3, Gi0/1 Forwarding | The root port of SW3.

SW3, Gi0/2 Blocking Not the root port and not the designated port.

Influencing and Changing the STP Topology

Switches do not just use STP once and never again. The switches continually watch for
changes. Those changes can be because a link or switch fails or it can be a new link that can
now be used. The configuration can change in a way that changes the STP topology. This
section briefly discusses the kinds of things that change the STP topology, either through
configuration or through changes in the status of devices and links in the LAN.
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Making Configuration Changes to Influence the STP Topology

The network engineers can choose to change the STP settings to then change the choices
STP makes in a given LAN. Two main tools available to the engineer are to configure the
bridge ID and to change STP port costs.

Switches have a way to create a default BID, by taking a default priority value, and adding
a universal MAC address that comes with the switch hardware. However, engineers typi-
cally want to choose which switch becomes the root. Chapter 3, “Spanning Tree Protocol
Implementation,” shows how to configure a Cisco switch to override its default BID setting
to make a switch become root.

Port costs also have default values, per port, per VLAN. You can configure these port costs, or
you can use the default values. Table 2-6 lists the default port costs suggested by IEEE. 10S on
Cisco switches has long used the default settings as defined in the 1998 version of the 802.1D
standard. The newer standard, useful when using links faster than 10 Gbps, can be used by add-
ing a single configuration command to each switch (spanning-tree pathcost method long).

Key Table 2-6 Default Port Costs According to IEEE

Topic ll Ethernet Speed IEEE Cost: 1998 (and Before) IEEE Cost: 2004 (and After)
10 Mbps 100 2,000,000
100 Mbps 19 200,000
1 Gbps 4 20,000
10 Gbps 2 2000
100 Gbps N/A 200
1 Thps N/A 20

With STP enabled, all working switch interfaces will settle into an STP forwarding or block-
ing state, even access ports. For switch interfaces connected to hosts or routers, which do
not use STP, the switch still forwards Hellos on to those interfaces. By virtue of being the
only device sending a Hello onto that LAN segment, the switch is sending the least-cost
Hello on to that LAN segment, making the switch become the designated port on that LAN
segment. So, STP puts working access interfaces into a forwarding state as a result of the
designated port part of the STP process.

Reacting to State Changes That Affect the STP Topology

Once the engineer has finished all STP configuration, the STP topology should settle into a
stable state and not change, at least until the network topology changes. This section exam-
ines the ongoing operation of STP while the network is stable, and then it covers how STP
converges to a new topology when something changes.

The root switch sends a new Hello BPDU every 2 seconds by default. Each nonroot switch
forwards the Hello on all DPs, but only after changing items listed in the Hello. The switch
sets the root cost to that local switch’s calculated root cost. The switch also sets the “send-
er’s bridge ID” field to its own bridge ID. (The root’s bridge ID field is not changed.)
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By forwarding the received (and changed) Hellos out all DPs, all switches continue to
receive Hellos every 2 seconds. The following steps summarize the steady-state operation
when nothing is currently changing in the STP topology:

Key Step 1. The root creates and sends a Hello BPDU, with a root cost of 0, out all its
Topic working interfaces (those in a forwarding state).
Step 2. The nonroot switches receive the Hello on their root ports. After changing the
Hello to list their own BID as the sender’s BID, and listing that switch’s root
cost, the switch forwards the Hello out all designated ports.

Step 3.  Steps 1 and 2 repeat until something changes.

Each switch relies on these periodically received Hellos from the root as a way to know that
its path to the root is still working. When a switch ceases to receive the Hellos, or receives

a Hello that lists different details, something has failed, so the switch reacts and starts the
process of changing the spanning-tree topology.

How Switches React to Changes with STP

For various reasons, the convergence process requires the use of three timers. Note that all
switches use the timers as dictated by the root switch, which the root lists in its periodic
Hello BPDU messages. Table 2-7 describes the timers.

Key Table 2-7 STP Timers
Topic ll Timer Default Value Description

Hello 2 seconds The time period between Hellos created by the root.

MaxAge | 10 times Hello | How long any switch should wait, after ceasing to hear Hellos,
before trying to change the STP topology.

Forward | 15 seconds Delay that affects the process that occurs when an interface

delay changes from blocking state to forwarding state. A port stays in an
interim listening state, and then an interim learning state, for the
number of seconds defined by the forward delay timer.

If a switch does not get an expected Hello BPDU within the Hello time, the switch contin-
ues as normal. However, if the Hellos do not show up again within MaxAge time, the switch
reacts by taking steps to change the STP topology. With default settings, MaxAge is 20
seconds (10 times the default Hello timer of 2 seconds). So, a switch would go 20 seconds
without hearing a Hello before reacting.

After MaxAge expires, the switch essentially makes all its STP choices again, based on
any Hellos it receives from other switches. It reevaluates which switch should be the root
switch. If the local switch is not the root, it chooses its RP. And it determines whether it
is DP on each of its other links. The best way to describe STP convergence is to show an
example using the same familiar topology. Figure 2-7 shows the same familiar figure, with
SW3’s Gi0/2 in a blocking state, but SW1’s Gi0/2 interface has just failed.

SW3 reacts to the change because SW3 fails to receive its expected Hellos on its Gi0/1
interface. However, SW2 does not need to react because SW2 continues to receive its peri-
odic Hellos in its Gi0/2 interface. In this case, SW3 reacts either when MaxAge time passes
without hearing the Hellos, or as soon as SW3 notices that interface Gi0/1 has failed. (If the
interface fails, the switch can assume that the Hellos will not be arriving in that interface
anymore.)
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Figure 2-7 Initial STP State Before SW1-SW3 Link Fails

Now that SW3 can act, it begins by reevaluating the choice of root switch. SW3 still
receives the Hellos from SW2, as forwarded from the root (SW1). SW1 still has a lower BID
than SW3; otherwise, SW1 would not have already been the root. So, SW3 decides that
SW1 is still the best switch and that SW3 is not the root.

Next, SW3 reevaluates its choice of RP. At this point, SW3 is receiving Hellos on only one
interface: Gi0/2. Whatever the calculated root cost, Gi0/2 becomes SW3’s new RP. (The
cost would be 8, assuming the STP costs had no changes since Figures 2-5 and 2-6.)

SW3 then reevaluates its role as DP on any other interfaces. In this example, no real work
needs to be done. SW3 was already DP on interface Fa0/13, and it continues to be the DP
because no other switches connect to that port.

Changing Interface States with STP

STP uses the idea of roles and states. Roles, like root port and designated port, relate to
how STP analyzes the LAN topology. States, like forwarding and blocking, tell a switch
whether to send or receive frames. When STP converges, a switch chooses new port roles,
and the port roles determine the state (forwarding or blocking).

Switches can simply move immediately from forwarding to blocking state, but they must
take extra time to transition from blocking state to forwarding state. For instance, when a
switch formerly used port GO/1 as its RP (a role), that port was in a forwarding state. After
convergence, GO/1 might be neither an RP nor DP; the switch can immediately move that
port to a blocking state.
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Key

Key

When a port that formerly blocked needs to transition to forwarding, the switch first puts
the port through two intermediate interface states. These temporary states help prevent
temporary loops:

m Listening: Like the blocking state, the interface does not forward frames. The switch
removes old stale (unused) MAC table entries for which no frames are received from
each MAC address during this period. These stale MAC table entries could be the cause
of the temporary loops.

m Learning: Interfaces in this state still do not forward frames, but the switch begins to
learn the MAC addresses of frames received on the interface.

STP moves an interface from blocking to listening, then to learning, and then to forwarding
state. STP leaves the interface in each interim state for a time equal to the forward delay
timer, which defaults to 15 seconds. As a result, a convergence event that causes an inter-
face to change from blocking to forwarding requires 30 seconds to transition from blocking
to forwarding. In addition, a switch might have to wait MaxAge seconds before even choos-
ing to move an interface from blocking to forwarding state.

For example, follow what happens with an initial STP topology as shown in Figures 2-3
through 2-6, with the SW1-to-SW3 link failing as shown in Figure 2-7. If SW1 simply quit
sending Hello messages to SW3, but the link between the two did not fail, SW3 would wait
MaxAge seconds before reacting (20 seconds is the default). SW3 would actually quickly
choose its ports’ STP roles, but then wait 15 seconds each in listening and learning states on
interface Gi0/2, resulting in a 50-second convergence delay.

Table 2-8 summarizes spanning tree’s various interface states for easier review.

Table 2-8 |EEE 802.1D Spanning-Tree States

State Forwards Data Learns MACs Based on Transitory or
Frames? Received Frames? Stable State?

Blocking No No Stable
Listening No No Transitory
Learning No Yes Transitory
Forwarding Yes Yes Stable
Disabled No No Stable

Rapid STP (IEEE 802.1w) Concepts

The original STP worked well given the assumptions about networks and networking devic-
es in that era. However, as with any computing or networking standard, as time passes, hard-
ware and software capabilities improve, so new protocols emerge to take advantage of those
new capabilities. For STP, one of the most significant improvements over time has been the
introduction of Rapid Spanning Tree Protocol (RSTP), introduced as standard IEEE 802.1w.

Before getting into the details of RSTP, it helps to make sense of the standards numbers a
bit. 802.1w was actually an amendment to the 802.1D standard. 802.1D was published anew
in 1998 (and a few times before that). After the 1998 version of 802.1D, the IEEE published
the 802.1w amendment in 2001. Later, when the IEEE 802.1 committee updated the 802.1D
standard in 2004, the IEEE pulled the 802.1w amendment details into the 802.1D-2004
standard.
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So, why do we care? Sometimes people use the term STP to refer to the original pre-RSTP
rules for STP. Some use STP to mean anything in the 802.1D standard, which now includes
RSTP. So for real life, make sure you know what people mean when they use STP: do they
mean STP to include RSTP concepts, or not? For this book, throughout the book, if the
distinction between STP and RSTP matters, the book will use STP for the original STP rules
and RSTP for the new ones introduced by 802.1w.

NOTE The IEEE sells its standards, but through the “Get IEEE 802” program, you can
get free PDFs of the current 802 standards. To read about RSTP 802.1w, you will need to
download the 802.1D standard, and then look for the sections about RSTP.

Now on to the details about RSTP in this chapter. There are similarities between RSTP and
STP, so this section next compares and contrasts the two. Following that, the rest of this
section discusses the concepts unique to RSTP that are not found in STP: alternate root
ports, different port states, backup ports, and the port roles used by RSTP.

Comparing STP and RSTP
RSTP (802.1w) works just like STP (the original 802.1D) in several ways:

It elects the root switch using the same parameters and tiebreakers.

Key

It elects the root port on nonroot switches with the same rules.

It elects designated ports on each LAN segment with the same rules.

It places each port in either forwarding or blocking state, although RSTP calls the block-
ing state the discarding state.

In fact, RSTP works so much like STP that they can both be used in the same network.
RSTP and STP switches can be deployed in the same network, with RSTP features working
in switches that support it, and traditional 802.1D STP features working in the switches that
support only STP.

With all these similarities, you might be wondering why the IEEE bothered to create RSTP
in the first place. The overriding reason is convergence. STP takes a relatively long time to
converge (50 seconds with the default settings when all the wait times must be followed).
RSTP improves network convergence when topology changes occur, usually converging
within a few seconds (or in slow conditions, in about 10 seconds).

IEEE 802.1w RSTP changes and adds to IEEE 802.1D STP in ways that avoid waiting on
STP timers, resulting in quick transitions from forwarding to blocking state and vice versa.
Specifically, RSTP, compared to STP, defines more cases in which the switch can avoid wait-
ing for a timer to expire, such as the following:

B Adds a new mechanism to replace the root port, without any waiting to reach a forward-
ing state (in some conditions)

B Adds a new mechanism to replace a designated port, without any waiting to reach a for-
warding state (in some conditions)

B Lowers waiting times for cases in which RSTP must wait

For instance, when a link remains up, but Hello BPDUs simply stop arriving regularly on a
port, STP requires a switch to wait for MaxAge seconds. STP defines the MaxAge timers
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based on ten times the Hello timer, or 20 seconds, by default. RSTP shortens this timer,
defining MaxAge as three times the Hello timer.

The best way to get a sense for these mechanisms is to see how the RSTP alternate port and
the backup port both work. RSTP uses the term alternate port to refer to a switch’s other
ports that could be used as root port if the root port ever fails. The backup port concept
provides a backup port on the local switch for a designated port, but only applies to some
topologies that frankly do not happen often with a modern network design. However, both
are instructive about how RSTP works. Table 2-9 lists these RSTP port roles.

Table 2-9 Port Roles in 802.1w RSTP

Function Port Role

Nonroot switch’s best path to the root

Root port

Replaces the root port when the root port fails

Alternate port

Switch port designated to forward onto a collision domain

Designated port

Replaces a designated port when a designated port fails

Backup port

Port that is administratively disabled

Disabled port

RSTP and the Alternate (Root) Port Role

With STP, each nonroot switch places one port in the STP root port (RP) role. RSTP fol-
lows that same convention, with the same exact rules for choosing the RP. RSTP then takes
another step, naming other possible RPs, identifying them as alternate ports.

To be an alternate port, both the RP and the alternate port must receive Hellos that identify
the same root switch. For instance, in Figure 2-8, SW1 is the root. SW3 will receive Hello
BPDUs on two ports: GO/1 and G0/2. Both Hellos list SW1’s bridge ID (BID) as the root
switch, so whichever port is not the root port meets the criteria to be an alternate port. SW3
picks G0/1 as its root port in this case, and then makes G0/2 an alternate port.

sw
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Figure 2-8 Example of SW3 Making G0/2 Become an Alternate Port

An alternate port basically works like the second-best option for root port. The alternate
port can take over for the former root port, often very rapidly, without requiring a wait in
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other interim RSTP states. For instance, when the root port fails, or when Hellos stop arriv-
ing on the original root port, the switch changes the former root port’s role and state: (a) the
role from root port to a disabled port, and (b) the state from forwarding to discarding (the
equivalent of STP’s blocking state). Then, without waiting on any timers, the switch changes
roles and state for the alternate port: its role changes to be the root port, with a forwarding
state.

Notably, the new root port also does not need to spend time in other states, such as learn-
ing state, instead moving immediately to forwarding state.

Figure 2-9 shows an example of RSTP convergence. SW3’s root port before the failure
shown in this figure is SW3’s G0/1, the link connected directly to SW1 (the root switch).
Then SW3’s link to SW1 fails as shown in Step 1 of the figure.
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Figure 2-9 Convergence Events with SW3 G0/1 Failure

Following the steps in Figure 2-9:

Step 1.  The link between SW1 and SW3 fails, so that SW3’s current root port (Gi0/1)
fails.

Step 2. SW3 and SW2 exchange RSTP messages to confirm that SW3 will now transi-
tion its former alternate port (Gi0/2) to be the root port. This action causes
SW2 to flush the required MAC table entries.

Step 3. SW3 transitions G0/1 to the disabled role and GO0/2 to the root port role.
Step 4. SW3 transitions G0/2 to a forwarding state immediately, without using learning

state, because this is one case in which RSTP knows the transition will not cre-
ate a loop.

As soon as SW3 realizes its GO/1 interface has failed, the process shown in the figure takes
very little time. None of the processes rely on timers, so as soon as the work can be done, the
convergence completes. (This particular convergence example takes about 1 second in a lab.)
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RSTP States and Processes

The depth of the previous example does not point out all details of RSTP, of course; how-
ever, the example does show enough details to discuss RSTP states and internal processes.

Both STP and RSTP use port states, but with some differences. First, RSTP keeps both
the learning and forwarding states as compared with STP, for the same purposes. However,
RSTP does not even define a listening state, finding it unnecessary. Finally, RSTP renames

the blocking state to the discarding state, and redefines its use slightly.

RSTP uses the discarding state for what 802.1D defines as two states: disabled state and
blocking state. Blocking should be somewhat obvious by now: The interface can work
physically, but STP/RSTP chooses to not forward traffic to avoid loops. STP’s disabled state
simply meant that the interface was administratively disabled. RSTP just combines those
into a single discarding state. Table 2-10 shows the list of STP and RSTP states for compari-

son purposes.

Key
Topic § Function

Table 2-10 Port States Compared: 802.1D STP and 802.1w RSTP
802.1D State

802.1w State

Port is administratively disabled Disabled Discarding
Stable state that ignores incoming data frames and is not Blocking Discarding
used to forward data frames

Interim state without MAC learning and without Listening Not used
forwarding

Interim state with MAC learning and without forwarding | Learning Learning
Stable state that allows MAC learning and forwarding of Forwarding Forwarding
data frames

RSTP also changes some processes and message content (compared to STP) to speed con-
vergence. For example, STP waits for a time (forward delay) in both listening and learning
states. The reason for this delay in STP is that, at the same time, the switches have all been
told to time out their MAC table entries. When the topology changes, the existing MAC
table entries may actually cause a loop. With STP, the switches all tell each other (with
BPDU messages) that the topology has changed, and to time out any MAC table entries
using the forward delay timer. This removes the entries, which is good, but it causes the
need to wait in both listening and learning state for forward delay time (default 15 seconds
each).

RSTP, to converge more quickly, avoids relying on timers. RSTP switches tell each other
(using messages) that the topology has changed. Those messages also direct neighboring
switches to flush the contents of their MAC tables in a way that removes all the potentially
loop-causing entries, without a wait. As a result, RSTP creates more scenarios in which a for-
merly discarding port can immediately transition to a forwarding state, without waiting, and
without using the learning state, as shown in the example in Figure 2-9.

RSTP and the Backup (Designated) Port Role

The RSTP backup port role acts as yet another new RSTP port role as compared to STP. As
a reminder, the RSTP alternate port role creates a way for RSTP to quickly replace a switch’s
root port. Similarly, the RSTP backup port role creates a way for RSTP to quickly replace a
switch’s designated port on some LAN.
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The need for a backup port can be a bit confusing at first, because the need for the backup
port role only happens in designs that are a little unlikely today. The reason is that a design
must use hubs, which then allows the possibility that one switch connects more than one
port to the same collision domain.

Figure 2-10 shows an example. SW3 and SW4 both connect to the same hub. SW4’s port
F0/1 happens to win the election as designated port (DP). The other port on SW4 that con-
nects to the same collision domain, F0/2, acts as a backup port.

With a backup port, if the current designated port fails, SW4 can start using the backup
port with rapid convergence. For instance, if SW4’s F0/1 interface were to fail, SW4 could
transition FO/2 to the designated port role, without any delay in moving from discarding
state to a forwarding state.
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Figure 2-10 RSTP Backup Port Example

RSTP Port Types

The final RSTP concept included here relates to some terms RSTP uses to refer to different
types of ports and the links that connect to those ports.

To begin, consider the basic figure of Figure 2-11. It shows several links between two
switches. RSTP considers these links to be point-to-point links and the ports connected to
them to be point-to-point ports, because the link connects exactly two devices (points).

RSTP further classifies point-to-point ports into two categories. Point-to-point ports that
connect two switches are not at the edge of the network and are simply called point-ro-
point ports. Ports that instead connect to a single endpoint device at the edge of the net-
work, like a PC or server, are called point-to-point edge ports, or simply edge ports. In
Figure 2-11, SW3’s switch port connected to a PC is an edge port.

Finally, RSTP defines the term shared to describe ports connected to a hub. The term
shared comes from the fact that hubs create a shared Ethernet; hubs also force the attached
switch port to use half-duplex logic. RSTP assumes that all half-duplex ports may be con-
nected to hubs, treating ports that use half duplex as shared ports. RSTP converges more
slowly on shared ports as compared to all point-to-point ports.
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Figure 2-11 RSTP Link Types

Optional STP Features

At this point, you have learned plenty of details that will be useful to next configure and
verify STP operations, as discussed in Chapter 3. However, before moving to that chapter,
the final section of the chapter briefly introduces a few related topics that make STP work
even better or be more secure: EtherChannel, PortFast, and BPDU Guard.

EtherChannel

One of the best ways to lower STP’s convergence time is to avoid convergence altogether.
EtherChannel provides a way to prevent STP convergence from being needed when only a
single port or cable failure occurs.

EtherChannel combines multiple parallel segments of equal speed (up to eight) between the
same pair of switches, bundled into an EtherChannel. The switches treat the EtherChannel
as a single interface with regard to STP. As a result, if one of the links fails, but at least one
of the links is up, STP convergence does not have to occur. For example, Figure 2-12 shows
the familiar three-switch network, but now with two Gigabit Ethernet connections between
each pair of switches.

Larry

- N gv_

L1 Bob

Figure 2-12 Two-Segment EtherChannels Between Switches
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With each pair of Ethernet links configured as an EtherChannel, STP treats each
EtherChannel as a single link. In other words, both links to the same switch must fail for a
switch to need to cause STP convergence. Without EtherChannel, if you have multiple par-
allel links between two switches, STP blocks all the links except one. With EtherChannel,
all the parallel links can be up and working at the same time, while reducing the number of
times STP must converge, which in turn makes the network more available.

When a switch makes a forwarding decision to send a frame out an EtherChannel, the
switch then has to take an extra step in logic: Out which physical interface does it send the
frame? The switch has load-balancing logic that lets it pick an interface for each frame, with
a goal of spreading the traffic load across all active links in the channel. As a result, a LAN
design that uses EtherChannels makes much better use of the available bandwidth between
switches, while also reducing the number of times that STP must converge.

Note that EtherChannels may be Layer 2 EtherChannels (as described here) or Layer

3 EtherChannels (as discussed in Chapter 19, “IPv4 Routing in the LAN”). Layer 2
EtherChannels combine links that switches use as switch ports, with the switches using
Layer 2 switching logic to forward and receive Ethernet frames over the EtherChannels.
Layer 3 EtherChannels also combine links, but the switches use Layer 3 routing logic to for-
ward packets over the EtherChannels. All references to EtherChannel in Part I of this book
refer to Layer 2 EtherChannels unless otherwise noted.

PortFast

PortFast allows a switch to immediately transition from blocking to forwarding, bypass-

ing listening and learning states. However, the only ports on which you can safely enable
PortFast are ports on which you know that no bridges, switches, or other STP-speaking
devices are connected. Otherwise, using PortFast risks creating loops, the very thing that the
listening and learning states are intended to avoid.

PortFast is most appropriate for connections to end-user devices. If you turn on PortFast on
ports connected to end-user devices, when an end-user PC boots, the switch port can move
to an STP forwarding state and forward traffic as soon as the PC NIC is active. Without
PortFast, each port must wait while the switch confirms that the port is a DP, and then wait
while the interface sits in the temporary listening and learning states before settling into the
forwarding state.

PortFast is a popular feature for edge ports; in fact, RSTP incorporates PortFast concepts.
You may recall the mention of RSTP port types, particularly point-to-point edge port types,
around Figure 2-11. RSTP, by design of the protocol, converges quickly on these point-to-
point edge type ports by bypassing the learning state, which is the same idea Cisco origi-
nally introduced with PortFast. In practice, Cisco switches enable RSTP point-to-point edge
ports by enabling PortFast on the port.

BPDU Guard
STP opens up the LAN to several different types of possible security exposures. For example:
® An attacker could connect a switch to one of these ports, one with a low STP priority

value, and become the root switch. The new STP topology could have worse perfor-
mance than the desired topology.
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Key

m The attacker could plug into multiple ports, into multiple switches, become root, and
actually forward much of the traffic in the LAN. Without the networking staff realizing
it, the attacker could use a LAN analyzer to copy large numbers of data frames sent
through the LAN.

m Users could innocently harm the LAN when they buy and connect an inexpensive con-
sumer LAN switch (one that does not use STP). Such a switch, without any STP function,
would not choose to block any ports and could cause a loop.

The Cisco BPDU Guard feature helps defeat these kinds of problems by disabling a port
if any BPDUs are received on the port. So, this feature is particularly useful on ports that
should be used only as an access port and never connected to another switch.

In addition, the BPDU Guard feature helps prevent problems with PortFast. PortFast should
be enabled only on access ports that connect to user devices, not to other LAN switches.
Using BPDU Guard on these same ports makes sense because if another switch connects to
such a port, the local switch can disable the port before a loop is created.

Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book, DVD, or interactive tools for the
same material found on the book’s companion website. Refer to the “Your Study Plan” ele-
ment for more details. Table 2-11 outlines the key review elements and where you can find
them. To better track your study progress, record when you completed these activities in
the second column.

Table 2-11 Chapter Review Tracking

Review Element Review Date(s) Resource Used
Review key topics Book, DVD/website
Review key terms Book, DVD/website
Answer DIKTA questions Book, PCPT
Review memory tables Book, App

Review All the Key Topics

Table 2-12 Key Topics for Chapter 2

Key Topic Description Page
Element Number
Table 2-2 | Lists the three main problems that occur when not using STP in a 47
LAN with redundant links
Table 2-3 | Lists the reasons why a switch chooses to place an interface into 49
forwarding or blocking state
Table 2-4 | Lists the most important fields in Hello BPDU messages 50
List Logic for the root switch election 52
Figure 2-6 | Shows how switches calculate their root cost 53
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Key Topic Description Page
Element Number
Table 2-6 | Lists the original and current default STP port costs for various 55
interface speeds

Step list A summary description of steady-state STP operations 56
Table 2-7 | STP timers 56
List Definitions of what occurs in the listening and learning states 58
Table 2-8 | Summary of 802.1D states 58
List Key similarities between 802.1D STP and 802.1w RSTP 59
Table 2-9 | List of 802.1w port roles 60
Table 2-10 | Comparisons of port states with 802.1D and 802.1w 62

Key Terms You Should Know
blocking state, BPDU Guard, bridge 1D, bridge protocol data unit (BPDU), designated
port, EtherChannel, forward delay, forwarding state, Hello BPDU, IEEE 802.1D, learning
state, listening state, MaxAge, PortFast, root port, root switch, root cost, Spanning Tree
Protocol (STP), rapid STP (RSTP), IEEE 802.1w, alternate port, backup port, disabled
port, discarding state



/CHAPTER 3

Spanning Tree Protocol
Implementation

This chapter covers the following exam topics:

1.0 LAN Switching Technologies
1.3 Configure, verify, and troubleshoot STP protocols

1.3.a STP mode (PVST+ and RPVST+)
1.3.b STP root bridge selection
1.4 Configure, verify, and troubleshoot STP-related optional features
1.4.a PortFast
1.4.b BPDU guard
1.5 Configure, verify, and troubleshoot (Layer 2/Layer 3) EtherChannel
1.5.a Static
1.5.b PAGP
1.5.c LACP

Cisco 10S-based LAN switches enable Spanning Tree Protocol (STP) by default on all
interfaces in every VLAN. However, network engineers who work with medium-size to
large-size Ethernet LANs usually want to configure at least some STP settings. First and
foremost, Cisco 10S switches traditionally default to use STP rather than Rapid STP (RSTP),
and the simple upgrade to RSTP improves convergence. For most LANs with more than a
few switches, the network engineer will likely want to influence the choices made by STP,
whether using traditional STP or RSTP—choices such as which switch becomes root, with
predictability about which switch ports will block/discard when all ports are physically
working. The configuration can also be set so that when links or switches fail, the engineer
can predict the STP topology in those cases, as well.

This chapter discusses configuration and verification of STP. The first major section weaves
a story of how to change different settings, per VLAN, with the show commands that
reveal the current STP status affected by each configuration command. Those settings
impact both STP and RSTP, but the examples use switches that use traditional 802.1D STP
rather than RSTP. The second major section shows how to configure the same optional STP
features mentioned in Chapter 2: PortFast, BPDU Guard, and EtherChannel (specifically
Layer 2 EtherChannel). The final major section of this chapter looks at the simple (one com-
mand) configuration to enable RSTP, and the differences and similarities in show command
output that occur when using RSTP versus STP.



“Do | Know This Already?” Quiz

Take the quiz (either here, or use the PCPT software) if you want to use the score to help
you decide how much time to spend on this chapter. The answers are at the bottom of the
page following the quiz, and the explanations are in DVD Appendix C and in the PCPT
software.

Table 3-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions
Implementing STP 1-3
Implementing Optional STP Features |4
Implementing RSTP 5,6
1. Ona 2960 switch, which of the following commands change the value of the bridge

ID? (Choose two answers.)

a. spanning-tree bridge-id value

b. spanning-tree vlan vian-number root {primary | secondaryy}
c. spanning-tree vlan vian-number priority value

d. set spanning-tree priority value

Examine the following extract from the show spanning-tree command on a Cisco
switch:
Bridge ID Priority 32771 (priority 32768 sys-id-ext 3)

Address 0019.e86a.6£80

Which of the following answers is true about the switch on which this command out-
put was gathered?

a. The information is about the STP instance for VLAN 1.
b. The information is about the STP instance for VLAN 3.

c. The command output confirms that this switch cannot possibly be the root
switch.

d. The command output confirms that this switch is currently the root switch.

A switch’s GO/1 interface, a trunk that supports VLANs 1-10, has autonegotiated a
speed of 100 Mbps. The switch currently has all default settings for STP. Which of
the following actions results in the switch using an STP cost of 19 for that interface in
VLAN 3? (Choose two answers.)

a. spanning-tree cost 19

b. spanning-tree port-cost 19

c. spanning-tree vlan 3 port-cost 19
d. Adding no configuration




70 CCNA Routing and Switching ICND2 200-105 Official Cert Guide

4.

An engineer configures a switch to put interfaces G0/1 and G0/2 into the same Layer 2
EtherChannel. Which of the following terms is used in the configuration commands?

a. EtherChannel

b. PortChannel

c. Ethernet-Channel
d. Channel-group

Examine the following first seven lines of output from the show spanning-tree com-
mand on a Cisco switch:

SW1# show spanning-tree vlan 5

VLANOOOS5

Spanning tree enabled protocol rstp

Root ID Priority 32773
Address 1833.9d7b.0e80
Cost 15
Port 25 (GigabitEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Which of the following answers is true about the switch on which this command out-
put was gathered? (Choose two answers.)

a. The root switch’s MAC address is 1833.9d7b.0e80 and the local switch is the root.
b. The local switch’s MAC address is 1833.9d7b.0e80 and it is not the root.

c. This switch uses STP and not RSTP.

d. This switch uses RSTP.

The following output shows the last lines of output of a show spanning-tree com-
mand extracted from a Cisco switch running IOS:

SW1# show spanning-tree vlan 10

! lines omitted

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 100 128.1 P2p Edge
Fa0/2 Desg FWD 19 128.2 Shr
Gio/1 Desg FWD 4 128.25 P2p
Gio/2 Root FWD 4 128.26 P2p

The answers all mention an interface and the state listed in the Type column of the

output, along with a reason why that port should be listed as that type of STP port.

Which answers list what could be a correct reason for the interface to be listed as that

type of STP port? (Choose two answers.)

a. Fa0/1 is P2p Edge because of the spanning-tree rstp edge interface subcom-
mand.

b. Fa0/2 is Shr because Fa0/2 uses half duplex.

Gi0/1 is P2p because it is a VLAN trunk.

d. Gi0/2 is P2p because the switch had no reason to make it Shr or P2p Edge.

0
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Foundation Topics

Implementing STP

Cisco I0S switches usually use STP (IEEE 802.1D) by default rather than RSTP, and

with effective default settings. You can buy some Cisco switches and connect them with
Ethernet cables in a redundant topology, and STP will ensure that frames do not loop. And
you never even have to think about changing any settings!

Although STP works without any configuration, most medium-size to large-size campus
LANSs benefit from some STP configuration. With all defaults, the switches choose the root
based on the lowest burned-in MAC address on the switches because they all default to use
the same STP priority. As a better option, configure the switches so that the root is predict-
able.

For instance, Figure 3-1 shows a typical LAN design model, with two distribution layer
switches (D1 and D2). The design may have dozens of access layer switches that connect to
end users; the figure shows just three access switches (A1, A2, and A3). For a variety of rea-
sons, most network engineers make the distribution layer switches be the root. For instance,
the configuration could make D1 be the root by having a lower priority, with D2 config-
ured with the next lower priority, so it becomes root if D1 fails.

Key_ Best Choices to be Root
Topic

o/

Distribution
Switches

Hm
W

g? g7 57 Access

Switches

Figure 3-1 Typical Configuration Choice: Making Distribution Switch Be Root

This first section of the chapter examines a variety of topics that somehow relate to STP
configuration. It begins with a look at STP configuration options, as a way to link the con-
cepts of Chapter 2 to the configuration choices in this chapter. Following that, this section
introduces some show commands for the purpose of verifying the default STP settings
before changing any configuration.

Answers to the “Do | Know This Already?” quiz:
1B,C2B3A,D4D5A,D6B,D
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Setting the STP Mode

Chapter 2 described how 802.1D STP works in one VLAN. Now that this chapter turns our
attention to STP configuration in Cisco switches, one of the first questions is this: Which
kind of STP do you intend to use in a LAN? And to answer that question, you need to
know a little more background.

The IEEE first standardized STP as the IEEE 802.1D standard, first published back in 1990.
To put some perspective on that date, Cisco sold no LAN switches at the time, and virtual
LANSs did not exist yet. Instead of multiple VLANSs in a LAN, there was just one broadcast
domain, and one instance of STP. However, the addition of VLANs and the introduction of
LAN switches into the market have created a need to add to and extend STP.

Today, Cisco IOS-based LAN switches allow you to use one of three STP configuration
modes that reflect that history. The first two sections of this chapter use the mode called
Per-VLAN Spanning Tree Plus (PVST+, or sometimes PVSTP), a Cisco-proprietary improve-
ment of 802.1D STP. The per-VLAN part of the name gives away the main feature: PVST+
creates a different STP topology per VLAN, whereas 802.1D actually did not. PVST+ also
introduced PortFast. Cisco switches often use PVST+ as the default STP mode per a default
global command of spanning-tree mode pvst.

Over time, Cisco added RSTP support as well, with two STP modes that happen to use
RSTP. One mode basically takes PVST+ and upgrades it to use RSTP logic as well, with

a mode called Rapid PVST+, enabled with the global command spanning-tree mode
rapid-pvst. Cisco IOS-based switches support a third mode, called Multiple Spanning Tree
(MST) (or Multiple Instance of Spanning Tree), enabled with the spanning-tree mode mst
command. (This book does not discuss MST beyond this brief mention; the CCNP Switch
exam typically includes MST details.)

Connecting STP Concepts to STP Configuration Options

If you think back to the details of STP operation in Chapter 2, STP uses two types of num-
bers for most of its decisions: the BID and STP port costs. Focusing on those two types of
numbers, consider this summary of what STP does behind the scenes:

m Uses the BID to elect the root switch, electing the switch with the numerically lowest
BID

m Uses the total STP cost in each path to the root, when each nonroot switch chooses its
own root port (RP)

m Uses each switch’s root cost, which is in turn based on STP port costs, when switches
decide which switch port becomes the designated port (DP) on each LAN segment

Unsurprisingly, Cisco switches let you configure part of a switch’s BID and the STP port
cost, which in turn influences the choices each switch makes with STP.

Per-VLAN Configuration Settings

Beyond supporting the configuration of the BID and STP port costs, Cisco switches support
configuring both settings per VLAN. By default, Cisco switches use IEEE 802.1D, not RSTP
(802.1w), with a Cisco-proprietary feature called Per-VLAN Spanning Tree Plus (PVST+).
PVST+ (often abbreviated as simply PVST today) creates a different instance of STP for
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each VLAN. So, before looking at the tunable STP parameters, you need to have a basic
understanding of PVST+, because the configuration settings can differ for each instance of
STP.

PVST+ gives engineers a load-balancing tool with STP. By changing some STP configura-
tion parameters differently for different VLANS, the engineer could cause switches to pick
different RPs and DPs in different VLANSs. As a result, some traffic in some VLANSs can be
forwarded over one trunk, and traffic for other VLANSs can be forwarded over a different
trunk.

Figure 3-2 shows the basic idea, with SW3 forwarding odd-numbered VLAN traffic over
the left trunk (Gi0/1) and even-numbered VLANSs over the right trunk (Gi0/2).

VLAN 1 STP Topology : VLAN 2 STP Topology

[Root]
g?GiON Gi0/2g7 H G|0/1 G|0/2

SWi 5 e
Gio/2 Gion : 0/2 Gior

Gio/t Gio/2 : G'0/1 G|0/2

SW3

Figure 3-2 Load Balancing with PVST+

The next few pages look specifically at how to change the BID and STP port cost settings,
per VLAN, when using the default PVST+ mode.

The Bridge ID and System ID Extension

Originally, a switch’s BID was formed by combining the switch’s 2-byte priority and its
6-byte MAC address. Later, the IEEE changed the rules, splitting the original priority field
into two separate fields, as shown in Figure 3-3: a 4-bit priority field and a 12-bit subfield
called the sysrem ID extension (which represents the VLAN ID).

2 Bytes 6 Bytes
Priority System ID Original Format
(0 — 65,535) (MAC Address) Bridge ID

T System ID
(IF\’n::(I)tzlt‘lle System ID Extension
p (MAC Address) (MAC Address
of 4096) -
Reduction)
4 Bits 12 Bits 6 Bytes

Figure 3-3 STP System ID Extension

Cisco switches let you configure the BID, but only the priority part. The switch fills in its
universal (burned-in) MAC address as the system ID. It also plugs in the VLAN ID of a
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VLAN in the 12-bit system ID extension field. The only part configurable by the network
engineer is the 4-bit priority field.

Configuring the number to put in the priority field, however, is one of the strangest things
to configure on a Cisco router or switch. As shown at the top of Figure 3-3, the priority
field was originally a 16-bit number, which represented a decimal number from 0 to 65,535.
Because of that history, the current configuration command (spanning-tree vlan vian-id
priority x) requires a decimal number between 0 and 65,535. But not just any number in
that range will suffice—it must be a multiple of 4096: 0, 4096, 8192, 12288, and so on, up
through 61,440.

The switch still sets the first 4 bits of the BID based on the configured value. As it turns out,
of the 16 allowed multiples of 4096, from 0 through 61,440, each has a different binary
value in their first 4 bits: 0000, 0001, 0010, and so on, up through 1111. The switch sets the
true 4-bit priority based on the first 4 bits of the configured value.

Although the history and configuration might make the BID priority idea seem a bit convo-
luted, having an extra 12-bit field in the BID works well in practice because it can be used
to identify the VLAN ID. VLAN IDs range from 1 to 4094, requiring 12 bits. Cisco switches
place the VLAN ID into the system ID extension field, so each switch has a unique BID per
VLAN.

For example, a switch configured with VLANs 1 through 4, with a default base priority

of 32,768, has a default STP priority of 32,769 in VLAN 1, 32,770 in VLAN 2, 32,771 in
VLAN 3, and so on. So, you can view the 16-bit priority as a base priority (as configured in
the spanning-tree vlan vlan-id priority x command) plus the VLAN ID.

NOTE Cisco switches must use the system ID extension version of the bridge ID; it cannot
be disabled.

Per-VLAN Port Costs

Each switch interface defaults its per-VLAN STP cost based on the IEEE recommendations
listed in Table 2-6 in Chapter 2. On interfaces that support multiple speeds, Cisco switches
base the cost on the current actual speed. So, if an interface negotiates to use a lower speed,
the default STP cost reflects that lower speed. If the interface negotiates to use a different
speed, the switch dynamically changes the STP port cost as well.

Alternatively, you can configure a switch’s STP port cost with the spanning-tree [vlan
vlan-id] cost cosr interface subcommand. You see this command most often on trunks
because setting the cost on trunks has an impact on the switch’s root cost, whereas setting
STP costs on access ports does not.

For the command itself, it can include the VLAN ID, or not. The command only needs
a vlan parameter on trunk ports to set the cost per VLAN. On a trunk, if the command
omits the VLAN parameter, it sets the STP cost for all VLANs whose cost is not set by a
spanning-tree vlan x cost command for that VLAN.

STP Configuration Option Summary

Table 3-2 summarizes the default settings for both the BID and the port costs and lists the
optional configuration commands covered in this chapter.
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Key Table 3-2 STP Defaults and Configuration Options
Topic

Setting Default Command(s) to Change Default

BID priority | Base: 32,768 spanning-tree vlan vian-id root {primary | secondary}

spanning-tree vlan vlan-id priority priority

Interface cost | 100 for 10 Mbps | spanning-tree vlan vlan-id cost cosr

19 for 100 Mbps

4 for 1 Gbps
2 for 10 Gbps
PortFast Not enabled spanning-tree portfast
BPDU Guard | Not enabled spanning-tree bpduguard enable

Next, the configuration section shows how to examine the operation of STP in a simple net-
work, along with how to change these optional settings.

Verifying STP Operation
Before taking a look at how to change the configuration, first consider a few STP verifica-
tion commands. Looking at these commands first will help reinforce the default STP set-
tings. In particular, the examples in this section use the network shown in Figure 3-4.

Archie
_], Fa0/11 E Gio/1 Gi0/2 g?FaOHZ E]l
G|0/2 Gio/1
 DP]
[ RP)
GioA
g? Gio/2 Legend:
SW3 1D - Root Port
b3 | Fao/13 I3 - Designated Port
) -+ - Blocking Port
== Bob

Figure 3-4 Sample LAN for STP Configuration and Verification Examples
Example 3-1 begins the discussion with a useful command for STP: the show
spanning-tree vlan 10 command. This command identifies the root switch and lists
settings on the local switch. Example 3-1 lists the output of this command on both SW1 and
SW2, as explained following the example.
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Example 3-1 STP Srarus with Default STP Parameters on SW1 and SW2

SW1# show spanning-tree vlan 10

VLANOO1O
Spanning tree enabled protocol ieee
Root ID Priority 32778
Address 1833.9d7b.0e80
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 1833.9d7b.0e80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/11 Desg FWD 19 128.11 P2p Edge
Gio/1 Desg FWD 4 128.25 P2p
Gio/2 Desg FWD 4 128.26 P2p

SW2# show spanning-tree vlan 10

VLANOO10

Spanning tree enabled protocol ieee

Root ID Priority 32778
Address 1833.9d7b.0e80
Cost 4
Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 1833.9d7b.1380
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/12 Desg FWD 19 128.12  P2p
Gio/1 Desg FWD 4 128.25 P2p
Gio/2 Root FWD 4 128.26 P2p

Example 3-1 begins with the output of the show spanning-tree vlan 10 command on
SW 1. This command first lists three major groups of messages: one group of messages
about the root switch, followed by another group about the local switch, and ending with
interface role and status information. In this case, SW1 lists its own BID as the root, with
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even a specific statement that “This bridge is the root,” confirming that SW1 is now the root
of the VLAN 10 STP topology.

Next, compare the highlighted lines of the same command on SW2 in the lower half of the

example. SW2 lists SW1’s BID details as the root; in other words, SW2 agrees that SW1 has
won the root election. SW2 does not list the phrase “This bridge is the root.” SW2 then lists
its own (different) BID details in the lines after the details about the root’s BID.

The output also confirms a few default values. First, each switch lists the priority part of
the BID as a separate number: 32778. This value comes from the default priority of 32768,
plus VLAN 10, for a total of 32778. The output also shows the interface cost for some Fast
Ethernet and Gigabit Ethernet interfaces, defaulting to 19 and 4, respectively.

Finally, the bottom of the output from the show spanning-tree command lists each
interface in the VLAN, including trunks, with the STP port role and port state listed. For
instance, on switch SW1, the output lists three interfaces, with a role of Desg for designated
port (DP) and a state of FWD for forwarding. SW2 lists three interfaces, two DPs, and one
root port, so all three are in an FWD or forwarding state.

Example 3-1 shows a lot of good STP information, but two other commands, shown in
Example 3-2, work better for listing BID information in a shorter form. The first, show
spanning-tree root, lists the root’s BID for each VLAN. This command also lists other
details, like the local switch’s root cost and root port. The other command, show
spanning-tree vlan 10 bridge, breaks out the BID into its component parts. In this
example, it shows SW2’s priority as the default of 32768, the VLAN ID of 10, and the
MAC address.

Example 3-2 Listing Root Switch and Local Switch BIDs on Switch SW?2

SW2# show spanning-tree root

Root Hello Max Fwd
Vlan Root ID Cost Time Age Dly Root Port
VLANOOO1 32769 1833.9d5d.c900 23 2 20 15 Gio/1
VLANO0O010 32778 1833.9d7b.0e80 4 2 20 15 Gio/2
VLAN0020 32788 1833.9d7b.0e80 4 2 20 15 Gio/2
VLANOO030 32798 1833.9d7b.0e80 4 2 20 15 Gio/2
VLANO0040 32808 1833.9d7b.0e80 4 2 20 15 Gio/2
SW2# show spanning-tree vlan 10 bridge

Hello Max Fwd

Vlan Bridge ID Time Age Dly Protocol
VLANOO010 32778 (32768, 10) 1833.9d7b.1380 2 20 15 1ieee

Note that both the commands in Example 3-2 have a VLAN option: show spanning-tree
[vlan x] root and show spanning-tree [vlan x| bridge. Without the VLAN listed, each
command lists one line per VLAN; with the VLAN, the output lists the same information,
but just for that one VLAN.
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Configuring STP Port Costs

Changing the STP port costs requires a simple interface subcommand: spanning-tree [vlan
x] cost x. To show how it works, consider the following example, which changes what hap-
pens in the network shown in Figure 3-4.

Back in Figure 3-4, with default settings, SW1 became root, and SW3 blocked on its G0/2
interface. A brief scan of the figure, based on the default STP cost of 4 for Gigabit inter-
faces, shows that SW3 should have found a cost 4 path and a cost 8 path to reach the root,
as shown in Figure 3-5.
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Figure 3-5 Analysis of SW3’s Current Root Cost of 4 with Defaults

To show the effects of changing the port cost, the next example shows a change to SW3’s
configuration, setting its GO/1 port cost higher so that the better path to the root goes out
SW3’s G0/2 port instead. Example 3-3 also shows several other interesting effects.

Example 3-3 Manipulating STP Port Cost and Watching the Transition to Forwarding
State

SW3# debug spanning-tree events

Spanning Tree event debugging is on

SW3# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW3 (config) # interface gigabitethernet0/1

SW3 (config-if)# spanning-tree vlan 10 cost 30

N

SW3 (config-if)# *2

SW3#

*Mar 11 06:28:00.860: STP: VLANO010 new root port Gi0/2, cost 8

*Mar 11 06:28:00.860: STP: VLANO010 Gi0/2 -> listening

*Mar 11 06:28:00.860: STP: VLAN0O010 sent Topology Change Notice on Gi0/2

*Mar 11 06:28:00.860: STP[10]: Generating TC trap for port GigabitEthernet0/1
*Mar 11 06:28:00.860: STP: VLAN0010 Gi0/1 -> blocking

*Mar 11 06:28:15.867: STP: VLAN0010 Gi0/2 -> learning

*Mar 11 06:28:30.874: STP[10]: Generating TC trap for port GigabitEthernet0/2
*Mar 11 06:28:30.874: STP: VLAN0010 sent Topology Change Notice on Gi0/2

*Mar 11 06:28:30.874: STP: VLAN001l0 Gi0/2 -> forwarding
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This example starts with the debug spanning-tree events command on SW3. This command
tells the switch to issue debug log messages whenever STP performs changes to an interface’s
role or state. These messages show up in the example as a result of the configuration.

Next, the example shows the configuration to change SW3’s port cost, in VLAN 10, to 30,
with the spanning-tree vlan 10 cost 30 interface subcommand. Based on the figure, the
root cost through SW3’s G0/1 will now be 30 instead of 4. As a result, SW3’s best cost to
reach the root is cost 8, with SW3’s G0/2 as its root port.

The debug messages tell us what STP on SW3 is thinking behind the scenes, with time-
stamps. Note that the first five debug messages, displayed immediately after the user exited
configuration mode in this case, all happen at the same time (down to the same millisec-
ond). Notably, GO/1, which had been forwarding, immediately moves to a blocking state.
Interface GO/2, which had been blocking, does not go to a forwarding state, instead moving
to a listening state (at least, according to this message).

Now look for the debug message that lists GO/2 transitioning to learning state, and then the
next one that shows it finally reaching forwarding state. How long between the messages?
In each case, the message’s timestamps show that 15 seconds passed. In this experiment,
the switches used a default setting of forward delay (15 seconds). So, these debug messages
confirm the steps that STP takes to transition an interface from blocking to forwarding
state.

If you did not happen to enable a debug when configuring the cost, using show commands
later can confirm the same choice by SW3, to now use its G0/2 port as its RP. Example 3-4
shows the new STP port cost setting on SW3, along with the new root port and root cost, using
the show spanning-tree vlan 10 command. Note that G0/2 is now listed as the root port. The
top of the output lists SW3’s root cost as 8, matching the analysis shown in Figure 3-5.

Example 3-4 New STP Status and Settings on SW3

SW3# show spanning-tree vlan 10

VLAN0010

Spanning tree enabled protocol ieee

Root ID Priority 32778

Address 1833.9d7b.0e80

Cost 8

Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)

Address f47f.35¢cb.d780

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/23 Desg FWD 19 128.23 P2p
Gio/1 Altn BLK 30 128.25 P2p

Gio/2 Root FWD 4 128.26 P2p
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Configuring Priority to Influence the Root Election

The other big STP configuration option is to influence the root election by changing the
priority of a switch. The priority can be set explicitly with the spanning-tree vlan vian-id
priority value global configuration command, which sets the base priority of the switch.
(This is the command that requires a parameter of a multiple of 4096.)

However, Cisco gives us a better configuration option than configuring a specific priority
value. In most designs, the network engineers pick two switches to be root: one to be root if
all switches are up, and another to take over if the first switch fails. Switch 10S supports this
idea with the spanning-tree vlan vlan-id root primary and spanning-tree vlan vian-id
root secondary commands.

The spanning-tree vlan vlan-id root primary command tells the switch to set its priority
low enough to become root right now. The switch looks at the current root in that VLAN,
and at the root’s priority. Then the local switch chooses a priority value that causes the local
switch to take over as root.

Remembering that Cisco switches use a default base priority of 32,768, this command
chooses the base priority as follows:

m If the current root has a base priority higher than 24,576, the local switch uses a base pri-
ority of 24,576.

m If the current root’s base priority is 24,576 or lower, the local switch sets its base priority
to the highest multiple of 4096 that still results in the local switch becoming root.

For the switch intended to take over as the root if the first switch fails, use the
spanning-tree vlan vian-id root secondary command. This command is much like the
spanning-tree vlan vlan-id root primary command, but with a priority value worse than
the primary switch but better than all the other switches. This command sets the switch’s
base priority to 28,672 regardless of the current root’s current priority value.

For example, in Figures 3-4 and 3-5, SW1 was the root switch, and as shown in various com-
mands, all three switches defaulted to use a base priority of 32,768. Example 3-5 shows a
configuration that makes SW2 the primary root, and SW1 the secondary, just to show the
role move from one to the other. These commands result in SW2 having a base priority of
24,576, and SW1 having a base priority of 28,672.

Example 3-5 Making SW2 Become Root Primary, and SW1 Root Secondary

! First, on SW2:
SW2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2 (config) # spanning-tree vlan 10 root primary

SW2 (config)# "z

! Next, SW1l is configured to back-up SW1l

SW1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW1 (config)# spanning-tree vlan 10 root secondary

SW1 (config)# "Z

SW1#
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! The next command shows the local switch's BID (SW1)

SW1# show spanning-tree vlan 10 bridge

Hello Max Fwd
Vlan Bridge ID Time Age Dly Protocol

VLANOO10 28682 (28672, 10) 1833.9d7b.0e80 2 20 15 ieee

! The next command shows the root's BID (SW2)

SW1# show spanning-tree vlan 10 root

Root Hello Max Fwd
Vlan Root ID Cost Time Age Dly Root Port
VLANOO010 24586 1833.9d7b.1380 4 2 20 15 @Gio/1

The output of the two show commands clearly points out the resulting priority values on
each switch. First, the show spanning-tree bridge command lists the local switch’s BID
information, while the show spanning-tree root command lists the root’s BID, plus the
local switch’s root cost and root port (assuming it is not the root switch). So, SW1 lists its
own BID, with priority 28,682 (base 28,672, with VLAN 10) with the show spanning-tree
bridge command. Still on SW1, the output lists the root’s priority as 24,586 in VLAN 10,
implied as base 24,576 plus 10 for VLAN 10, with the show spanning-tree root com-
mand.

Note that alternatively you could have configured the priority settings specifically. SW1
could have used the spanning-tree vlan 10 priority 28672 command, with SW2 using
the spanning-tree vlan 10 priority 24576 command. In this particular case, both options
would result in the same STP operation.

Implementing Optional STP Features

This just-completed first major section of the chapter showed examples that used PVST+
only, assuming a default global command of spanning-tree mode pvst. At the same time,
all the configuration commands shown in that first section, commands that influence STP
operation, would influence both traditional STP and RSTP operation.

This section, the second of three major sections in this chapter, now moves on to discuss
some useful but optional features that make both STP and RSTP work even better.

Configuring PortFast and BPDU Guard

You can easily configure the PortFast and BPDU Guard features on any interface, but with

two different configuration options. One option works best when you want to enable these
features only on a few ports, and the other works best when you want to enable these fea-

tures on mMost every access port.

First, to enable the features on just one port at a time, use the spanning-tree portfast and
the spanning-tree bpduguard enable interface subcommands. Example 3-6 shows an
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example of the process, with SW3’s F0/4 interface enabling both features. (Also, note the
long warning message IOS lists when enabling PortFast; using PortFast on a port connected
to other switches can indeed cause serious problems.)

Example 3-6 Enabling PortFast and BPDU Guard on One Interface

SW3# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SW3 (config) # interface fastEthernet 0/4

SW3 (config-if)# spanning-tree portfast

$Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.

Use with CAUTION

$Portfast has been configured on FastEthernet0/4 but will only

have effect when the interface is in a non-trunking mode.

SW3 (config-if)# spanning-tree bpduguard ?
disable Disable BPDU guard for this interface

enable Enable BPDU guard for this interface

SW3 (config-if)# spanning-tree bpduguard enable
SW3 (config-if)# *Z
SW3#

Example 3-7 shows some brief information about the interface configuration of both
PortFast and BPDU Guard. Of course, the show running-config command (not shown)
would confirm the configuration commands from Example 3-6. The show spanning-tree
interface fastethernet0/4 portfast command in Example 3-7 lists the PortFast sta-

tus of the interface; note that the status value of enabled is displayed only if PortFast is
configured and the interface is up. The show spanning-tree interface detail command
then shows a line near the end of the output that states that PortFast and BPDU Guard are
enabled. Note that this command would not list those two highlighted lines of output if
these two features were not enabled.

Example 3-7 Verifying PortFast and BPDU Guard Configuration

SW3# show spanning-tree interface fastethernet0/4 portfast

VLANO0104 enabled

SW11l# show spanning-tree interface F0/4 detail

Port 4 (FastEthernet0/4) of VLANOO0Ol is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.4.
Designated root has priority 32769, address bcc4.938b.al80
Designated bridge has priority 32769, address bcc4.938b.e500
Designated port id is 128.4, designated path cost 19

Timers: message age 0, forward delay 0, hold 0

Number of transitions to forwarding state: 1
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The port is in the portfast mode

Link type is point-to-point by default
Bpdu guard is enabled

BPDU: sent 1721, received 0

PortFast and BPDU Guard are disabled by default on all interfaces, and to use them, each
interface requires interface subcommands like those in Example 3-6. Alternately, for both
features, you can enable the feature globally. Then, for interfaces for which the feature
should be disabled, you can use another interface subcommand to disable the feature.

The ability to change the global default for these features reduces the number of interface
subcommands required. For instance, on an access layer switch with 48 access ports and two
uplinks, you probably want to enable both PortFast and BPDU Guard on all 48 access ports.
Rather than requiring the interface subcommands on all 48 of those ports, enable the fea-
tures globally, and then disable them on the uplink ports.

Table 3-3 summarizes the commands to enable and disable both PortFast and BPDU Guard,
both globally and per interface. For instance, the global command spanning-tree portfast
default changes the default so that all interfaces use PortFast, unless a port also has the
spanning-tree portfast disable interface subcommand configured.

Table 3-3 Enabling and Disabling PortFast and BPDU Gsuard, Globally and Per Interface

Action Globally One Interface
Disable PortFast no spanning-tree portfast default | spanning-tree portfast
disable

Enable PortFast spanning-tree portfast default spanning-tree portfast

Disable BPDU Guard | no spanning-tree portfast spanning-tree bpduguard
bpduguard default disable

Enable BPDU Guard spanning-tree portfast spanning-tree bpduguard
bpduguard default enable

Example 3-8 shows another new command, show spanning-tree summary. This com-
mand shows the current global settings for several STP parameters, including the PortFast
and BPDU Guard features. This output was gathered on a switch that had enabled both
PortFast and BPDU Guard globally.

Example 3-8 Displaying Status of Global Settings for PortFast and BPDU Guard

SW1# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfig guard is enabled
Extended system ID is enabled
Portfast Default is enabled
PortFast BPDU Guard Default is enabled
Portfast BPDU Filter Default is disabled
Loopguard Default is disabled
UplinkFast is disabled

BackboneFast is disabled
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Configured Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANOO0O1 3 0 0 2 5
1 vlan 3 0 0 2 5

Configuring EtherChannel

As introduced back in Chapter 2, two neighboring switches can treat multiple parallel links
between each other as a single logical link called an EtherChannel. STP operates on the
EtherChannel, instead of the individual physical links, so that STP either forwards or blocks
on the entire logical EtherChannel for a given VLAN. As a result, a switch in a forwarding
state can then load balance traffic over all the physical links in the EtherChannel. Without
EtherChannel, only one of the parallel links between two switches would be allowed to for-
ward traffic, with the rest of the links blocked by STP.

NOTE All references to EtherChannel in this Chapter refer to Layer 2 EtherChannels, and
not to Layer 3 EtherChannels (as discussed in Chapter 19, “IPv4 Routing in the LAN”).

EtherChannel may be one of the most challenging switch features to make work. First, the
configuration has several options, so you have to remember the details of which options
work together. Second, the switches also require a variety of other interface settings to
match among all the links in the channel, so you have to know those settings as well.

This section focuses on the correct EtherChannel configuration. Chapter 4’s section
“Troubleshooting Layer 2 EtherChannel” looks at many of the potential problems with
EtherChannel, including all those other configuration settings that a switch checks before
allowing the EtherChannel to work.

Configuring a Manual EtherChannel

The simplest way to configure an EtherChannel is to add the correct channel-group con-
figuration command to each physical interface, on each switch, all with the on keyword.
The on keyword tells the switches to place a physical interface into an EtherChannel.

Before getting into the configuration and verification, however, you need to start using
three terms as synonyms: EtherChannel, PortChannel, and Channel-group. Oddly, 10S
uses the channel-group configuration command, but then to display its status, IOS uses the
show etherchannel command. Then, the output of this show command refers to neither
an “EtherChannel” nor a “Channel-group,” instead using the term “PortChannel.” So, pay
close attention to these three terms in the example.

To configure an EtherChannel manually, follow these steps:

Step 1.  Add the channel-group number mode on command in interface configuration
mode under each physical interface that should be in the channel to add it to
the channel.
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Step 2.  Use the same number for all commands on the same switch, but the channel-
group number on the neighboring switch can differ.

Example 3-9 shows a simple example, with two links between switches SW1 and SW2, as
shown in Figure 3-6. The configuration shows SW1’s two interfaces placed into channel-
group 1, with two show commands to follow.

Channel-group 1 Channel-group 2

E Fa0/14 /\ Fa0/16 ’
[
Fa0/15 4 Fa0/17

Figure 3-6 Sample LAN Used in EtherChannel Example

Example 3-9 Configuring and Monitoring EtherChannel

SW1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW1l (config)# interface fa 0/14

SW1 (config-if)# channel-group 1 mode on

SW1 (config)# interface fa 0/15

SW1 (config-if)# channel-group 1 mode on

SW1 (config-if)# “Z

SW1# show spanning-tree vlan 3

VLANOO0O3

Spanning tree enabled protocol ieee

Root ID Priority 28675
Address 0019.e859.5380
Cost 12
Port 72 (Port-channell)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 28675 (priority 28672 sys-id-ext 3)

Address 0019.e86a.6£80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Pol Root FWD 12 128.64 P2p Peer (STP)

SW1# show etherchannel 1 summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
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M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated

d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— B e i e i
1 Pol (SU) - Fa0/14 (P) Fa0/15 (P)

Take a few moments to look at the output in the two show commands in the example, as
well. First, the show spanning-tree command lists Po1, short for PortChannell, as an inter-
face. This interface exists because of the channel-group commands using the 1 parameter.
STP no longer operates on physical interfaces F0/14 and F0/15, instead operating on the
PortChannell interface, so only that interface is listed in the output.

Next, note the output of the show etherchannel 1 summary command. It lists as a head-
ing “Port-channel,” with Po1 below it. It also lists both F0/14 and F0/15 in the list of ports,
with a (P) beside each. Per the legend, the P means that the ports are bundled in the port
channel, which is a code that means these ports have passed all the configuration checks and
are valid to be included in the channel.

NOTE Cisco uses the term ErherChannel to refer to the concepts discussed in this sec-
tion. To refer to the item configured in the switch, Cisco instead uses the term port chan-
nel, with the command keyword port-channel. For the purposes of understanding the
technology, you may treat these terms as synonyms. However, it helps to pay close atten-
tion to the use of the terms porr channel and EtherChannel as you work through the
examples in this section, because IOS uses both.

Configuring Dynamic EtherChannels

Cisco switches support two different protocols that allow the switches to negotiate whether
a particular link becomes part of an EtherChannel or not. Basically, the configuration
enables the protocol for a particular channel-group number. At that point, the switch can
use the protocol to send messages to/from the neighboring switch and discover whether
their configuration settings pass all checks. If a given physical link passes, the link is added
to the EtherChannel and used; if not, it is placed in a down state, and not used, until the
configuration inconsistency can be resolved.

Cisco switches support the Cisco-proprietary Port Aggregation Protocol (PAgP) and the
IEEE standard Link Aggregation Control Protocol (LACP), based on IEEE standard 802.3ad.
Although differences exist between the two, to the depth discussed here, they both accom-
plish the same task: negotiate so that only links that pass the configuration checks are actu-
ally used in an EtherChannel.
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To configure either protocol, a switch uses the channel-group configuration commands
on each switch, but with a keyword that either means “use this protocol and begin negotia-
tions” or “use this protocol and wait for the other switch to begin negotiations.” As shown
in Figure 3-7, the desirable and auto keywords enable PAgP, and the active and passive
keywords enable LACP. With these options, at least one side has to begin the negotia-
tions. In other words, with PAgP, at least one of the two sides must use desirable, and with
LACP, at least one of the two sides must use active.

Using PAgP
channel-group 1 mode desirable channel-group 2 mode {desirable | auto}
Bogins Ay GO/ A -
Negotiations GOz W a0 IRE
channel-group 1 mode active channel-group 2 mode {active | passive}
Using LACP

Figure 3-7 Correct EtherChannel Configuration Combinations

NOTE Do not use the on parameter on one end, and either auto or desirable (or for
LACP, active or passive) on the neighboring switch. The on option uses neither PAgP nor
LACP, so a configuration that uses on, with PAgP or LACP options on the other end, would
prevent the EtherChannel from working.

For example, in the design shown in Figure 3-7, imagine both physical interfaces on both
switches were configured with the channel-group 2 mode desirable interface subcom-
mand. As a result, the two switches would negotiate and create an EtherChannel. Example
3-10 shows the verification of that configuration, with the command show etherchannel
2 port-channel. This command confirms the protocol in use (PAgP, because the desirable
keyword was configured), and the list of interfaces in the channel.

Example 3-10 ErberChannel Verification: PAgP Desirable Mode

SW1# show etherchannel 2 port-channel

Port-channels in the group:

Port-channel: Po2

Age of the Port-channel = 0d:00h:04m:04s

Logical slot/port = 16/1 Number of ports = 2

GC = 0x00020001 HotStandBy port = null
Port state = Port-channel Ag-Inuse

Protocol = PAgP

Port security = Disabled
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Ports in the Port-channel:
Index Load Port EC state No of bits
777777 B e et B e e T
0 00 Gio/1 Desirable-S1 0
0 00 Gio/2 Desirable-S1l 0
Time since last port bundled: 0d:00h:03m:57s Gio/2

Implementing RSTP

All you have to do to migrate from STP to RSTP is to configure the spanning-tree mode
rapid-pvst global command on all the switches. However, for exam preparation, it helps
to work through the various show commands, particularly to prepare for Simlet questions.
Those questions can ask you to interpret show command output without allowing you to
look at the configuration, and the output of show commands when using STP versus RSTP
is very similar.

This third and final major section of this chapter focuses on pointing out the similarities and
differences between STP and RSTP as seen in Catalyst switch configuration and verification
commands. This section explains the configuration and verification of RSTP, with emphasis
on how to identify RSTP features.

Identifying the STP Mode on a Catalyst Switch

Cisco Catalyst switches operate in some STP mode as defined by the spanning-tree mode
global configuration command. Based on this command’s setting, the switch is using either
802.1D STP or 802.1w RSTP, as noted in Table 3-4.

Table 3-4 Cisco Catalyst STP Configuration Modes

Parameter on Uses Protocol Listed Description

spanning-tree STP or in Command

mode Command RSTP? Output

pvst STP icee Default; Per-VLAN Spanning Tree instance

rapid-pvst RSTP  |rstp Like PVST, but uses RSTP rules instead of
STP for each STP instance

mst RSTP  |mst Creates multiple RSTP instances but does
not require one instance per each VLAN

To determine whether a Cisco Catalyst switch uses RSTP, you can look for two types of
information. First, you can look at the configuration, as noted in the left column of Table
3-4. Also, some show commands list the STP protocol as a reference to the configuration
of the spanning-tree mode global configuration command. A protocol of rstp or mst
refers to one of the modes that uses RSTP, and a protocol of ieee refers to the mode that
happens to use STP.

Before looking at an example of the output, review the topology in Figure 3-8. The remain-
ing RSTP examples in this chapter use this topology. In the RSTP examples in this chapter,
SW1 will become root, and SW3 will block on one port (G0/2), as shown.
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Figure 3-8 Nerwork Topology for STP and RSTP Examples
The first example focuses on VLAN 10, with all switches using 802.1D STP and the default
setting of spanning-tree mode pvst. This setting creates an instance of STP per VLAN
(which is the per-VLAN part of the name) and uses 802.1D STP. Each switch places the port
connected to the PC into VLAN 10 and enables both PortFast and BPDU Guard. Example
3-11 shows a sample configuration from switch SW3, with identical interface subcommands
configured on SW1’s F0/11 and SW2’s FO/12 ports, respectively.

Example 3-11 Sample Configuration from Switch SW3

SW3# show running-config interface Fastethernet 0/13

Building configuration...

Current configuration : 117 bytes
!

interface FastEthernet0/13
switchport access vlan 10
spanning-tree portfast
spanning-tree bpduguard enable

end

At this point, the three switches use 802.1D STP because all use the default PVST mode.
Example 3-12 shows the evidence of STP’s work, with only subtle and indirect clues that
STP happens to be in use.
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Example 3-12  Ourput That Confirms the Use of 802.1D STP on Switch SW3

SW3# show spanning-tree vlan 10

VLANOO10

Spanning tree enabled protocol ieee

Root ID Priority 32778
Address 1833.9d7b.0e80
Cost 4
Port 25 (GigabitEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address £47f£.35cb.d780
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/13 Desg FWD 19 128.13 P2p Edge
Gio/1 Root FWD 4 128.25  P2p
Gio/2 Altn BLK 4 128.26 P2p

SW3# show spanning-tree vlan 10 bridge

Hello Max Fwd

Vlan Bridge ID Time Age Dly Protocol

VLANOO10 32778 (32768, 10) f47f£.35cb.d780 2 20 15 ieee

The highlighted parts of the example note the references to the STP protocol as ieee, which
implies that STP is in use. The term ieee is a reference to the original IEEE 802.1D STP
standard.

To migrate this small network to use RSTP, configure the spanning-tree mode rapid-pvst
command. This continues the use of per-VLAN spanning-tree instances, but it applies RSTP
logic to each STP instance. Example 3-13 shows the output of the same two commands
from Example 3-12 after configuring the spanning-tree mode rapid-pvst command on all
three switches.

Example 3-13 Ourput That Confirms the Use of 802.1w RSTP on Switch SW3

SW3# show spanning-tree vlan 10

VLANOO10
Spanning tree enabled protocol rstp
Root ID Priority 32778
Address 1833.9d7b.0e80
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Cost 4
Port 25 (GigabitEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address f47f.35cb.d780
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/13 Desg FWD 19 128.13 P2p Edge
Gio/1 Root FWD 4 128.25 P2p
Gio/2 Altn BLK 4 128.26 P2p

SW3# show spanning-tree vlan 10 bridge

Hello Max Fwd

Vlan Bridge ID Time Age Dly Protocol

VLANOO10 32778 (32768, 10) f47f£.35cb.d780 2 20 15 «rstp

Pay close attention to the differences between the 802.1D STP output in Example 3-12 and
the 802.1w RSTP output in Example 3-13. Literally, the only difference is rstp instead of
ieee in one place in the output of each of the two commands listed. In this case, rstp refers
to the configuration of the spanning-tree mode rapid-pvst global config command,
which implied the use of RSTP.

RSTP Port Roles

RSTP adds two port roles to STP: the alternate port and the backup port. Example 3-14
repeats an excerpt from the show spanning-tree vlan 10 command on switch SW3 to
show an example of the alternate port role. SW3 (as shown earlier in Figure 3-8) is not the
root switch, with G0/1 as its root port and G0/2 as an alternate port.

Example 3-14 Ourput Confirming SW3’s Root Port and Alternate Port Roles

SW3# show spanning-tree vlan 10

! Lines omitted for brevity

Interface Role Sts Cost Prio.Nbr Type
Fa0/13 Desg FWD 19 128.13 P2p Edge
Gio/1 Root FWD 4 128.25 P2p
Gio/2 Altn BLK 4 128.26 P2p

The good news is that the output clearly lists which port is the root port (Gi0/1) and which
port is the alternate root port (Gi0/2). The only trick is to know that Altn is a shortened ver-
sion of the word alrernate.
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Pay close attention to this short description of an oddity about the STP and RSTP output
on Catalyst switches! Cisco Catalyst switches often show the alternate and backup ports

in output even when using STP and not RSTP. The alternate and backup port concepts are
RSTP concepts. The switches only converge faster using these concepts when using RSTP.
But show command output, when using STP and not RSTP, happens to identify what would
be the alternate and backup ports if RSTP were used.

Why might you care about such trivia? Seeing output that lists an RSTP alternate port does
not confirm that the switch is using RSTP. So, do not make that assumption on the exam. To
confirm that a switch uses RSTP, you must look at the configuration of the spanning-tree
mode command, or look for the protocol as summarized back in Table 3-4.

For instance, just compare the output of Example 3-12 and Example 3-14. Example 3-12
shows output for this same SW3, with the same parameters, except that all switches used
PVST mode, meaning all the switches used STP. Example 3-12’s output (based on STP) lists
SW3’s G0/2 as Altn, meaning alternate, even though the alternate port concept is not an STP
concept, but an RSTP concept.

RSTP Port States

RSTP added one new port state compared to STP, discarding, using it as a replacement for
the STP port states of disabled and blocking. You might think that after you configure a
switch to use RSTP rather than STP, instead of seeing ports in a blocking state, you would
now see the discarding state. However, the Cisco Catalyst switch output basically ignores
the new term discarding, continuing to use the old term blocking instead.

For example, scan back to the most recent RSTP example (Example 3-14), to the line for
SW3’s port GO/2. Then look for the column with heading STS, which refers to the status
or state. The output shows GO0/2 is listed as BLK, or blocking. In theory, because SW3 uses
RSTP, the port state ought to be discarding, but the switch IOS continues to use the older
notation of BLK for blocking.

Just as one more bit of evidence, the command show spanning-tree vlan 10 interface
gigabitethernetQ/2 state lists the STP or RSTP port state with the state fully spelled out.
Example 3-15 shows this command, taken from SW3, for interface GO/2. Note the fully
spelled-out blocking term instead of the RSTP term discarding.

Example 3-15 SW3, an RSTP Switch, Continues to Use the Old Blocking Term

SW3# show spanning-tree vlan 10 interface gigabitEthernet 0/2 state
VLANOO10 blocking

RSTP Port Types

Cisco Catalyst switches determine the RSTP port type based on two port settings: the cur-
rent duplex (full or half) and whether the PortFast feature is enabled. First, full duplex tells
the switch to use port type point-to-point, with half duplex telling the switch to use port
type shared. Enabling PortFast tells the switch to treat the port as an edge port. Table 3-5
summarizes the combinations.
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Table 3-5 RSTP Port Types

Type Current Duplex Status Is Spanning-Tree PortFast Configured?
Point-to-point Full No
Point-to-point edge | Full Yes
Shared Half No
Shared edge! Half Yes

! Cisco recommends against using this combination, to avoid causing loops.

You can easily find the RSTP port types in the output of several commands, including the
same show spanning-tree command in Example 3-16. Example 3-16 lists output from
switch SW2, with a hub added off SW2’s FO/18 port (not shown in Figure 3-8). The hub was
added so that the output in Example 3-16 lists a shared port (noted as Shr) to go along with
the point-to-point ports (noted as P2p).

Example 3-16 RSTP Port Types

SW2# show spanning-tree vlan 10

VLANOO10

Spanning tree enabled protocol rstp

Root ID Priority 32778
Address 1833.9d7b.0e80
Cost 4
Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 1833.9d7b.1380
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Fa0/12 Desg FWD 19 128.12 P2p Edge
Fa0/18 Desg FWD 19 128.18 Shr
Gio/1 Desg FWD 4 128.25  P2p
Gio/2 Root FWD 4 128.26 P2p

For exam prep, again note an odd fact about the highlighted output in Example 3-16: The
port type details appear in the output when using both STP and RSTP. For example, refer to
Example 3-12 again, which shows output from SW3 when using STP (when configured for
PVST mode). The Type column also identifies point-to-point and edge interfaces.
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Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book, DVD, or interactive tools for the
same material found on the book’s companion website. Refer to the “Your Study Plan” ele-
ment for more details. Table 3-6 outlines the key review elements and where you can find
them. To better track your study progress, record when you completed these activities in
the second column.

Table 3-6 Chapter Review Tracking

Review Element Review Date(s) Resource Used

Review key topics Book, DVD/website
Review key terms Book, DVD/website
Repeat DIKTA questions Book, PCPT

Review memory tables Book, DVD/website
Review command reference tables Book (in Chapter Review)
Do labs Blog

Review All the Key Topics

Table 3-7 Key Topics for Chapter 3

Key Topic  Description Page

Element Number

Figure 3-1 | Typical design choice for which switches should be made to be root | 71

Figure 3-2 | Conceptual view of load-balancing benefits of PVST+ 73

Figure 3-3 | Shows the format of the system ID extension of the STP priority 73
field

Table 3-2 Lists default settings for STP optional configuration settings and 75
related configuration commands

List Two branches of logic in how the spanning-tree root primary 80
command picks a new base STP priority

List Steps to manually configure an EtherChannel 84

Table 3-4 Commands to set a switch’s STP mode 88

Paragraph Key statement that seeing an alternate port in show command 92
output does not imply that the switch uses RSTP

Key Terms You Should Know
Rapid PVST+, PVST+, system ID extension, PAgP, LACP, PortChannel, Channel-group

Command References

Tables 3-8 and 3-9 list configuration and verification commands used in this chapter. As

an easy review exercise, cover the left column in a table, read the right column, and try to
recall the command without looking. Then repeat the exercise, covering the right column,
and try to recall what the command does.
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Table 3-8 Chapter 3 Configuration Command Reference

Command Description

spanning-tree mode {pvst |
rapid-pvst | mst}

Global configuration command to set the STP
mode.

spanning-tree [vlan vian-number]
root primary

Global configuration command that changes this
switch to the root switch. The switch’s priority is
changed to the lower of either 24,576 or 4096 less
than the priority of the current root bridge when
the command was issued.

spanning-tree [vlan vian-number]
root secondary

Global configuration command that sets this
switch’s STP base priority to 28,672.

priority}

spanning-tree [vlan vlan-id| {priority

Global configuration command that changes the
bridge priority of this switch for the specified
VLAN.

spanning-tree [vlan vian-number]
cost cost

Interface subcommand that changes the STP cost to
the configured value.

spanning-tree [vlan vlan-number]
port-priority priority

Interface subcommand that changes the STP port
priority in that VLAN (0 to 240, in increments of
16).

channel-group channel-group-
number mode {auto | desirable |
active | passive | on}

Interface subcommand that enables EtherChannel
on the interface.

spanning-tree portfast

Interface subcommand that enables PortFast on the
interface.

spanning-tree bpduguard enable

Interface subcommand that enables BPDU Guard on
an interface.

spanning-tree portfast default

Global command that changes the switch default
for PortFast on access interfaces from disabled to
enabled.

spanning-tree portfast bpduguard
default

Global command that changes the switch default for
BPDU Guard on access interfaces from disabled to
enabled.

no spanning-tree portfast default

Global command that changes the global setting for
PortFast to disabled.

no spanning-tree portfast
bpduguard default

Global command that changes the global setting for
BPDU Guard to disabled.

spanning-tree portfast disable

Interface subcommand that disables PortFast on the
interface.

spanning-tree bpduguard disable

Interface subcommand that disables BPDU Guard
on an interface.
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Table 3-9 Chapter 3 EXEC Command Reference

Command Description

show spanning-tree Lists details about the state of STP on the
switch, including the state of each port.

show spanning-tree interface inrerface- | Lists STP information only for the specified

id port.

show spanning-tree vlan vian-id Lists STP information for the specified VLAN.

show spanning-tree [vlan vlan-id] root |Lists information about each VLAN’s root or for
just the specified VLAN.

show spanning-tree [vlan v/an-id| Lists STP information about the local switch for

bridge each VLAN or for just the specified VLAN.

show spanning-tree summary Lists global STP settings for a switch, including

the default PortFast and BPDU Guard settings,
and the VLANSs for which this switch is the root

switch.
debug spanning-tree events Causes the switch to provide informational
messages about changes in the STP topology.
show spanning-tree interface rype Lists a one-line status message about PortFast on
number portfast the listed interface.
show etherchannel [channel-group- Lists information about the state of
number]| {brief | detail | port | port- EtherChannels on this switch.

channel | summary}
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LAN Troubleshooting

This chapter covers the following exam topics:

1.0 LAN Switching Technologies

1.1 Configure, verify, and troubleshoot VLANs (normal/extended range) spanning mul-
tiple switches

1.1.a Access ports (data and voice)
1.1.b Default VLAN
1.2 Configure, verify, and troubleshoot interswitch connectivity
1.2.a Add and remove VLANSs on a trunk
1.2.b DTP and VTP (v1&v2)
1.3 Configure, verify, and troubleshoot STP protocols
1.3.a STP mode (PVST+ and RPVST+)
1.3.b STP root bridge selection
1.5 Configure, verify, and troubleshoot (Layer 2/Layer 3) EtherChannel
1.5.a Static
1.5.b PAGP
1.5.c LACP
1.7 Describe common access layer threat mitigation techniques
1.7.c Non-default native VLAN

This chapter discusses the LAN topics discussed in depth in the first three chapters, plus a
few prerequisite topics, from a troubleshooting perspective.

Troubleshooting for any networking topic requires a slightly different mindset as com-
pared to thinking about configuration and verification. When thinking about configuration
and verification, it helps to think about basic designs, learn how to configure the feature
correctly, and learn how to verify the correct configuration is indeed working correctly.
However, to learn how to troubleshoot, you need to think about symptoms when the
design is incorrect, or if the configuration does not match the good design. What symptoms
occur when you make one type of mistake or another? This chapter looks at the common
types of mistakes, and works through how to look at the status with show commands to
find those mistakes.

This chapter breaks the material into four major sections. The first section tackles the largest
topic, STP troubleshooting. STP is not likely to fail as a protocol; instead, STP may not be



operating as designed, so the task is to find how STP is currently working and discover how
to then make the configuration implement the correct design. The second major section
then moves on to Layer 2 EtherChannels, which have a variety of small potential problems
that can prevent the dynamic formation of an EtherChannel.

The third major section of the chapter focuses on the data plane forwarding of Ethernet
frames on LAN switches, in light of VLANS, trunks, STP, and EtherChannels. That same sec-
tion reviews the Layer 2 forwarding logic of a switch in light of these features. The fourth
and final major section then examines VLAN and trunking issues, and how those issues
impact switch forwarding.

Note that a few of the subtopics listed within the exam topics at the beginning of this chap-
ter are not discussed in this chapter. This chapter does not discuss VIP beyond its basic
features (VTP is discussed in depth in Chapter 5) or Layer 3 EtherChannels (discussed in
Chapter 19).

“Do | Know This Already?” Quiz

A few of the troubleshooting chapters in this book not only discuss troubleshooting of
specific topics but also serve as a tool to summarize and review some important topics. This
chapter is one of those chapters. As a result, it is useful to read these chapters regardless of
your current knowledge level. Therefore, this chapter does not include a “Do I Know This
Already?” quiz. However, if you feel particularly confident about troubleshooting IPv4
routing features covered in this book, feel free to move to the “Chapter Review” section
near the end of this chapter to bypass the majority of the chapter.

Foundation Topics

Troubleshooting STP

STP questions tend to intimidate many test takers. STP uses many rules, with tiebreakers in
case one rule ends with a tie. Without much experience with STP, people tend to distrust
their own answers. Also, even those of us with networking jobs already probably do not
troubleshoot STP very often, because STP works well. Often, troubleshooting STP is not
about STP failing to do its job but rather about STP working differently than designed, with
a different root switch, or different root ports (RP), and so on. Seldom does STP trouble-
shooting begin with a case in which STP has failed to prevent a loop.

This section reviews the rules for STP, while emphasizing some important troubleshooting
points. In particular, this section takes a closer look at the tiebreakers that STP uses to make
decisions. It also makes some practical suggestions about how to go about answering exam
questions such as “which switch is the root switch?”

Determining the Root Switch

Determining the STP root switch is easy if you know all the switches’ BIDs: Just pick the
lowest value. If the question lists the priority and MAC address separately, as is common in
some show command output, pick the switch with the lowest priority, or in the case of a
tie, pick the lower MAC address value.
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And just to be extra clear, STP does not have nor need a tiebreaker for electing the root
switch. The BID uses a switch universal MAC address as the last 48 bits of the BID. These
MAC addresses are unique in the universe, so there should never be identical BIDs or the
need for a tiebreaker.

For the exam, a question that asks about the root switch might not be so simple as listing

a bunch of BIDs and asking you which one is “best.” A more likely question is a simulator
(sim) question in which you have to do any show commands you like or a multiple choice
question that lists the output from only one or two commands. Then you have to apply the
STP algorithm to figure out the rest.

When faced with an exam question using a simulator, or just the output in an exhibit, use a
simple strategy of ruling out switches, as follows:

Step 1.  Begin with a list or diagram of switches, and consider all as possible root
switches.

Step 2.  Rule out any switches that have an RP (show spanning-tree, show
spanning-tree root), because root switches do not have an RP.

Step 3.  Always try show spanning-tree, because it identifies the local switch as root
directly: “This switch is the root” on the fifth line of output.

Step 4.  Always try show spanning-tree root, because it identifies the local switch as
root indirectly: The RP column is empty if the local switch is the root.

Step 5. When using a sim, rather than try switches randomly, chase the RPs. For exam-
ple, if starting with SW1, and SW1’s G0/1 is an RP, next try the switch on the
other end of SW1’s GO/1 port.

Step 6. When using a sim, use show spanning-tree vlan x on a few switches and
record the root switch, RP, and designated port (DP). This strategy can quickly
show you most STP facts.

The one step in this list that most people ignore is the idea of ruling out switches that have
an RP. Root switches do not have an RP, so any switch with an RP can be ruled out as not
being the root switch for that VLAN. Example 4-1 shows two commands on switch SW2 in
some LAN that confirms that SW2 has an RP and is therefore not the root switch.

Example 4-1 Ruling Our Switches as Root Based on Having a Root Port

SW2# show spanning-tree vlan 20 root

Root Hello Max Fwd

Vlan Root ID Cost Time Age Dly Root Port

VLAN0020 32788 1833.9d7b.0e80 4 2 20 15 Gio/2

SW2# show spanning-tree vlan 20

VLAN0020

Spanning tree enabled protocol ieee

Root ID Priority 32788
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Address 1833.9d7b.0e80

Cost 4

Port 26 (GigabitEthernet0/2)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32788 (priority 32768 sys-id-ext 20)

Address 1833.9d7b.1380

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 15 sec

Interface Role Sts Cost Prio.Nbr Type
Gio/1 Desg FWD 4 128.25 P2p
Gi0/2 Root FWD 4 128.26 P2p

Both commands identify SW2’s G0/2 port as its RP, so if you follow the suggestions, the
next switch to try in a sim question would be the switch on the other end of SW2’s G0/2
interface.

Determining the Root Port on Nonroot Switches

Determining the RP of a switch when show command output is available is relatively easy.
As shown recently in Example 4-1, both show spanning-tree and show spanning-tree
root list the root port of the local switch, assuming it is not the root switch. The challenge
comes more when an exam question makes you think through how the switches choose the
RP based on the root cost of each path to the root switch, with some tiebreakers as neces-
sary.

As a review, each nonroot switch has one, and only one, RP for a VLAN. To choose its RP,
a switch listens for incoming Hello bridge protocol data units (BPDU). For each received
Hello, the switch adds the cost listed in the hello BPDU to the cost of the incoming inter-
face (the interface on which the Hello was received). That total is the root cost over that
path. The lowest root cost wins, and the local switch uses its local port that is part of the
least root cost path as its root port.

Although that description has a lot of twists and turns in the words, it is the same concept
described for Chapter 2’s Figure 2-8.

Most humans can analyze what STP chooses by using a network diagram and a slightly dif-
ferent algorithm. Instead of thinking about Hello messages and so on, approach the ques-
tion as this: the sum of all outgoing port costs between the nonroot switch and the root.
Repeating a familiar example, with a twist, Figure 4-1 shows the calculation of the root cost.
Note that SW3’s Gi0/1 port has yet again had its cost configured to a different value.
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32769:0200.0001.0001 /7 32769:0200.0002.0002
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Figure 4-1 SW3’s Root Cost Calculation Ends in a Tie

STP Tiebreakers When Choosing the Root Port

Figure 4-1 shows the easier process of adding the STP costs of the outgoing interfaces over
each from SW3, a nonroot, to SW1, the root. It also shows a tie (on purpose), to talk about
the tiebreakers.

When a switch chooses its root port, the first choice is to choose the local port that is part
of the least root cost path. When those costs tie, the switch picks the port connected to the
neighbor with the lowest BID. This tiebreaker usually breaks the tie, but not always. So, for
completeness, the three tiebreakers are, in the order a switch uses them, as follows:

1. Choose based on the lowest neighbor bridge ID.
2. Choose based on the lowest neighbor port priority.
3. Choose based on the lowest neighbor internal port number.

(Note that the switch only considers the root paths that tie when thinking about these tie-
breakers.)

For example, Figure 4-1 shows that SW3 is not root and that its two paths to reach the root
tie with their root costs of 8. The first tiebreaker is the lowest neighbor’s BID. SW1’s BID
value is lower than SW2’s, so SW3 chooses its G0/1 interface as its RP in this case.

The last two RP tiebreakers come into play only when two switches connect to each other
with multiple links, as shown in Figure 4-2. In that case, a switch receives Hellos on more
than one port from the same neighboring switch, so the BIDs tie.

Cost 19 Priority 112 GEED
= iy
SWA1 Bridge ID Fa0/15 Fao/17 MRSALE SW2 Bridge ID
32769:0211.1111.1111 Cost 19 Priority 128 32769:0200.0002.0002

Figure 4-2 Topology Required for the Last Two Tiebreakers for Root Port

In this particular example, SW2 becomes root, and SW1 needs to choose its RP. SW1’s port
costs tie, at 19 each, so SW1’s root cost over each path will tie at 19. SW2 sends Hellos over
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each link to SW1, so SW1 cannot break the tie based on SW1’s neighbor BID because both
list SW2’s BID. So, SW1 has to turn to the other two tiebreakers.

NOTE In real life, most engineers would put these two links into an EtherChannel.

The next tiebreaker is a configurable option: the neighboring switch’s port priority on each
neighboring switch interface. Cisco switch ports default to a setting of 128, with a range of
values from 0 through 255, with lower being better (as usual). In this example, the network
engineer has set SW2’s FO/16 interface with the spanning-tree vlan 10 port-priority 112
command. SW1 learns that the neighbor has a port priority of 112 on the top link and 128
on the bottom, so SW1 uses its top (F0/14) interface as the root port.

If the port priority ties, which it often does due to the default values, STP relies on an inter-
nal port numbering on the neighbor. Cisco switches assign an internal integer to identify
each interface on the switch. The nonroot looks for the neighbor’s lowest internal port num-
ber (as listed in the Hello messages) and chooses its RP based on the lower number.

Cisco switches use an obvious numbering, with Fa0/1 having the lowest number, then Fa0/2,
then Fa0/3, and so on. So, in Figure 4-2, SW2’s Fa0/16 would have a lower internal port
number than Fa0/17; SW1 would learn those numbers in the Hello; and SW1 would use its
Fa0/14 port as its RP.

Suggestions for Attacking Root Port Problems on the Exam

Exam questions that make you think about the RP can be easy if you know where to look
and the output of a few key commands is available. However, the more conceptual the
question, the more you have to calculate the root cost over each path, correlate that to dif-
ferent show commands, and put the ideas together. The following list makes a few sugges-
tions about how to approach STP problems on the exam:

Key 1. If available, look at the show spanning-tree and show spanning-tree root commands.
Topic Both commands list the root port and the root cost (see Example 4-1).

2. The show spanning-tree command lists cost in two places: the root cost at the top,
in the section about the root switch; and the interface cost, at the bottom, in the per-
interface section. Be careful, though; the cost at the bottom is the interface cost, not
the root cost!

3. For problems where you have to calculate a switch’s root cost:

a. Memorize the default cost values: 100 for 10 Mbps, 19 for 100 Mbps, 4 for
1 Gbps, and 2 for 10 Gbps.

b. Look for any evidence of the spanning-tree cost configuration command on an
interface, because it overrides the default cost. Do not assume default costs are
used.

c. When you know a default cost is used, if you can, check the current actual speed
as well. Cisco switches choose STP cost defaults based on the current speed, not
the maximum speed.
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Determining the Designated Port on Each LAN Segment

Each LAN segment has a single switch that acts as the designated port (DP) on that segment.
On segments that connect a switch to a device that does not even use STP—for example,
segments connecting a switch to a PC or a router—the switch always wins, because it is the
only device sending a Hello onto the link. However, links with two switches require a little
more work to discover which should be the DP. By definition:

Step 1.

For switches connected to the same LAN segment, the switch with the low-

est cost to reach the root, as advertised in the Hello they send onto the link,
becomes the DP on that link.

Step 2.

est BID becomes the DP.

In case of a tie, among the switches that tied on cost, the switch with the low-

For example, consider Figure 4-3. This figure notes the root, RPs, and DPs and each switch’s
least cost to reach the root over its respective RP.

BID:
28,682:0200.2222.2222
Root Cost: 20 GB

Fa0/1

po—

Fa0/4

Interface

BID:

32,778:0200.3333.3333
Root Cost: 19

Fa0/1

Fa0/3

Figure 4-3 Picking the DPs

Focus on the segments that connect the nonroot switches for a moment:

Fao/2 Fa0/1
e —

Fa0/2 SW3

Fa0/4

(DP)

Fa0/3

BID:
32,778:0200.4444.4444
Root Cost: 19

SW2-SW4 segment: SW4 wins because of its root cost of 19, compared to SW2’s root

cost of 20.

SW2-SW3 segment: SW3 wins because of its root cost of 19, compared to SW2’s root

cost of 20.

SW3-SW4 segment: SW3 and SW4 tie on root cost, both with root cost 19. SW3 wins
due to its better (lower) BID value.
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Interestingly, SW2 loses and does not become DP on the links to SW3 and SW4 even
though SW2 has the better (lower) BID value. The DP tiebreaker does use the lowest BID,
but the first DP criteria is the lowest root cost, and SW2’s root cost happens to be higher
than SW3’s and SW4’s.

NOTE A single switch can connect two or more interfaces to the same collision domain,
and compete to become DP, if hubs are used. In such cases, two different switch ports on
the same switch tie, the DP choice uses the same two final tiebreakers as used with the RP
selection: the lowest interface STP priority, and if that ties, the lowest internal interface
number.

Suggestions for Attacking Designated Port Problems on the Exam

As with exam questions asking about the RP, exam questions that make you think about the
DP can be easy if you know where to look and the output of a few key commands is avail-
able. However, the more conceptual the question, the more you have to think about the cri-
teria for choosing the DP: first the root cost of the competing switches, and then the better
BID if they tie based on root cost.

The following list gives some tips to keep in mind when digging into a given DP issue. Some
of this list repeats the suggestions for finding the RP, but to be complete, this list includes
each idea as well.

Key 1. If available, look at the show spanning-tree commands, at the list of interfaces at the
Topic end of the output. Then, look for the Role column, and look for Desg, to identify any
DPs.

2. Identify the root cost of a switch directly by using the show spanning-tree command.
But be careful! This command lists the cost in two places, and only the mention at the
top, in the section about the root, lists the root cost.

3. For problems where you have to calculate a switch’s root cost, do the following:

a. Memorize the default cost values: 100 for 10 Mbps, 19 for 100 Mbps, 4 for
1 Gbps, and 2 for 10 Gbps.

b. Look for any evidence of the spanning-tree cost configuration command on an
interface, because it overrides the default cost. Do not assume default costs are
used.

c. When you know a default cost is used, if you can, check the current actual speed
as well. Cisco switches choose STP cost defaults based on the current speed, not
the maximum speed.

STP Convergence

STP puts each RP and DP into a forwarding state, and ports that are neither RP nor DP into
a blocking state. Those states may remain as is for days, weeks, or months. But at some
point, some switch or link will fail, a link may change speeds (changing the STP cost), or the
STP configuration may change. Any of these events can cause switches to repeat their STP
algorithm, which may in turn change their own RP and any ports that are DPs.



106 CCNA Routing and Switching ICND2 200-105 Official Cert Guide

Key

Key

When STP converges based on some change, not all the ports have to change their state. For
instance, a port that was forwarding, if it still needs to forward, just keeps on forwarding.
Ports that were blocking that still need to block keep on blocking. But when a port needs to
change state, something has to happen, based on the following rules:

m For interfaces that stay in the same STP state, nothing needs to change.

m For interfaces that need to move from a forwarding state to a blocking state, the switch
immediately changes the state to blocking.

m For interfaces that need to move from a blocking state to a forwarding state, the switch
first moves the interface to listening state, then learning state, each for the time specified
by the forward delay timer (default 15 seconds). Only then is the interface placed into
forwarding state.

Because the transition from blocking to forwarding does require some extra steps, you
should be ready to respond to conceptual questions about the transition. To be ready,
review the section “Reacting to State Changes That Affect the STP Topology” in Chapter 2.

Troubleshooting Layer 2 EtherChannel

EtherChannels can prove particularly challenging to troubleshoot for a couple of reasons.
First, you have to be careful to match the correct configuration, and there are many more
incorrect configuration combinations than there are correct combinations. Second, many
interface settings must match on the physical links, both on the local switch and on the
neighboring switch, before a switch will add the physical link to the channel. This second
major section in the chapter works through both sets of issues.

Incorrect Options on the channel-group Command

In Chapter 3, the section titled “Configuring EtherChannel” listed the small set of working
configuration options on the channel-group command. Those rules can be summarized as
follows, for a single EtherChannel:

1. On the local switch, all the channel-group commands for all the physical interfaces
must use the same channel-group number.

2. The channel-group number can be different on the neighboring switches.

3. If using the on keyword, you must use it on the corresponding interfaces of both
switches.

4. 1If you use the desirable keyword on one switch, the switch uses PAgP; the other
switch must use either desirable or auto.

5. If you use the active keyword on one switch, the switch uses LACP; the other switch
must use either active or passive.

These rules summarize the correct configuration options, but the options actually leave
many more incorrect choices. The following list shows some incorrect configurations that
the switches allow, even though they would result in the EtherChannel not working. The list
compares the configuration on one switch to another based on the physical interface con-
figuration. Each lists the reasons why the configuration is incorrect.

m Configuring the on keyword on one switch, and desirable, auto, active, or passive on
the other switch. The on keyword does not enable PAgP, and does not enable LACP,
and the other options rely on PAgP or LACP.
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m Configuring the auto keyword on both switches. Both use PAgP, but both wait on the
other switch to begin negotiations.

m Configuring the passive keyword on both switches. Both use LACP, but both wait on
the other switch to begin negotiations.

m Configuring the active keyword on one switch and either desirable or auto on the
other switch. The active keyword uses LACP, whereas the other keywords use PAgP.

m Configuring the desirable keyword on one switch and either active or passive on the
other switch. The desirable keyword uses PAgP, whereas the other keywords use LACP.

Example 4-2 shows an example that matches the last item in the list. In this case, SW1’s
two ports (F0/14 and F0/15) have been configured with the desirable keyword, and SW2’s
matching F0/16 and F0/17 have been configured with the active keyword. The example
lists some telling status information about the failure, with notes following the example.

Example 4-2 Incorrect Configuration Using Mismatched PortChannel Protocols

SW1# show etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— B ettt e et
1 Pol (SD) PAgP Fa0/14 (I) Fa0/15(I)

SW1# show interfaces status | include Po|14|15

Port Name Status Vlan Duplex Speed Type

Fa0/14 connected 301 a-full a-100 10/100BaseTX
Fa0/15 connected 301 a-full a-100 10/100BaseTX
Pol notconnect unassigned auto auto

Start at the top, in the legend of the show etherchannel summary command. The D code
letter means that the channel itself is down, with S meaning that the channel is a Layer 2
EtherChannel. Code I means that the physical interface is working independently from the
PortChannel (described as “stand-alone”). Then, the bottom of that command’s output high-
lights PortChannel 1 (Po1) as Layer 2 EtherChannel in a down state (SD), with FO/14 and
F0/15 as stand-alone interfaces (I).
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Interestingly, because the problem is a configuration mistake, the two physical interfaces
still operate independently, as if the PortChannel did not exist. The last command in the
example shows that while the PortChannel 1 interface is down, the two physical interfaces
are in a connected state.

NOTE As a suggestion for attacking EtherChannel problems on the exam, rather than
memorizing all the incorrect configuration options, concentrate on the list of correct con-
figuration options. Then look for any differences between a given question’s configuration
as compared to the known correct configurations and work from there.

Configuration Checks Before Adding Interfaces to EtherChannels

Even when the channel-group commands have all been configured correctly, other con-
figuration settings can cause problems as well. This last topic examines those configuration
settings and their impact.

First, a local switch checks each new physical interface that is configured to be part of an
EtherChannel, comparing each new link to the existing links. That new physical interface’s
settings must be the same as the existing links’ settings; otherwise, the switch does not add
the new link to the list of approved and working interfaces in the channel. That is, the physi-
cal interface remains configured as part of the PortChannel, but it is not used as part of the
channel, often being placed into some nonworking state.

The list of items the switch checks includes the following:

Speed

Duplex

Operational access or trunking state (all must be access, or all must be trunks)

If an access port, the access VLAN

If a trunk port, the allowed VLAN list (per the switchport trunk allowed command)
If a trunk port, the native VLAN

STP interface settings

In addition, switches check the settings on the neighboring switch. To do so, the switches
either use PAgP or LACP (if already in use), or use Cisco Discovery Protocol (CDP) if using
manual configuration. The neighbor must match on all parameters in this list except the STP
settings.

As an example, SW1 and SW2 again use two links in one EtherChannel. Before configuring
the EtherChannel, SW1’s FO/15 was given a different STP port cost than FO/14. Example
4-3 picks up the story just after configuring the correct channel-group commands, when
the switch is deciding whether to use FO/14 and F0/15 in this EtherChannel.

Example 4-3 Local Interfaces Fail in EtherChannel Because of Mismatched STP Cost

*Mar 1 23:18:56.132: %PM-4-ERR_DISABLE: channel-misconfig (STP) error detected on

Pol, putting Fa0/14 in err-disable state
*Mar 1 23:18:56.132: %PM-4-ERR_DISABLE: channel-misconfig (STP) error detected on

Pol, putting Fa0/15 in err-disable state
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*Mar 1 23:18:56.132: %PM-4-ERR_DISABLE: channel-misconfig (STP) error detected on
Pol, putting Pol in err-disable state

*Mar 1 23:18:58.120: %LINK-3-UPDOWN: Interface FastEthernet0/14, changed state to
down

*Mar 1 23:18:58.137: $LINK-3-UPDOWN: Interface Port-channell, changed state to down

*Mar 1 23:18:58.137: %LINK-3-UPDOWN: Interface FastEthernet0/15, changed state to
down

SW1# show etherchannel summary
Flags: D - down P - bundled in port-channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator
M - not in use, minimum links not met

u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— i e
il Pol (SD) = Fa0/14 (D) Fa0/15 (D)

The messages at the top of the example specifically state what the switch does when
determining whether the interface settings match. In this case, SW1 detects the different
STP costs. SW1 does not use F0/14, does not use FO/15, and even places them into an err-
disabled state. The switch also puts the PortChannel into err-disabled state. As a result, the
PortChannel is not operational, and the physical interfaces are also not operational.

To solve this problem, you must reconfigure the physical interfaces to use the same STP
settings. In addition, the PortChannel and physical interfaces must be shutdown, and then
no shutdown, to recover from the err-disabled state. (Note that when a switch applies
the shutdown and no shutdown commands to a PortChannel, it applies those same com-
mands to the physical interfaces, as well; so, just do the shutdown/no shutdown on the
PortChannel interface.)

Analyzing the Switch Data Plane Forwarding

STP and EtherChannel both have an impact on what a switch’s forwarding logic can use. STP
limits which interfaces the data plane even considers using by placing some ports in a block-
ing state (STP) or discarding state (RSTP), which in turn tells the data plane to simply not use
that port. EtherChannel gives the data plane new ports to use in the switch’s MAC address
table—EtherChannels—while telling the data plane to not use the underlying physical inter-
faces in an EtherChannel in the MAC table.
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This (short) third major section of the chapter explores the impact of STP and EtherChannel
on data plane logic and a switch’s MAC address table.

Predicting STP Impact on MAC Tables

Consider the small LAN shown in Figure 4-4. The LAN has only three switches, with redun-
dancy, just big enough to make the point for this next example. The LAN supports two
VLANS, 1 and 2, and the engineer has configured STP such that SW3 blocks on a different
port in each of the two VLANS. As a result, VLAN 1 traffic would flow from SW3 to SW1
next, and in VLAN 2, traffic would flow from SW3 to SW2 next instead.

VLAN 1 STP Topology . VLAN 2 STP Topology
y.— | . — | §
G0/t Gio/2 . G. 01 Gi 0/2
SWi f—/ : —

SW1 SW2
/1

Gio/2 GioA . Ol / Gi0
Gi0/15 Gio/2 : G|0/1 Gior2

SW3

Gio/3

=1 -
I 0200.AAAA AAAA ! Gio/3 EI 0200.BBBB.BBBB
— !

Figure 4-4 Two Different STP Topologies for Same Physical LAN, Two Different VLANs

Looking at diagrams like those in Figure 4-4 makes the forwarding path obvious. Although
the figure shows the traffic path, that path is determined by switch MAC learning, which is
then impacted by the ports on which STP has set a blocking or discarding state.

For example, consider VLAN 1’s STP topology in Figure 4-4. Remember, STP blocks on a
port on one switch, not on both ends of the link. So, in the case of VLAN 1, SW3’s G0/2
port blocks, but SW2’s GO/1 does not. Even so, by blocking on a port on one end of the
link, that act effectively stops any MAC learning from happening by either device on the
link. That is, SW3 learns no MAC addresses on its G0O/2 port, and SW2 learns no MAC
addresses on its GO/1 port, for these reasons:

m SW2 learns no MAC addresses on GO/1: On the blocking (SW3) end of the SW3-SW2
trunk, SW3 will not send frames out that link to SW2, so SW2 will never receive frames
from which to learn MAC addresses on SW2’s GO/1.

m SW3 learns no MAC addresses on G0O/2: On the not blocking (SW2) end of the
SW3-SW2 trunk, SW2 will flood frames out that port. SW3 receives those frames, but
because SW3 blocks, SW3 ignores those received frames and does not learn their MAC
addresses.

Given that discussion, can you predict the MAC table entries on each of the three switches
for the MAC addresses of servers A and B in Figure 4-4? On switch SW2, the entry for
server A, in VLAN 1, should refer to SW2’s G0/2 port, pointing to SW1 next, matching the
figure. But SW2’s entry for server B, in VLAN 2, references SW2’s GO/1 port, again match-
ing the figure. Example 4-4 shows the MAC tables on SW1 and SW2 as a confirmation.
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Example 4-4 Examining SW1 and SW2 Dynamic MAC Address Table Entries

SW1# show mac address-table dynamic

Mac Address Table

Vlan Mac Address Type Ports
1 0200.AAAA.AAAA DYNAMIC Gio/2
2 0200 .BBBB.BBBB DYNAMIC Gio/1

SW2# show mac address-table dynamic

Mac Address Table

Vlan Mac Address Type Ports
1 0200.AAAA.AARA DYNAMIC Gio/2
2 0200 .BBBB.BBBB DYNAMIC Gio/1

Predicting EtherChannel Impact on MAC Tables

Most designs use multiple links between switches, with those links configured to be part of
an EtherChannel. What does that do to the MAC forwarding logic? In short, the switch uses
the PortChannel interfaces, and not the physical interfaces bundled into the EtherChannel,
in the MAC address table. Specifically:

MAC learning: Frames received in a physical interface that is part of a PortChannel
are considered to arrive on the PortChannel interface. So, MAC learning adds the
PortChannel interface rather than the physical interface to the MAC address table.

MAC forwarding: The forwarding process will find a PortChannel port as an outgoing
interface when matching the MAC address table. Then the switch must take the addition-
al step to choose the outgoing physical interface, based on the load-balancing preferences
configured for that PortChannel.

For example, consider Figure 4-5, which updates previous Figure 4-4 with two-link
PortChannels between each pair of switches. With VLAN 1 blocking again on switch SW3,
but this time on SW3’s PortChannel3 interface, what MAC table entries would you expect
to see in each switch? Similarly, what MAC table entries would you expect to see for
VLAN 2, with SW3 blocking on its PortChannel2 interface?

The logic of which entries exist on which ports mirrors the logic with the earlier example
surrounding Figure 4-4. In this case, the interfaces just happen to be PortChannel interfaces.
Example 4-5 shows the same command from the same two switches as Example 4-4: show
mac address-table dynamic from both SW1 and SW2. (Note that to save length, the
MAC table output shows only the entries for the two servers in Figure 4-5.)
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Figure 4-5 VLAN Topology with PortChannels Between Switches
Example 4-5 SW1 and SW2 MAC Tables with PortChannel Ports Listed

SW1# show mac address-table dynamic

Mac Address Table

Vlan Mac Address Type Ports
1 0200.AAAA.AAAA DYNAMIC Po2
2 0200 .BBBB.BBBB DYNAMIC Pol

SW2# show mac address-table dynamic

Mac Address Table

Vlan Mac Address Type Ports
1 0200 .AAAA.AARAA DYNAMIC Pol
2 0200 .BBBB.BBBB DYNAMIC Po3

Switches use one of many load-balancing options to then choose the physical interface

to use after matching MAC table entries like those shown in Example 4-5. By default,
Cisco Layer 2 switches often default to use a balancing method based on the source MAC
address. In particular, the switch looks at the low-order bits of the source MAC address
(which are on the far right of the MAC address in written form). This approach increases
the chances that the balancing will be spread somewhat evenly based on the source MAC
addresses in use.

Choosing the VLAN of Incoming Frames

To wrap up the analysis of switch data plane forwarding, this section mostly reviews top-

ics already discussed, but it serves to emphasize some important points. The topic is simply
this: How does a switch know which VLAN a frame is a part of as the frame enters a switch?
You have seen all the information needed to answer this question already, but take the time
to review.

First, some interfaces trunk, and in those cases, the frame arrives with a VLAN ID listed
in the incoming trunking header. In other cases, the frame does not arrive with a trunking
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header, and the switch must look at local configuration. But because the switch will match
both the destination MAC address and the frame VLAN ID when matching the MAC
address table, knowing how the switch determines the VLAN ID is important.

The following list reviews and summarizes the key points of how a switch determines the
VLAN ID to associate with an incoming frame:

Key Step 1.  If the port is an access port, associate the frame with the configured access
Topic VLAN (switchport access vlan vian_id).

Step 2.  If the port is a voice port, or has both an IP Phone and PC (or other data
device) connected to the phone:

A.  Associate the frames from the data device with the configured access
VLAN (as configured with the switchport access vlan vian_id com-
mand).

B.  Associate the frames from the phone with the VLAN ID in the 802.1Q
header (as configured with the switchport voice vlan vian_id com-
mand).

Step 3.  If the port is a trunk, determine the frame’s tagged VLAN, or if there is no tag,
use that incoming interface’s native VLAN ID (switchport trunk native
vlan_id).

Troubleshooting VLANs and VLAN Trunks

A switch’s data plane forwarding processes depend in part on VLANs and VLAN trunk-
ing. Before a switch can forward frames in a particular VLAN, the switch must know about
a VLAN and the VLAN must be active. And before a switch can forward a frame over a
VLAN trunk, the trunk must currently allow that VLAN to pass over the trunk.

This final major section in this chapter focuses on VLAN and VLAN trunking issues, specifi-
cally issues that impact the frame switching process. The issues are as follows:

Key Step 1.  Identify all access interfaces and their assigned access VLANSs and reassign into
the correct VLANS if incorrect.

Step 2.  Determine whether the VLANSs both exist (either configured or learned with
the VLAN Trunking Protocol [VTP]) and are active on each switch. If not, con-
figure and activate the VLANS to resolve problems as needed.

Step 3.  Check the allowed VLAN lists, on the switches on both ends of the trunk, and
ensure that the lists of allowed VLANS are the same.

Step 4. Check for incorrect configuration settings that result in one switch operating as
a trunk, with the neighboring switch not operating as a trunk.

Step 5. Check the allowed VLANSs on each trunk, to make sure that the trunk has not
administratively removed a VLAN from being supported on a trunk.

Access VLAN Configuration Incorrect

To ensure that each access interface has been assigned to the correct VLAN, engineers
simply need to determine which switch interfaces are access interfaces instead of trunk
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interfaces, determine the assigned access VLANs on each interface, and compare the infor-
mation to the documentation. The show commands listed in Table 4-1 can be particularly

helpful in this process.

Table 4-1 Commands That Can Find Access Ports and VLANs

EXEC Command Description

show vlan brief

show vlan

Lists each VLAN and all interfaces assigned to that VLAN (but
does not include operational trunks)

show vlan id num

Lists both access and trunk ports in the VLAN

show interfaces rype
number switchport

Identifies the interface’s access VLAN and voice VLAN, plus
the configured and operational mode (access or trunk)

show mac address-table | Lists MAC table entries, including the associated VLAN

If possible, start this step with the show vlan and show vlan brief commands, because
they list all the known VLANs and the access interfaces assigned to each VLAN. Be aware,
however, that these two commands do not list operational trunks. The output does list all
other interfaces (those not currently trunking), no matter whether the interface is in a work-
ing or nonworking state.

If the show vlan and show interface switchport commands are not available in a par-
ticular exam question, the show mac address-table command can also help identify the
access VLAN. This command lists the MAC address table, with each entry including a MAC
address, interface, and VLAN ID. If the exam question implies that a switch interface con-
nects to a single device, you should only see one MAC table entry that lists that particular
access interface; the VLAN ID listed for that same entry identifies the access VLAN. (You
cannot make such assumptions for trunking interfaces.)

After you determine the access interfaces and associated VLAN:S, if the interface is assigned
to the wrong VLAN, use the switchport access vlan vian-id interface subcommand to
assign the correct VLAN ID.

Access VLANs Undefined or Disabled

Switches do not forward frames for VLANS that are (a) not known because the VLAN is not
configured or has not been learned with VTP or (b) the VLAN is known, but it is disabled
(shut down). This section summarizes the best ways to confirm that a switch knows that a
particular VLAN exists, and if it exists, determines the shutdown state of the VLAN.

First, on the issue of whether a VLAN exists on a switch, a VLAN can be defined to a
switch in two ways: using the vlan number global configuration command, or it can be
learned from another switch using VTP. Chapter 5, “VLAN Trunking Protocol,” discusses
VTP and how VTP can be used by a switch to learn about VLANS. For this discussion,
consider that the only way for a switch to know about a VLAN is to have a vlan command
configured on the local switch.

Next, the show vlan command always lists all VLANSs known to the switch, but the show
running-config command does not. Switches configured as VTP servers and clients do
not list the vlan commands in the running-config file nor the startup-config file; on these
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switches, you must use the show vlan command. Switches configured to use VTP transpar-
ent mode, or that disable VTP, list the vlan configuration commands in the configuration
files. (Use the show vtp status command to learn the current VIP mode of a switch.)

After you determine that a VLAN does not exist on a switch, the problem might be that the
VLAN simply needs to be configured. If so, follow the VLAN configuration process as cov-
ered in detail in Chapter 1.

Even for existing VLANS, you must also verify whether the VLAN is active. The show

vlan command should list one of two VLAN state values, depending on the current state:
either active or act/Ishut. The second of these states means that the VLAN is shut down.
Shutting down a VLAN disables the VLAN on that switch only, so that rhe switch will nor
forward frames in that VLAN.

Switch IOS gives you two similar configuration methods with which to disable (shutdown)
and enable (no shutdown) a VLAN. Example 4-6 shows how, first by using the global com-
mand [no] shutdown vlan number and then using the VLAN mode subcommand [no]
shutdown. The example shows the global commands enabling and disabling VLANs 10 and
20, respectively, and using VLAN subcommands to enable and disable VLANs 30 and 40
(respectively).

Example 4-6 Enabling and Disabling VLANs on a Switch

SW2# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/l11, Fa0/12
Fa0/14, Fa0/15, Fa0/1l6, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gio/1

10 VLANO0O010 act/lshut Fa0/13
20 VLANO0020 active

30 VLANO0030 act/lshut

40 VLANO0040 active

SW2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2 (config) # no shutdown vlan 10

SW2 (config) # shutdown vlan 20

SW2 (config) # vlan 30

SW2 (config-vlan)# no shutdown

SW2 (config-vlan)# vlan 40

SW2 (config-vlan)# shutdown

SW2 (config-vlan)#
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Mismatched Trunking Operational States

Trunking can be configured correctly so that both switches forward frames for the same set
of VLANs. However, trunks can also be misconfigured, with a couple of different results.
In some cases, both switches conclude that their interfaces do not trunk. In other cases, one
switch believes that its interface is correctly trunking, while the other switch does not.

The most common incorrect configuration—which results in both switches not trunking—is
a configuration that uses the switchport mode dynamic auto command on both switches
on the link. The word “auto” just makes us all want to think that the link would trunk auto-
matically, but this command is both automatic and passive. As a result, both switches pas-
sively wait on the other device on the link to begin negotiations.

With this particular incorrect configuration, the show interfaces switchport command on
both switches confirms both the administrative state (auto) and the fact that both switches
operate as “static access” ports. Example 4-7 highlights those parts of the output from this
command.

Example 4-7 Operational Trunking State
SW2# show interfaces gigabit0/2 switchport

Name: Gi0/2

Switchport: Enabled

Administrative Mode: dynamic auto
Operational Mode: static access
Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native

! lines omitted for brevity

A different incorrect trunking configuration results in one switch with an operational state
of “trunk,” while the other switch has an operational state of “static access.” When this com-
bination of events happens, the interface works a little. The status on each end will be up/up
or connected. Traffic in the native VLAN will actually cross the link successfully. However,
traffic in all the rest of the VLANs will not cross the link.

Figure 4-6 shows the incorrect configuration along with which side trunks and which does
not. The side that trunks (SW1 in this case) enables trunking always, using the command
switchport mode trunk. However, this command does not disable Dynamic Trunking
Protocol (DTP) negotiations. To cause this particular problem, SW1 also disables DTP nego-
tiation using the switchport nonegotiate command. SW2’s configuration also helps create
the problem, by using a trunking option that relies on DTP. Because SW1 has disabled DTP,
SW2’s DTP negotiations fail, and SW2 does not trunk.

In this case, SW1 treats its GO/1 interface as a trunk, and SW2 treats its GO/2 interface as an
access port (not a trunk). As shown in the figure at Step 1, SW1 could (for example) forward
a frame in VLAN 10. However, SW2 would view any frame that arrives with an 802.1Q
header as illegal, because SW2 treats its GO/2 port as an access port. So, SW2 discards any
802.1Q frames received on that port.

To deal with the possibility of this problem, always check the trunk’s operational state
on both sides of the trunk. The best commands to check trunking-related facts are show
interfaces trunk and show interfaces switchport.
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Figure 4-6 Mismatched Trunking Operational States

NOTE Frankly, in real life, just avoid this kind of configuration. However, the switches do
not prevent you from making these types of mistakes, so you need to be ready. Note that
Chapter 1’s Table 1-3 summarizes the list of options on the switchport trunk command,
which combinations work, and which ones to completely avoid (like the combination shown
here in Figure 4-6.)

Mismatched Supported VLAN List on Trunks

VLAN trunks on Cisco switches can forward traffic for all defined and active VLANS.
However, a particular trunk may not forward traffic for a defined and active VLAN for a
variety of other reasons. You should know how to identify which VLANSs a particular trunk
port currently supports, and the reasons why the switch might not be forwarding frames for
a VLAN on that trunk port.

The first category in this step can be easily done using the show interfaces trunk com-
mand, which only lists information about currently operational trunks. The best place to
begin with this command is the last section of output, which lists the VLANSs whose traffic
will be forwarded over the trunk. Any VLANs that make it to this final list of VLANS in the
command output meet the following criteria:

m The VLAN exists and is active on the local switch (as seen in the show vlan command).

m The VLAN has not been removed from the allowed VLAN list on the trunk (as config-
ured with the switchport trunk allowed vlan interface subcommand).

B The VLAN has not been VTP-pruned from the trunk. (This is a VTP feature, discussed
in Chapter 5, which this section will now otherwise ignore, deferring discussion until
Chapter 5. It is only listed here because the show command output mentions it.)

m The trunk is in an STP forwarding state in that VLAN (as also seen in the show
spanning-tree vlan vian-id command).

Example 4-8 shows a sample of the command output from the show interfaces trunk
command, with the final section of the command output shaded. In this case, the trunk only
forwards traffic in VLANSs 1 and 4.
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Example 4-8 Allowed VLAN List and List of Active VLANs

SW1# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gio/1 desirable 802.1g trunking 1

Port Vlans allowed on trunk

Gio/1 1-2,4-4094

Port Vlans allowed and active in management domain

Gio/1 1,4

Port Vlans in spanning tree forwarding state and not pruned
Gio/1 1,4

The absence of a VLAN in this last part of the command’s output does not necessarily mean
that a problem has occurred. In fact, a VLAN might be legitimately excluded from a trunk
for any of the reasons in the list just before Example 4-8. However, for a given exam ques-
tion, it can be useful to know why traffic for a VLAN will not be forwarded over a trunk,
and the details inside the output identify the specific reasons.

The output of the show interfaces trunk command creates three separate lists of VLANS,
each under a separate heading. These three lists show a progression of reasons why a VLAN
is not forwarded over a trunk. Table 4-2 summarizes the headings that precede each list and
the reasons why a switch chooses to include or not include a VLAN in each list.

Key Table 4-2 VLAN Lists in the show interfaces trunk Command
Topic

List Heading Reasons
Position
First VLANSs allowed | VLANs 1-4094, minus those removed by the switchport trunk
allowed command
Second | VLANSs allowed | The first list, minus VLANSs not defined to the local switch (that
and active... is, there is not a vlan global configuration command or the
switch has not learned of the VLAN with VTP), and also minus
those VLANS in shutdown mode
Third VLAN:S in The second list, minus VLANS in an STP blocking state for that
spanning tree... |interface, and minus VLANs VTP pruned from that trunk

Mismatched Native VLAN on a Trunk

Closing with a brief mention of one other trunking topic, you should also check a trunk’s
native VLAN configuration at this step. Unfortunately, it is possible to set the native VLAN
ID to different VLANS on either end of the trunk, using the switchport trunk native vlan
vlan-id command. If the native VLANSs differ according to the two neighboring switches,
the switches will accidentally cause frames to leave one VLAN and enter another.

For example, if switch SW1 sends a frame using native VLAN 1 on an 802.1Q trunk, SW1
does not add a VLAN header, as is normal for the native VLAN. When switch SW2 receives
the frame, noticing that no 802.1Q header exists, SW2 assumes that the frame is part of
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SW2’s configured native VLAN. If SW2 has been configured to think VLAN 2 is the native
VLAN on that trunk, SW2 will try to forward the received frame into VLAN 2.

Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book, DVD, or interactive tools for the
same material found on the book’s companion website. Refer to the “Your Study Plan” ele-
ment for more details. Table 4-3 outlines the key review elements and where you can find
them. To better track your study progress, record when you completed these activities in
the second column.

Table 4-3 Chapter Review Tracking

Review Element Review Date(s) Resource Used

Review key topics

Book, DVD/website

Review memory tables

Book, DVD/website

Review All the Key Topics

Table 4-4 Key Topics for Chapter 4

Key Topic Description Page

Element Number

List Strategy for finding the root switch for exam questions 100

List Strategy for finding the root port on nonroot switches for exam 103
questions

List Strategy for finding the designated port for exam questions 104

List Suggestions when examining questions as a designated port 105

List Summary of STP convergence actions 106

List List of configuration combinations that cause a Layer 2 EtherChannel | 106
to fail

List Interface settings that must match with other interfaces on the same | 108
switch for an interface to be included in an EtherChannel

List Switch logic used to determine the VLAN used for an incoming frame | 113

List Potential issues to examine for VLANs and VLAN trunks 113

Table 4-1 | Commands that identify access VLANS assigned to ports 114

Figure 4-6 |How to poorly configure switches to reach a mismatched trunk 117
operational state on the two ends of the trunk

Table 4-2 | VLAN lists in the show interfaces trunk command 118

Command References

Although this chapter does show several examples, all the commands were introduced ear-
lier in Chapters 1 and 3, so this section does not include any command reference tables.
Refer to those chapters for command reference tables.



VLAN Trunking Protocol

This chapter covers the following exam topics:

1.0 LAN Switching Technologies

1.2 Configure, verify, and troubleshoot interswitch connectivity
1.2.a DTP and VTP (v1&v2)

Engineers sometimes have a love/hate relationship with VLAN Trunking Protocol (VTP).
VTP serves a useful purpose, distributing the configuration of the [no] vlan vlan-id com-
mand among switches. As a result, the engineer configures the vlan command on one
switch, and all the rest of the switches are automatically configured with that same com-
mand.

Unfortunately, the automated update powers of VTP can also be dangerous. For example,
an engineer could delete a VLAN on one switch, not realizing that the command actually
deleted the VLAN on all switches. And deleting a VLAN impacts a switch’s forwarding
logic: Switches do not forward frames for VLANSs that are not defined to the switch.

This chapter discusses VIP, from concept through troubleshooting. The first major section
discusses VTP concepts, while the second section shows how to configure and verify VTP.
The third section walks through troubleshooting, with some discussion of the risks that
cause some engineers to just not use VTP. (In fact, the entirety of the ICND1 Cert Guide’s
discussion of VLAN configuration assumes VTP uses the VTP transparent mode, which
effectively disables VIP from learning and advertising VLAN configuration.)

As for exam topics, note that the Cisco exam topics that mention VTP also mention DTP.
Chapter 1, “Implementing Ethernet Virtual LANs,” discussed how Dynamic Trunking
Protocol (DTP) is used to negotiate VLAN trunking. This chapter does not discuss DTP,
leaving that topic for Chapter 1.

“Do | Know This Already?” Quiz

Take the quiz (either here, or use the PCPT software) if you want to use the score to help
you decide how much time to spend on this chapter. The answers are at the bottom of the
page following the quiz, and the explanations are in DVD Appendix C and in the PCPT
software.

Table 5-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

VLAN Trunking Protocol (VTP) Concepts 1,2
VTP Configuration and Verification 3,4
VTP Troubleshooting 56




Which of the following VTP modes allow VLANS to be configured on a switch?
(Choose two answers.)

a. Client

b. Server

c. Transparent

d. Dynamic

An engineer plans to connect three switches (SW1, SW2, and SW3) in a lab. Before

connecting the switches, he starts by configuring all three switches as VTP servers,

with matching VTP domain name and password. He then configures some VLANs on

each switch so that switch SW3 has a revision number of 10, switch SW2 has a revi-

sion number of 6, and switch SW1 has a revision number of 8. Only then does the

engineer connect the switches with trunks: first SW1 to SW2, then SW2 to SW3, and

then SW3 to SW1. Switch SW1 is elected the STP root switch in VLAN 1. Which

answer most accurately states which VLAN configuration database is used, and why?

a. All use switch SW1’s database because it has the highest revision number
between the first two connected switches.

b. All use switch SW1’s database because VTP uses the same election logic as STP.

c. All use SW3’s database because SW3 has the highest revision number.

d. All use SW2’s database because SW2 has the lowest revision number.

An engineer compares the output of the show vtp status command on two neigh-

boring switches. One switch, SW1, acts as VTP server, while the other, SW2, acts as

a VTP client. What items in the command output confirm that synchronization has

completed? (Choose two answers.)

a. Both list the same “last updater” IP address and timestamp.

b. Both list the neighbor’s MAC address and the word “synchronized.”

c. SW2 (the client) lists the phrase “synchronized with server.”

d. Both list the same configuration revision number.

Switches SW1, SW2, SW3, and SW4 are configured as VTP server, client, transparent,

and off, respectively, all using VTP version 1. A junior engineer has been told to try

to configure the following two commands on each switch directly from the CLI: vlan

200 and vlan 2000. Which answers correctly state which commands will be rejected,

on which switch? (Choose two answers.)

a. vlan 2000 will be rejected on SW1 (VTP server).

b. vlan 200 will be rejected on SW2 (VTP client).

c. vlan 200 will be rejected on SW3 (VTP transparent).

d. vlan 200 will be rejected on SW1 (VTP server).
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5. Two neighboring LAN switches are connected with an operational 802.1Q trunk.
Switch SW1 has been configured with the vtp mode client, vtp domain fred, and vtp
version 2 commands. SW1 has no other VIP configuration commands configured.
Which answer lists a possible reason why switch SW2, on the other end of the trunk,
is not synchronizing its VLAN database with switch SW1? (Choose two answers.)

a. SW2 hasa vtp version 1 command configured.

b. SW2 has a vtp password GOBeeZ command configured.
c. SW2 hasa vtp domain Fred command configured.

d. SW2 has a vtp mode client command configured.

6. Switches SW1 and SW2 connect through an operational trunk. The engineer wants
to use VTP to communicate VLAN configuration changes. The engineer configures
anew VLAN on SW1, VLAN 44, but SW2 does not learn about the new VLAN.
Which of the following configuration settings on SW1 and SW2 would be a potential
root cause why SW2 does not learn about VLAN 44? (Choose two answers.)

VTP domain names of larry and LARRY, respectively
VTP passwords of bob and BOB, respectively
VTP pruning enabled and disabled, respectively

e 0o oo

VTP modes of server and client, respectively
Foundation Topics

VLAN Trunking Protocol (VTP) Concepts

The Cisco-proprietary VLAN Trunking Protocol (VTP) provides a means by which Cisco
switches can exchange VLAN configuration information. In particular, VTP advertises
about the existence of each VLAN based on its VLAN ID and the VLAN name.

This first major section of the chapter discusses the major features of VTP in concept, in
preparation for the VTP implementation (second section) and VTP troubleshooting (third
section).

Basic VTP Operation

Think for a moment about what has to happen in a small network of four switches when
you need to add two new hosts, and to put those hosts in a new VLAN that did not exist
before. Figure 5-1 shows some of the main configuration concepts.

First, remember that for a switch to be able to forward frames in a VLAN, that VLAN
must be defined on that switch. In this case, Step 1 shows the independent configuration
of VLAN 10 on the four switches: the two distribution switches and the two access layer
switches. With the rules discussed in Chapter 1 (which assumed VTP transparent mode, by
the way), all four switches need to be configured with the vlan 10 command.

Step 2 shows the additional step to configure each access port to be in VLAN 10 as per the
design. That is, in addition to creating the VLAN, the individual ports need to be added to
the VLAN, as shown for servers A and B with the switchport access vlan 10 command.
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Figure 5-1 Commands to Add Support for VLAN 10 in a Sample LAN
VTP, when used for its intended purpose, would allow the engineer to create the VLAN
(the vlan 10 command) on one switch only, with VTP then automatically updating the con-
figuration of the other switches.

VTP defines a Layer 2 messaging protocol that the switches can use to exchange VLAN
configuration information. When a switch changes its VLAN configuration—including the
vlan vian-id command—VTP causes all the switches to synchronize their VLAN configura-
tion to include the same VLAN IDs and VLAN names. The process is somewhat like a rout-
ing protocol, with each switch sending periodic VTP messages. However, routing protocols
advertise information about the IP network, whereas VTP advertises VLAN configuration.

Figure 5-2 shows one example of how VTP works in the same scenario used for Figure 5-1.
Figure 5-2 starts with the need for a new VLAN 10, and two servers to be added to that
VLAN. At Step 1, the network engineer creates the VLAN with the vlan 10 command on
switch SW1. SW1 then uses VTP to advertise that new VLAN configuration to the other
switches, as shown at Step 2; note that the other three switches do not need to be config-
ured with the vlan 10 command. At Step 3, the network engineer still must configure the
access ports with the switchport access vlan 10 command, because VTP does not adver-
tise the interface and access VLAN configuration.

VTP advertises the vlan vlan-id command, the name vian-name subcommand, and several
VTP-specific commands. Of particular importance, note that VTP does not advertise the
command that associates an access port with a particular VLAN (switchport access vlan
vilan-id), so those still need to be configured on the individual switches.

Also, for historical reasons, VTP limits VTP servers and clients to use VLANSs 1 through
1005. This range of VLAN IDs is known as standard range VLANS, and includes VLAN 1,
which is the default access VLAN and the default native VLAN on each port. The standard
range ends with four reserved VLANS, 1002-1005, which are reserved for historical rea-
sons. VTP servers can then configure any of the other standard range VLAN IDs (2-1001)
and advertise those.

Answers to the “Do | Know This Already?” quiz:
1B,C2C3A, D4AB5B,C6A,B
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Figure 5-2 Distributing the vlan 10 Command with VTP

Note that switches in VTP transparent mode, or a switch that has disabled VTP, can config-
ure and use extended range VLANSs, which in 1OS switches extends the VLAN ID range up
to 4094.

Synchronizing the VTP Database

To use VTP to announce and/or learn VLAN configuration information, a switch must

use either VTP server mode or client mode. The third VIP mode, transparent mode,
tells a switch to not learn VLAN configuration and to not advertise VLAN configuration,
effectively making a VTP transparent mode switch act as if it were not there, at least for the
purposes of VTP. This next topic works through the mechanisms used by switches acting as
either VTP server or client.

VTP servers allow the network engineer to create VLANs (and other related commands)
from the CLI, whereas VTP clients do not allow the network engineer to create VLANS.
You have seen many instances of the vlan vlan-id command at this point in your study,
the command that creates a new VLAN in a switch. VTP servers are allowed to continue to
use this command to create VLANS, but switches placed in VTP client mode reject the vlan
vlan-id command, because VTP client switches cannot create VLANS.

With that main difference in mind, VTP servers allow the creation of VLANs (and related
configuration) via the usual commands. The server then advertises that configuration infor-
mation over VLAN trunks. The overall flow works something like this:
1. For each trunk, send VTP messages, and listen to receive them.
2. Check my local VTP parameters versus the VTP parameters announced in the VTP
messages received on a trunk.

3. If the VTP parameters match, attempt to synchronize the VLAN configuration data-
bases between the two switches.

NOTE The name VLAN Trunking Protocol is based on the fact that this protocol works
specifically over VLAN trunks, as noted in item 1 in this list.
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Done correctly, VTP causes all the switches in the same administrative VTP domain—the
set of switches with the same domain name and password—to converge to have the exact
same configuration of VLAN information. Over time, each time the VLAN configuration is
changed on any VTP server, all other switches in the VTP automatically learn of those con-
figuration changes.

VTP does not think of the VLAN configuration as lots of small pieces of information, but
rather as one VLAN configuration darabase. The configuration database has a configura-
tion revision number which is incremented by 1 each time a server changes the VLAN con-
figuration. The VTP synchronization process hinges on the idea of making sure each switch
uses the VLAN configuration database that has the best (highest) revision number.

Figure 5-3 begins an example that demonstrates how the VLAN configuration database revi-
sion numbers work. At the beginning of the example, all the switches have converged to use
the VLAN database that uses revision number 3. The example then shows:

1. The network engineer defines a new VLAN with the vlan 10 command on switch
SW1.

2. SW1,a VTP server, changes the VTP revision number for its own VLAN configura-
tion database from 3 to 4.

3. SW1 sends VTP messages over the VLAN trunk to SW2 to begin the process of tell-
ing SW2 about the new VTP revision number for the VLAN configuration database.

= lan 10
(] @ver

=
‘ @Rev.+1=4

®
= =y =y =
-’— [ Sw2 | ’— | sw3 | ’— | sw4 | ’

Rev. =3 Rev. =3 Rev. =3 Rev. =3

Figure 5-3 Adding VLAN 10 at Switch SW1, Starting with All ar Revision Number 3

At this point, only switch SW1 has the best VLAN configuration database with the high-
est revision number (4). Figure 5-4 shows the next few steps, picking up the process where
Figure 5-3 stopped. Upon receiving the VTP messages from SW1, as shown in Step 3 of
Figure 5-3, at Step 4 in Figure 5-4, SW2 starts using that new LAN database. Step 5 empha-
sizes the fact that as a result, SW2 now knows about VLAN 10. SW2 then sends VTP mes-
sages over the trunk to the next switch, SW3 (Step 6).

With VTP working correctly on all four switches, all the switches will eventually use the
exact same configuration, with VTP revision number 4, as advertised with VTP.

Figure 5-4 also shows a great example of one key similarity between VTP clients and serv-
ers: both will learn and update their VLAN database from VTP messages received from
another switch. Note that the process shown in Figures 5-3 and 5-4 works the same whether
switches SW2, SW3, and SW4 are VTP clients or servers, in any combination. In this scenar-
io, the only switch that must be a VTP server is switch SW1, where the vlan 10 command
was configured; a VTP client would have rejected the command.
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For instance, in Figure 5-5, imagine switches SW2 and SW+4 were VTP clients, but switch
SW3 was a VTP server. With the same scenario discussed in Figures 5-3 and 5-4, the new
VLAN configuration database is propagated just as described in those earlier figures, with
SW?2 (client), SW3 (server), and SW4 (client) all learning of and using the new database with
revision number 4.

Server Client Server Client
(Required)

y.— yV—1y-—— y.—
-’ [ SW3 | S S\WV4 | SW4

Rev. =4 Rev. =4 Rev. =4 Rev. =4
vlan 10 vlan 10 vlan 10 vlan 10
(Configured) (Learned) (Learned) (Learned)

Figure 5-5 Strable Srate, VTP Revision Number 4, All Switches Know VLAN 10

NOTE The complete process by which a server changes the VLAN configuration and all
VTP switches learn the new configuration, resulting in all switches knowing the same VLAN
IDs and name, is called VTP synchronization.

After VTP synchronization is completed, VTP servers and clients also send periodic VTP
messages every 5 minutes. If nothing changes, the messages keep listing the same VLAN
database revision number, and no changes occur. Then when the configuration changes in
one of the VTP servers, that switch increments its VIP revision number by 1, and its next
VTP messages announce a new VTP revision number, so that the entire VTP domain (clients
and servers) synchronize to use the new VLAN database.

Requirements for VTP to Work Between Two Switches
When a VTP client or server connects to another VTP client or server switch, Cisco I0S
requires that the following three facts be true before the two switches will process VTP
messages received from the neighboring switch:
m The link between the switches must be operating as a VLAN trunk (ISL or 802.1Q).
B The two switches’ case-sensitive VTP domain name must match.

m If configured on at least one of the switches, both switches must have configured the
same case-sensitive VTP password.
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The VTP domain name provides a design tool by which engineers can create multiple
groups of VTP switches, called VTP domains, whose VLAN configurations are autono-
mous. To do so, the engineer can configure one set of switches in one VTP domain and
another set in another VTP domain. Switches in one domain will ignore VTP messages from
switches in the other domain, and vice versa.

The VTP password mechanism provides a means by which a switch can prevent malicious
attackers from forcing a switch to change its VLAN configuration. The password itself is
never transmitted in clear text.

VTP Version 1 Versus Version 2

Cisco supports three VTP versions, aptly numbered versions 1, 2, and 3. Interestingly, the
current ICND2/CCNA exam topics mention versions 1 and 2 specifically, but omit version
3. Version 3 adds more capabilities and features beyond versions 1 and 2, and as a result is
a little more complex. Versions 1 and 2 are relatively similar, with version 2 updating ver-
sion 1 to provide some specific feature updates. For example, version 2 added support for a
type of LAN called Token Ring, but Token Ring is no longer even found in Cisco’s product
line.

For the purposes of configuring, verifying, and troubleshooting VTP today, versions 1 and
2 have no meaningful difference. For instance, two switches can be configured as VTP serv-
ers, one using VTP version 1 and one using VTP version 2, and they do exchange VTP mes-
sages and learn from each other.

The one difference between VTP versions 1 and 2 that might matter has to do with the
behavior of a VTP transparent mode switch. By design, VTP transparent mode is meant to
allow a switch to be configured to not synchronize with other switches, but to also pass the
VTP messages to VTP servers and clients. That is, the transparent mode switch is transparent
to the intended purpose of VTP: servers and clients synchronizing. One of the requirements
for transparent mode switches to forward the VTP messages sent by servers and clients is
that the VTP versions must match.

VTP Pruning

By default, Cisco IOS on LAN switches allows frames in all configured VLANS to be passed
over a trunk. Switches flood broadcasts (and unknown destination unicasts) in each active
VLAN out these trunks.

However, using VTP can cause too much flooded traffic to flow into parts of the network.
VTP advertises any new VLAN configured in a VTP server to the other server and client
switches in the VTP domain. However, when it comes to frame forwarding, there may not
be any need to flood frames to all switches, because some switches may not connect to
devices in a particular VLAN. For example, in a campus LAN with 100 switches, all the
devices in VLAN 50 may exist on only 3 to 4 switches. However, if VTP advertises VLAN
50 to all the switches, a broadcast in VLAN 50 could be flooded to all 100 switches.

One solution to manage the flow of broadcasts is to manually configure the allowed VLAN
lists on the various VLAN trunks. However, doing so requires a manual configuration pro-
cess. A better option might be to allow VTP to dynamically determine which switches do
not have access ports in each VLAN, and prune (remove) those VLANSs from the appropri-
ate trunks to limit flooding. VTP pruning simply means that the appropriate switch trunk
interfaces do not flood frames in that VLAN.
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NOTE The section “Mismatched Supported VLAN List on Trunks” in Chapter 4, “LAN
Troubleshooting,” discusses the various reasons why a switch trunk does not forward frames
in a VLAN, including the allowed VLAN list. That section also briefly references VTP
pruning.

Figure 5-6 shows an example of VTP pruning, showing a design that makes the VTP pruning
feature more obvious. In this figure, two VLANSs are used: 10 and 20. However, only switch
SW1 has access ports in VLAN 10, and only switches SW2 and SW3 have access ports in
VLAN 20. With this design, a frame in VLAN 20 does not need to be flooded to the left to
switch SW1, and a frame in VLAN 10 does not need to be flooded to the right to switches
SW?2 and SW3.

@ VTP

No VLAN 20 Ports on the Ly
—| Left—You Should Prune!

= w LY =

VLAN 10 ﬂ @ Remove 20 ’
From GO/2 Trunk VLAN 20
y y-
=i =i =i
=

Figure 5-6 VTP Pruning Example
Figure 5-6 shows two steps that result in VTP pruning VLAN 10 from SW2’s G0/2 trunk:
Step 1. SW1 knows about VLAN 20 from VTP, but switch SW1 does not have access

ports in VLAN 20. So SW1 announces to SW2 that SW1 would like to prune
VLAN 20, so that SW1 no longer receives data frames in VLAN 20.

Step 2. VTP on switch SW2 prunes VLAN 20 from its GO/2 trunk. As a result, SW2
will no longer flood VLAN 20 frames out trunk G0/2 to SW1.

VTP pruning increases the available bandwidth by restricting flooded traffic. VIP pruning
is one of the two most compelling reasons to use VTP, with the other reason being to make
VLAN configuration easier and more consistent.

Summary of VTP Features

Table 5-2 offers a comparative overview of the three VTP modes.

Key Table 5-2 VTP Features
Topic § Function Server Client Transparent

Only sends VTP messages out ISL or 802.1Q trunks Yes Yes Yes
Allows CLI configuration of VLANSs Yes No Yes
Can use normal range VLANS (1-1005) Yes Yes Yes
Can use extended range VLANSs (1006—4095) No No Yes
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Function Server Client Transparent

Synchronizes its own config database when receiving VTP Yes Yes No
messages with a higher revision number

Creates and sends periodic VTP updates every 5 minutes Yes Yes No

Does not process received VTP updates, but does forward No No Yes
received VTP updates out other trunks

VTP Configuration and Verification

VTP configuration requires only a few simple steps, but VIP has the power to cause signifi-
cant problems, either by accidental poor configuration choices or by malicious attacks. This
second major section of the chapter focuses on configuring VTP correctly and verifying its
operation. The third major section then looks at troubleshooting VTP, which includes being
careful to avoid harmful scenarios.

Using VTP: Configuring Servers and Clients

Before configuring VTP, the network engineer needs to make some choices. In particular,
assuming that the engineer wants to make use of VTP’s features, the engineer needs to
decide which switches will be in the same VTP domain, meaning that these switches will
learn VLAN configuration information from each other. The VTP domain name must be
chosen, along with an optional but recommended VTP password. (Both the domain name
and password are case sensitive.) The engineer must also choose which switches will be serv-
ers (usually at least two for redundancy) and which will be clients.

After the planning steps are completed, the following steps can be used to configure VTP:

Step 1.  Use the vtp mode {server | client} command in global configuration mode to
Checklist . . .
enable VTP on the switch as either a server or client.

Step 2.  On both clients and servers, use the vtp domain domain-name command in
global configuration mode to configure the case-sensitive VIP domain name.

Step 3.  (Optional) On both clients and servers, use the vtp password password-
value command in global configuration mode to configure the case-sensitive
password.

Step 4. (Optional) On servers, use the vtp pruning global configuration command to
make the domain-wide VTP pruning choice.

Step 5. (Optional) On both clients and servers, use the vtp version {1 | 2} command in
global configuration mode to tell the local switch whether to use VTP version
1or2.

As a network to use in the upcoming configuration examples, Figure 5-7 shows a LAN with
the current VTP settings on each switch. At the beginning of the example in this section,
both switches have all default VTP configuration: VTP server mode with a null domain
name and password. With these default settings, even if the link between two switches is a
trunk, VTP would still not work.
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VLANSs: 1, 2, 3, 1002-1005 VLANSs: 1, 1002—1005
VTP Mode: Server VTP Mode: Server
VTP Domain: <null> VTP Domain: <null>
VTP Password: <null> VTP Password: <null>
VTP Revision: 5 VTP Revision: 1
g? GO/t Trunk GO/2 g?
SWi1 SW2
IP Address: 192.168.1.105 IP Address: 192.168.1.106

Figure 5-7 Beginning Settings for VTP Example

Per the figure, the switches do have some related configuration beyond the VTP configu-
ration. SW1 has been configured to know about two additional VLANs (VLAN 2 and 3).
Additionally, both switches have been configured with IP addresses—a fact that will be use-
ful in upcoming show command output.

To move toward using VTP in these switches, and synchronizing their VLAN configuration
databases, Figure 5-8 repeats Figure 5-7, but with some new configuration settings in bold
text. Note that both switches now use the same VTP domain name and password. Switch
SW1 remains at the default setting of being a VTP server, while switch SW2 is now config-
ured to be a VTP client. Now, with matching VTP domain and password, and with a trunk
between the two switches, the two switches will use VTP successfully.

VLANSs: 1, 2, 3, 1002-1005 VLANSs: 1, 1002—1005
VTP Mode: Server VTP Mode: Client
VTP Domain: Freds-domain VTP Domain: Freds-domain
VTP Password: Freds-password VTP Password: Freds-password
VTP Revision: 5 VTP Revision: 1
g? GO/t Trunk GO/2 g?
SWi1 SW2
IP Address: 192.168.1.105 IP Address: 192.168.1.106

Figure 5-8 New VTP Configuration Settings Planned for Example 5-1

Example 5-1 shows the configuration shown in Figure 5-8 as added to each switch.

Example 5-1 Basic VTP Client and Server Configuration

! IOS generates at least one informational message after each VTP command listed
! below. Those lines are not added as text by the author; they are generated by IOS.

SW1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW1 (config)# wvtp mode server

Setting device to VTP SERVER mode

SW1 (config) # vtp domain Freds-domain

Changing VTP domain name from NULL to Freds-domain

SW1 (config)# vtp password Freds-password

Setting device VLAN database password to Freds-password
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SW1 (config)# vtp pruning
Pruning switched on

SW1 (config)# "2

! Switching to SW2 now

SW2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2 (config)# vtp mode client

Setting device to VTP CLIENT mode.

SW2 (config) # vtp domain Freds-domain

Domain name already set to Freds-domain.

SW2 (config) # vtp password Freds-password

Setting device VLAN database password to Freds-password
SW2 (config)# "z

Make sure and take the time to work through the configuration commands on both switch-
es. The domain name and password, case-sensitive, match. Also, SW2, as client, does not
need the vtp pruning command, because the VTP server dictates to the domain whether or

not pruning is used throughout the domain. (Note that all VTP servers should be configured
with the same VTP pruning setting.)

Verifying Switches Synchronized Databases

Configuring VTP takes only a little work, as shown in Example 5-1. Most of the interest-
ing activity with VTP happens in what it learns dynamically, and how VTP accomplishes
that learning. For instance, Figure 5-7 showed the switch SW1 had revision number 5 for
its VLAN configuration database, while SW2’s was revision 1. Once configured as shown in

Example 5-1, the following logic happened through an exchange of VTP messages between
SW1 and SW2:

SW1 and SW2 exchanged VTP messages.

SW?2 realized that its own revision number (1) was lower (worse) than SW1’s revision
number 5.

3. SW2 received a copy of SW1’s VLAN database and updated SW2’s own VLAN (and
related) configuration.

4. SW2’s revision number also updated to revision number 5.

To confirm that two neighboring switches synchronized their VLAN database, use the
show vtp status command. Example 5-2 shows this command first on switch SW2, which
had a lower revision number (1) at the start of the example, so it should have synchronized
its VLAN configuration database with switch SW1. The example shows the output of the
show vtp status command first on switch SW2, and then from switch SW1.

Example 5-2 Demonstrating the Switch SW2’s VLAN Database Updated to Revision 5

! First, the output from SW2, the VTP Client, formerly revision 1, now revision 5
SW2# show vtp status

VTP Version capable : 1 to 3

VTP version running 1

VTP Domain Name : Freds-domain
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VTP Pruning Mode : Enabled
VTP Traps Generation : Disabled
Device ID : bcc4.938b.al80

Configuration last modified by 192.168.1.105 at 2-21-16 11:45:33

Local updater ID is 192.168.1.105 on interface V11l (lowest numbered VLAN interface
found)

Feature VLAN:

VTP Operating Mode : Client

Maximum VLANs supported locally : 1005

Number of existing VLANS 2 7

Configuration Revision 3 5

MD5 digest : OxF3 0x07 0x44 OxA4 OxDE 0x82 0xCD 0xBO

Ox9E O0x8F 0x0B 0xD1 OxFD OxE7 OxE7 0xB3

! Switching to SW1 now; all highlighted items match switch SW2

! Back on SW1l, the output below confirms the same revision number as SW2, meaning
! that the two switches have synchronized their VLAN databases.

SW1# show vtp status

VTP Version capable : 1 to 3

VTP version running 1

VTP Domain Name : Freds-domain
VTP Pruning Mode : Enabled

VTP Traps Generation : Disabled
Device ID : bcc4.938b.e500

Configuration last modified by 192.168.1.105 at 2-21-16 11:45:33

Local updater ID is 192.168.1.105 on interface V11l (lowest numbered VLAN interface
found)

Feature VLAN:

VTP Operating Mode : Server

Maximum VLANs supported locally : 1005

Number of existing VLANs 2 7

Configuration Revision s 5

MD5 digest : OxXF3 0x07 0x44 0xA4 OxDE 0x82 0xCD 0xBO

0x9E O0x8F 0x0B 0xD1 OxFD OxE7 OxE7 0xB3
SW1# show vtp password

VTP Password: Freds-password

The example shows two facts that confirm that the two switches have synchronized to use
the same VLAN configuration database due to VTP:

m The highlighted line that states “Configuration last modified by...” lists the same IP
address and timestamp. Both SW1 and SW2 list the exact same switch, with address
192.168.1.105. (Per Figure 5-8, 192.168.1.105 is switch SW1.) Also, note the text on
SW1 lists “Local updater ID is 192.168.1.105...” which means that the local switch (SW1)
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is 192.168.1.105. The fact that both switches list the same IP address and timestamp con-
firm that they use the same database, in this case as supplied by 192.168.1.105, which is
switch SW1.

m The “Configuration Revision” of 5 listed by both switches also confirms that they both
use the same VLAN database.

NOTE Using NTP along with VTP can be useful so that the timestamps in the show vtp
status command on neighboring switches have the same time listed.

Beyond those two key facts, the show vtp status command shows several key pieces
of information that must match on two neighboring switches before they can succeed at
exchanging their database. As highlighted only in switch SW1’s output in Example 5-2:
m Both use the same domain name (Freds-domain).

m Both have the same MD5 digest.

Note that while it is a good practice to set the switches to all use either version 1 or version
2, mismatched versions do not prevent VTP servers and clients from exchanging VTP con-
figuration databases.

The last item in the list, about the MD5 hash, needs a little further explanation. VTP on a
switch takes the domain name and the VTP password and applies MD5 to create an MD5
digest, as displayed in the show vtp status command’s output. If either the domain name
or password does not match, the MD5 digests will not match, and the two switches will not
exchange VLAN configuration with VTP. (Note that the end of Example 5-2 lists a sample
show vtp password command, which lists the clear text VIP password.)

Any command that lists the VLANSs known to a switch can also confirm that VTP worked.
Once a VTP client or server learns a new VLAN configuration database from a neighbor, its
list of VLANSs should be identical to that of the neighbor.

For instance, with the configuration suggested in Figure 5-8, as shown in Example 5-1, VTP
server SW1 began with VLANSs 1, 2, 3 and default VLANs 1002-1005, while switch SW2
only knew about the default VLANSs: 1 and 1002-1005. Example 5-3 lists the output of
show vlan brief on switch SW2, confirming that it now also knows about VLANSs 2 and 3.
Note that switch SW2 also learned the names of the VLANSs, not just the VLAN IDs.

Example 5-3 Swirch SW2 Now Knows About VLANs 2 and 3

SW2# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/l11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

Gio/1
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Key

Key

2 Freds-vlan active
E VLAN0003 active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Storing the VTP and Related Configuration

Interestingly, even though VTP synchronizes VLAN and VTP configuration, you cannot
just issue a show running-config command to discover if a switch has synchronized its
VLAN configuration database. VTP does not place the configuration commands into the
running-config or startup-config file of the VTP server or client. Instead, VTP server and cli-
ent mode switches store the vtp configuration commands, and some VLAN configuration
commands, in the vlan.dat file in flash. To verify these configuration commands and their
settings, use the show vtp status and show vlan commands.

Figure 5-9 shows an example. It shows three key VIP commands (vtp mode, vtp domain,
and vtp password), plus a vlan 10 command that creates VLAN 10. It also shows the
switchport access vlan 10 interface subcommand for contrast. Of these, on a VTP server
or client, only the switchport access vlan 10 command would be part of the running-
config or startup-config file.

Running-config VLAN.dat
Assign VLAN to Interface VLAN Commands
switchport access vlan x vlan x

name vlan-name

VTP Commands
vtp domain domain-name
vtp mode server
vtp password password

Figure 5-9 Where VTP Stores Configuration: VTP Client and Server

There is no equivalent of a show running-config command to display the contents of the
vlan.dat file. Instead, you have to use various show vtp and show vlan commands to view
information about VLANs and VTP. For reference, Table 5-3 lists the VLAN-related con-
figuration commands, the location in which a VTP server or client stores the commands, and
how to view the settings for the commands.

Table 5-3 Where VTP Clients and Servers Store VLAN-Related Configuration

Configuration Command Where Stored How to View

vtp domain vlan.dat show vtp status
vtp mode vlan.dat show vtp status
vtp password vlan.dat show vtp password
vtp pruning vlan.dat show vtp status
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Configuration Command Where Stored How to View

vlan vian-id vlan.dat show vlan [brief]
name vian-name vlan.dat show vlan [brief]
[no] shutdown vlan vian-id running-config | show vlan [brief]

switchport access vlan vian-id running-config | show running-config, show
interfaces switchport

switchport voice vlan vian-id running-config | show running-config, show
interfaces switchport

Note that switches using VTP transparent mode (vtp mode transparent), or with VTP dis-
abled (vtp mode off), store all the commands listed in Table 5-3 in the running-config and
startup-config files.

An interesting side effect of how VTP stores configuration is that when you use a VTP client
or server switch in a lab, and you want to remove all the configuration to start with a clean
switch with all default VTP and VLAN configuration, you must issue more than the erase
startup-config command. If you only erase the startup-config and reload the switch, the
switch remembers all VLAN config and VTP configuration that is instead stored in the
vlan.dat file in flash. To remove those configuration details before reloading a switch, you
would have to delete the vlan.dat file in flash with a command such as delete flash:vlan.dat.

Avoiding Using VTP
For most of the history of VTP, one option existed for avoiding using VTP: using VTP

transparent mode. That is, each switch technically had to use VTP in one of three modes
(server, client, or transparent).

In transparent mode, a switch never updates its VLAN database based on a received VTP
message, and never causes other switches to update their databases based on the transparent
mode switch’s VLAN database. The only VTP action performed by the switch is to forward
VTP messages received on one trunk out all the other trunks, which allows other VTP cli-
ents and servers to work correctly.

Configuring VTP transparent mode is simple: Just issue the vtp mode transparent com-
mand in global configuration mode.

Cisco eventually added an option to disable VTP altogether, with the vtp mode off global
command. Note that one key difference exists versus using transparent mode: switches
using vtp mode off do not forward VTP messages. In short, if you want a switch to ignore
VTP, but forward VTP message from other switches, use transparent mode. If you want a
switch to ignore VTP, including not forwarding any VTP messages, disable VTP.

VTP Troubleshooting

Troubleshooting VTP can be both simple and tricky at the same time. To troubleshoot
issues in which VTP fails to cause synchronization to happen, you just have to work a short
checklist, find the configuration or status issue, and solve the problem. From the complete
opposite direction, VTP can cause synchronization, but with bad results, using the wrong
switch’s VLAN database. This last section looks at the straightforward case of troubleshoot-
ing why VTP does not synchronize, as well as a few cases as to the dangers of VIP synchro-
nizing with unfortunate results.
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Determining Why VTP Is Not Synchronizing

VTP troubleshooting can be broken down a pair of neighboring switches at a time. For any
VTP domain, with a number of switches, find any two neighboring switches. Then trouble-
shoot to discover whether those two switches fail to meet the requirements to allow VTP
to synchronize, and then fix the problem. Then work through every pair until VTP works
throughout the VTP domain.

The troubleshooting process must begin with some basics. You need to learn about the
LAN topology to then find and choose some neighboring switches to investigate. Then you
need to determine whether the neighbors have synchronized or not, mainly by checking
their list of VLANS, or by looking at information in the show vtp status command. For
any pair of neighboring switches that have not synchronized, work through the list of con-
figuration settings until the problem is fixed.

The following list details a good process to find VIP configuration problems, organized
into a list for easier study and reference.

Key Step 1.  Confirm the switch names, topology (including which interfaces connect which
Topic switches), and switch VTP modes.

Step 2.  Identify sets of two neighboring switches that should be either VTP clients or
servers whose VLAN databases differ with the show vlan command.

Step 3.  On each pair of two neighboring switches whose databases differ, verify the
following:

A.  Because VTP messages only flow over trunks, at least one operational
trunk should exist between the two switches (use the show interfaces
trunk, show interfaces switchport, or show cdp neighbors command).

B. The switches must have the same (case-sensitive) VIP domain name
(show vtp status).

C. If configured, the switches must have the same (case-sensitive) VTP
password (show vtp password).

D. The MD5 digest should be the same, as evidence that both the domain
name and any configured passwords are the same on both switches
(show vtp status).

E.  While VTP pruning should be enabled or disabled on all servers in the
same domain, having two servers configured with opposite pruning set-
tings does not prevent the synchronization process.

Step 4. For each pair of switches identified in Step 3, solve the problem by either trou-
bleshooting the trunking problem or reconfiguring a switch to correctly match
the domain name or password.

VTP also has a few related commands that you might think would prevent synchronization,
but they do not. Remember these facts about VTP for items that do not cause a problem
for VTP synchronization:

m The VTP pruning setting does not have to match on neighboring switches (even though
in a real VTP network you would likely use the same setting on all switches).
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m The VTP version does not have to match between two switches that are any combination
of VTP server and client for neighboring switches to synchronize.

B When deciding if VTP has synchronized, note that the administrative status of a VLAN
(per the shutdown vlan vian-id global configuration command and the shutdown
command in VLAN configuration mode) is not communicated by VTP. So two neighbor-
ing switches can know about the same VLAN, with that VLAN shut down on one switch
and active on the other.

Common Rejections When Configuring VTP

VTP clients cannot configure VLANS at all, to either add them, delete them, or name them.
VTP servers (when using VTP versions 1 and 2) have the restriction of working with stan-
dard number VLANSs only. This next short topic looks at the error messages shown when
you attempt to add those VLANSs in spite of what the chapter claims is allowed, just so you
know what the error message looks like.

Example 5-4 shows some output on a switch (SW3) that is a VTP client. Focus first on the
rejection of the vlan 200 command. The result is clear and obvious: The user issued the
vlan 200 command, and IOS lists an error message about the switch being a VTP client.

Example 5-4 Artempting vlan Commands on VTP Clients and Servers

SW3# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW3 (config)# vlan 200

VTP VLAN configuration not allowed when device is in CLIENT mode.
SW3 (config)# vlan 2000

SW3 (config-vlan)# exit

% Failed to create VLANs 2000

Extended VLAN(s) not allowed in current VTP mode.

%$Failed to commit extended VLAN(s) changes.

SW3 (config) #

The second half of the example shows a couple of oddities. First, the vlan 200 command is
immediately rejected. Second, the vlan 2000 command is also rejected, but not immediate-
ly. IOS, in an odd twist of logic, does not actually try and add the configuration of extend-
ed mode VLANS until the user exits VLAN configuration mode. Once the exit command
was issued, 10S issued the three highlighted error messages—all messages that confirm in
some way that the VLAN 2000 was not created.

Note that on a VTP server, the vlan 200 command would have been accepted but the vlan
2000 command would have been rejected, with the same process as shown in the example.

Problems When Adding Switches to a Network

VTP can be running just fine for months, and then one day, the help desk receives a rash of
calls describing cases in which large groups of users can no longer use the network. After
further examination, it appears that most every VLAN in the campus has been deleted. The
switches still have many interfaces with switchport access vlan commands that refer to
the now-deleted VLANs. None of the devices on those now-deleted VLANs work, because
Cisco switches do not forward frames for nonexistent VLANS.
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VTP can cause the kind of pervasive LAN problems described in that previous paragraph, so
you have to be careful when using VTP. This kind of problem can occur when a new switch
is connected to an existing network. Whether this problem happens by accident or as a
denial of service (DoS) attack, the root cause is this:

When two neighboring switches first connect with a trunk, and they also meet all the
requirements to synchronize with VTP, the switch with the lower revision number accepts
the VLAN database from the neighbor with the higher revision number.

Note in particular that the preceding statement says nothing about which switch is the
server or client, or which switch is the older production switch versus the newly added
switch. That is, no matter whether a server has the higher revision number or the client does,
the two switches converge to both use the VLAN database with the higher revision number.
There is no logic about which switch might be client or server, or which switch is the new
switch in the network and which is the old established switch.

This VTP behavior of using the higher revision number when connecting new switches has
some pretty powerful implications. For instance, consider the following scenario: Someone
is studying for the CCNA R&S exam, using the equipment in the small lab room at work.
The lab has a couple of LAN switches isolated from the production network—that is, the
switches have no links even cabled to the production network. But because the engineer
knows the VTP domain name and password used in production, when configuring in the
lab, the engineer uses that same VTP domain name and password. That causes no problems
(yet), because the lab switches do not even connect to the production network. (In real life,
use a different VTP domain name and password in your lab gear)

This same engineer continues CCNA studying and testing in the lab, making lots of changes
to the VLAN configuration. Each change kicks the VLAN configuration database revision
number up by 1. Eventually, the lab switches have a high VTP configuration revision num-
ber, so high that the number is higher than that of the production switches. But the lab is
still isolated, so there is still no problem.

Do you see the danger? All that has to happen now is for someone to connect a link from

a lab switch to a production switch and make it trunk. For instance, imagine now that some
other engineer decides to do some testing in the lab and does not think to check the VTP
status on the lab switches versus the production switches. That second engineer walks

into the lab and connects the lab switches to the production network. The link negotiates
trunking...VTP synchronizes between a lab switch and a production switch...and those two
switches discover that the lab switch’s configuration database has a higher revision number.
At this point, VTP is now happily doing its job, synchronizing the VLAN configuration
database, but unfortunately, VTP is distributing the lab’s VLAN configuration, deleting pro-
duction VLANS.

In real life, you have several ways to help reduce the chance of such problems when install-
ing a new switch to an existing VTP domain. In particular, before connecting a new switch
to an existing VIP domain, reset the new switch’s VTP revision number to 0 by either of
the following methods:

m Configure the new switch for VTP transparent mode and then back to VTP client or
server mode.

m Erase the new switch’s vlan.dat file in flash and reload the switch. (The vlan.dat file con-
tains the switch’s VLAN database, including the revision number.)
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Besides the suggestion of resetting the VLAN database revision number before installing a
new switch, a couple of other good VTP conventions, called best practices, can help avoid
some of the pitfalls of VTP:

Key m If you do not intend to use VTP, configure each switch to use transparent mode (vtp
Topic mode transparent) or off mode (vtp mode off).

m If using VTP server or client mode, always use a VTP password. That way a switch that
uses default settings (server mode, with no password set) will not accidentally overwrite
the production VLAN database if connected to the production network with a trunk.

B In alab, if using VTP, always use a different domain name and password than you use in
production.

m Disable trunking with the switchport mode access and switchport nonegotiate com-
mands on all interfaces except known trunks, preventing VTP attacks by preventing the
dynamic establishment of trunks.

It is possible that an attacker might attempt a DoS attack using VTP. Preventing the negotia-
tion of trunking on most ports can greatly reduce the attacker’s opportunities to even try.
Also, with a VTP password set on all switches, even if the attacker manages to get trunking
working between the attacker’s switch and a production switch, the attacker would then
have to know the password to do any harm. And of course, either using transparent mode
or disabling VTP completely removes the risk.

Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book, DVD, or interactive tools for the
same material found on the book’s companion website. Refer to the “Your Study Plan” ele-
ment for more details. Table 5-4 outlines the key review elements and where you can find
them. To better track your study progress, record when you completed these activities in
the second column.

Table 5-4 Chapter Review Tracking

Review Element Review Date(s) Resource Used
Review key topics Book, DVD/website
Review key terms Book, DVD/website
Answer DIKTA questions Book, PCPT

Do labs Blog

Review memory tables DVD/website
Review config checklists Book, DVD/website
Review command tables Book
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Review All the Key Topics
Table 5-5 Key Topics for Chapter 5

Key Topic Description Page
Element Number
List Requirements for VTP to work between two switches 126
Table 5-2 | VTP features summary 128
Figure 5-9 | Description of where VTP client and server switches store configuration | 134
Table 5-3 | List of commands and where a VTP client and server store those 134
commands
List Troubleshooting checklist for VTP 136
List VTP best practices 139

Key Terms You Should Know

VLAN configuration database, configuration revision number, vlan.dat, VTP, VTP client
mode, VTP pruning, VTP server mode, VTP transparent mode, VTP synchronization

Command References

Tables 5-6 and 5-7 list configuration and verification commands used in this chapter, respec-
tively. As an easy review exercise, cover the left column in a table, read the right column,
and try to recall the command without looking. Then repeat the exercise, covering the right
column, and try to recall what the command does.

Table 5-6 Chapter 5 Configuration Command Reference

Command Description

vtp domain domain-
name

Global config command that defines the VTP domain name

vtp password
password

Global config command that defines the VTP password

vtp mode {server |
client | transparent |
off}

Global config command that defines the VTP mode

vtp version {1 | 2}

Global config command that sets the VTP version

[no] vtp pruning

Global config command that tells the VTP server to tell all
switches to use VTP pruning

[no] shutdown vlan
vlan-id

Global configuration command that administratively disables
(or enables, if using the no option) the listed VLAN on the local
switch only; not propagated by VTP
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Table 5-7 Chapter 5 EXEC Command Reference

Command Description

show vlan [brief | id vian-id | Lists information about the VLAN
name vian-name | summary]|

show vlan [vian] Displays VLAN information

show vtp status Lists VTP configuration and status information

show vtp password Lists the current VTP password on the local switch




Miscellaneous LAN Topics

This chapter covers the following exam topics:

1.0 LAN Switching Technologies

1.6 Describe the benefits of switch stacking and chassis aggregation
1.7 Describe common access layer threat mitigation techniques
1.7.a 802.1x
1.7.b DHCP snooping

5.0 Infrastructure Maintenance
5.4 Describe device management using AAA with TACACS+ and RADIUS

Between this book and the ICND1 100-105 Cert Guide, 14 chapters have been devoted to
topics specific to LANs. This chapter is the last of those chapters. This chapter completes

the LAN-specific discussion with a few small topics that just do not fit neatly in the other

chapters.

The chapter begins with three security topics. The first section addresses IEEE 802.1x,
which defines a mechanism to secure user access to a LAN by requiring the user to supply a
username and password before a switch allows the device’s sent frames into the LAN. This
tool helps secure the network against attackers gaining access to the network. The second
section, “AAA Authentication,” discusses network device security, protecting router and
switch CLI access by requiring username/password login with an external authentication
server. The third section, “DHCP Snooping,” explores how switches can prevent security
attacks that take advantage of DHCP messages and functions. By watching DHCP messages,
noticing when they are used in abnormal ways not normally done with DHCP, DHCP can
prevent attacks by simply filtering certain DHCP messages.

The final of the four major sections in this chapter looks at two similar design tools that
make multiple switches act like one switch: switch stacking and chassis aggregation. Switch
stacking allows a set of similar switches that sit near to each other (in the same wiring closet,
typically in the same part of the same rack) to be cabled together and then act like a single
switch. Using a switch stack greatly reduces the amount of work to manage the switch, and
it reduces the overhead of control and management protocols used in the network. Switch
chassis aggregation has many of the same benefits, but is supported more often as a dis-
tribution or core switch feature, with switch stacking as a more typical access layer switch
feature.

All four sections of this chapter have a matching exam topic that uses the verb “describe,”
so this chapter touches on the basic descriptions of a tool, rather than deep configuration.
A few of the topics will show some configuration as a means to describe the topic, but the
chapter is meant to help you come away with an understanding of the fundamentals, rather
than an ability to configure the features.



“Do | Know This Already?” Quiz

Take the quiz (either here, or use the PCPT software) if you want to use the score to help
you decide how much time to spend on this chapter. The answers are at the bottom of the
page following the quiz, and the explanations are in DVD Appendix C and in the PCPT
software.

Table 6-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions
Securing Access with IEEE 802.1x 1

AAA Authentication 2

DHCP Snooping 3-4
Switch Stacking and Chassis Aggregation 5

1. With IEEE 802.1x, which role does a LAN switch typically play?
a. Authentication server
b. Supplicant
c. Translator

d. Authenticator

2. Which of the following answers is true of TACACS+ but not true of RADIUS?
a. The protocol encrypts the password for transmission.
b. Uses UDP as the transport protocol.

c. Supports ability to authorize different users to use different subsets of CLI
commands.

d. Defined by an RFC.

3. An engineer hears about DHCP snooping and decides to implement it. The network
includes devices that act primarily as Layer 2 switches, multilayer switches (that is,
they perform both Layer 2 and Layer 3 switching), and routers. Which of the follow-

ing are the devices on which DHCP snooping could be implemented? (Choose two
answers.)

a. Layer 2 switches

b. Routers

c. Multilayer switches
d. ALAN hub
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4. Layer 2 switch SW2 connects to several devices: a Layer 2 switch (SW1), a router, a
DHCP server, and three PCs (PC1, PC2, and PC3). All PCs are expected to use DHCP
to lease their IP addresses. A network engineer implements DHCP snooping on switch
SW2. Unknown to the engineer, a malicious attacker is using PC3. Which of the fol-
lowing is the most likely DHCP snooping trust state configuration on SW2 for the
ports connected to the listed devices? (Choose two answers.)

a. The port connected to the router is untrusted.
b. The port connected to switch SW1 is trusted.
c. The port connected to PC1 is untrusted.

d. The port connected to PC3 is trusted.

5. A network engineer takes four 2960-X switches and creates a switch stack using
either FlexStack or FlexStack-Plus stacking from Cisco. Now consider data plane
functions, such as frame forwarding; control plane functions, such as STP and VTP;
and management plane functions, such as Telnet and SSH support. Once the stack
is cabled and working, which of the following is true about how the stack of four
switches works?

a. The stack acts as one switch for data plane functions, and separate switches for
control and management plane functions.

b. The stack acts as one switch for data plane and control plane functions, and sepa-
rate switches for management plane functions.

c. The stack acts as one switch for data plane, control plane, and management plane
functions.

d. The stack does not act as one switch for data, control, or management plane
functions, instead providing backup uplinks if all of one switch’s uplinks fail.

Foundation Topics

Securing Access with IEEE 802.1x

In some enterprise LANs, the LAN is built with cables run to each desk, in every cubicle
and every office. When you move to a new space, all you have to do is connect a short
patch cable from your PC to the RJ-45 socket on the wall and you are connected to the
network. Once booted, your PC can send packets anywhere in the network. Security? That
happens mostly at the devices you try to access, for instance, when you log in to a server.

That previous paragraph is true of how many networks work. That attitude views the net-
work as an open highway between the endpoints in the network, and the network is there
to create connectivity, with high availability, and to make it easy to connect your device.
Those goals are worthy goals. However, making the LAN accessible to anyone, so that any-
one can attempt to connect to servers in the network, allows attackers to connect and then
try and break in to the security that protects the server. That approach may be too insecure.
For instance, any attacker who could gain physical access could plug in his laptop and start
running tools to try to exploit all those servers attached to the internal network.
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Today, many companies secure access to the network. Sure, they begin by creating basic
connectivity: cabling the LAN and connecting cables to all the desks at all the cubicles

and offices. All those ports physically work. But a user cannot just plug in her PC and start
working; she must go through a security process before the LAN switch will allow the user
to send any other messages in the network.

Switches can use IEEE standard 802.1x to secure access to LAN ports. To set up the fea-
ture, the LAN switches must be configured to enable 802.1x. Additionally, the IT staff must
implement an authentication, authorization, and accounting (AAA) server. The AAA server
(commonly pronounced “triple A” server) will keep the usernames and passwords, and when
the user supplies that information, it is the AAA server that determines if what the user
typed was correct or not.

Once implemented, the LAN switch acts as an 802.1x authenticator, as shown in Figure 6-1.
As an 802.1x authenticator, a switch can be configured to enable some ports for 802.1x,
most likely the access ports connected to end users. Enabling a port for 802.1x defines that
when the port first comes up, the switch filters all incoming traffic (other than 802.1x traf-
fic). 802.1x must first authenticate the user that uses that device.

Authenticator
a— y
O /e =
y [
| —] —
— —>
Unplugged Allow Only
802.1x

Figure 6-1 Swirtch as 802.1x Authenticaror, with AAA Server, and PC Not Yet Connected

Note that the switch usually configures access ports that connect to end users with 802.1x,
but does not enable 802.1x on ports connected to IT-controlled devices, such as trunk
ports, or ports connected in parts of the network that are physically more secure.

The 802.1x authentication process works like the flow in Figure 6-2. Once the PC connects
and the port comes up, the switch uses 802.1x messages to ask the PC to supply a user-
name/password. The PC user must then supply that information. For that process to work,
the end-user device must be using an 802.1x client called a supplicant; many OSs include an
802.1x supplicant, so it may just be seen as a part of the OS settings.

At Steps 3 and 4 in Figure 6-2, the switch authenticates the user, to find out if the username
and password combination is legitimate. The switch, acting as 802.1x authenticator, asks the
AAA server if the supplied username and password combo is correct, with the AAA server
answering back. If the username and password were correct, then the switch authorizes the
port. Once authorized, the switch no longer filters incoming messages on that port. If the
username/password check shows that the username/password was incorrect, or the process
fails for any reason, the port remains in an unauthorized state. The user can continue to
retry the attempt.

Answers to the “Do | Know This Already?” quiz:
1D2C3A,C4B,C5C
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Supplicant Authenticator Server
a— y
- i =
SWi1 -
y———

(—' Identify Yourself I:

®
:| User/Password I—) @

:| User/Password I—)

(—' Authorized! I:

Figure 6-2 Generic 802.1x Authentication Flows

Figure 6-3 rounds out this topic by showing an example of one key protocol used by
802.1x: Extensible Authentication Protocol (EAP). The switch (the authenticator) uses
RADIUS between itself and the AAA server, which itself uses IP and UDP. However,
802.1x, an Ethernet protocol, does not use IP or UDP. But 802.1x wants to exchange some
authentication information all the way to the RADIUS AAA server. The solution is to use
EAP, as shown in Figure 6-3.

Ke Authentication
T Y. Supplicant Authenticator Server
opic —
J g =
SWi1 -
py——— '/
= -

= 1P |UDP| RADIUS | EAP [

EAPoL RADIUS with EAP

Figure 6-3 FEAP and Radius Prorocol Flows with 802.1x

As shown in the figure, the EAP message flows from the supplicant to the authentica-

tion server, just in different types of messages. The flow from the supplicant (the end-user
device) to the switch transports the EAP message directly in an Ethernet frame with an
encapsulation called EAP over LAN (EAPoL). The flow from the authenticator (switch) to
the authentication server flows in an IP packet. In fact, it looks much like a normal message
used by the RADIUS protocol (RFC 2865). The RADIUS protocol works as a UDP applica-
tion, with an IP and UDP header, as shown in the figure.

Now that you have heard some of the details and terminology, this list summarizes the
entire process:

m A AAA server must be configured with usernames and passwords.

m Each LAN switch must be enabled for 802.1x, to enable the switch as an authenticator,
to configure the IP address of the AAA server, and to enable 802.1x on the required
ports.

Users must know a username/password combination that exists on the AAA server, or
they will not be able to access the network from any device.
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AAA Authentication

The ICND1 100-105 Cert Guide discusses many details about device management, in par-
ticular how to secure network devices. However, all those device security methods shown
in the ICND1 half of the CCNA R&S exam topics use locally configured information to
secure the login to the networking device.

Using locally configured usernames and passwords configured on the switch causes some
administrative headaches. For instance, every switch and router needs the configuration for
all users who might need to log in to the devices. Good security practices tell us to change
our passwords regularly, but logging in to hundreds of devices to change passwords is a
large task, so often, the passwords remain unchanged for long periods.

A better option would be to use an external AAA server. The AAA server centralizes and
secures all the username/password pairs. The switches and routers still need some local
security configuration to refer to the AAA server, but the username/password exist cen-
trally, greatly reducing the administrative effort, and increasing the chance that passwords
are changed regularly and are more secure. It is also easier to track which users logged in to
which devices and when, and to revoke access as people leave their current job.

This short section discusses the basics of how networking devices can use a AAA server.

AAA Login Process

First, to use AAA, the site would need to install and configure a AAA server, such as the
Cisco Access Control Server (ACS). Cisco ACS is AAA software that you can install on your
own server (physical or virtual).

The networking devices would each then need new configuration to tell the device to start
using the AAA server. That configuration would point to the IP address of the AAA server,
and define which AAA protocol to use: either TACACS+ or RADIUS. The configuration
includes details about TCP (TACACS+) or UDP (RADIUS) ports to use.

When using a AAA server for authentication, the switch (or router) simply sends a message
to the AAA server asking whether the username and password are allowed, and the AAA
server replies. Figure 6-4 shows an example, with the user first supplying his username/pass-
word, the switch asking the AAA server, and the server replying to the switch stating that
the username/password is valid.

@ Login: wendell/odom @ Login: wendell/odom
e “pm @4 > A
== =a
L — T T
@ Command Prompt @ Approved! AAA
Telnet or SSH RADIUS or TACACS+

Figure 6-4 Basic Aurbentication Process with an External AAA Server

TACACS+ and RADIUS Protocols

While Figure 6-4 shows the general idea, note that the information flows with a couple
of different protocols. On the left, the connection between the user and the switch or
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router uses Telnet or SSH. On the right, the switch and AAA server typically use either the
RADIUS or TACACS+ protocol, both of which encrypt the passwords as they traverse the
network.

The AAA server can also provide authorization and accounting features as well. For
instance, for networking devices, IOS can be configured so that each user can be allowed
to use only a specific subset of CLI commands. So, instead of having basically two levels
of authority—user mode and privileged mode—each device can configure a custom set of
command authority settings per user. Alternately, those details can be centrally configured
at the AAA server, rather than configuring the details at each device. As a result, different
users can be allowed to use different subsets of the commands, but as identified through
requests to the AAA server, rather than repetitive laborious configuration on every device.
(Note that TACACS+ supports this particular command authorization function, whereas
RADIUS does not.)

Table 6-2 lists some basic comparison points between TACACS+ and RADIUS.

Key Table 6-2 Comparisons Between TACACS+ and RADIUS
Topic

Features TACACS+ RADIUS
Most often used for Network devices | Users
Transport protocol TCP ubp
Authentication port number(s) 49 1645, 1812
Protocol encrypts the password Yes Yes
Protocol encrypts entire packet Yes No
Supports function to authorize each user to a subset of CLI | Yes No
commands

Defined by Cisco RFC 2865

AAA Configuration Examples

Learning how to configure a router or switch to use a AAA server can be difficult. AAA
requires that you learn several new commands. Besides all that, enabling AAA actually
changes the rules used on a router for login authentication—for instance, you cannot just
add a login command on the console line anymore after you have enabled AAA.

The exam topics use the phrase “describe” regarding AAA features, rather than configure,
verify, or troubleshoot. However, to understand AAA on switches or routers, it helps to
work through an example configuration. This next topic focuses on the big ideas behind a
AAA configuration, instead of worrying about working through all the parameters, verifying
the results, or memorizing a checklist of commands. The goal is to help you see how AAA
on a switch or router changes login security.

NOTE Throughout this book and the ICND1 Cert Guide, the login security details work
the same on both routers and switches, with the exception that switches do not have an aux-
iliary port, whereas routers often do. But the configuration works the same on both routers
and switches, so when this section mentions a switch for login security, the same concept
applies to routers as well.
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Everything you learned about switch login security for ICND1 in the ICND1 Cert Guide
assumed an unstated default global command: no aaa new-model. That is, you had not yet
added the aaa new-model global command to the configuration. Configuring AAA requires
the aaa new-model command, and this single global command changes how that switch
does login security.

The aaa new-model global command enables AAA services in the local switch (or router).
It even enables new commands, commands that would not have been accepted before, and
that would not have shown up when getting help with a question mark from the CLI. The
aaa new-model command also changes some default login authentication settings. So, think
of this command as the dividing line between using the original simple ways of login secu-
rity versus a more advanced method.

After configuring the aaa new-model command on a switch, you need to define each AAA
server, plus configure one or more groups of AAA servers aptly named a AAA group. For
each AAA server, configure its IP address and a key, and optionally the TCP or UDP port
number used, as seen in the middle part of Figure 6-5. Then you create a server group for
each group of AAA servers to group one or more AAA servers, as seen in the bottom of
Figure 6-5. (Other configuration settings will then refer to the AAA server group rather than
the AAA server.)

Enable AAA Model of Authentication
aaa new-model

Configure for Each AAA Server

tacacs server <server-name> <€ ---- - 1
address ipv4 <address>
key <key value>
port <port number>

Create a Group of One or More Servers

aaa group server <group-name>
server name <server-name-1> ----- 4
server name <server-name-2>

Figure 6-5 Enabling AAA and Defining AAA Servers and Groups

The configuration concepts in Figure 6-5 still have not completed the task of configuring
AAA authentication. IOS uses the following additional logic to connect the rest of the logic:

m 10S does login authentication for the console, vty, and aux port, by default, based on
the setting of the aaa authentication login default global command.

m The aaa authentication login default merbod1 method?2... global command lists differ-
ent authentication methods, including referencing a AAA group to be used (as shown at
the bottom of Figure 6-5).

m The methods include: a defined AAA group of AAA servers; local, meaning a locally
configured list of usernames/passwords; or line, meaning to use the password defined by
the password line subcommand.

Basically, when you want to use AAA for login authentication on the console or vty lines,
the most straightforward option uses the aaa authentication login default command. As
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Figure 6-6 shows with this command, it lists multiple authentication methods. The switch
tries the first method, and if that method returns a definitive answer, the process is done.
However, if that method is not available (for instance, none of the AAA servers is reachable
over the IP network), IOS on the local device moves on to the next method.

aaa authentication login default <method 1> <method 2>

Tries This First T
Tries This Second

Figure 6-6 Defaulr Login Authentication Rules

The idea of defining at least a couple of methods for login authentication makes good
sense. For instance, the first method could be a AAA group so that each engineer logs in to
each device with that engineer’s unique username and password. However, you would not
want the engineer to fail to log in just because the IP network is having problems and the
AAA servers cannot send packets back to the switch. So, using a backup login method (a
second method listed in the command) makes good sense.

Figure 6-7 shows three sample commands for perspective. All three commands reference
the same AAA group (WO-AAA-Group). The command labeled with a 1 in the figure

takes a shortsighted approach, using only one authentication method with the AAA group.
Command 2 in the figure uses two authentication methods: one with AAA and a second
method (local). (This command’s local keyword refers to the list of local username com-
mands as configured on the local switch.) Command 3 in the figure again uses a AAA group
as the first method, followed by the keyword login, which tells IOS to use the password
line subcommand.

@ aaa authentication login default group WO-AAA-Group
(Uses AAA Server)

@ aaa authentication login default group WO-AAA-Group local
(Uses AAA Server)

2nd: Uses Local Usernames

@ aaa authentication login default group WO-AAA-Group login
(Uses AAA Server)

2nd: Use Login Password

Figure 6-7 Examples of AAA Login Authentication Method Combinations

DHCP Snooping

To understand the kinds of risks that exist in modern networks, you have to first understand
the rules. Then you have to think about how an attacker might take advantage of those

rules in different ways. Some attacks might cause harm, and might be called a denial-of-
service (DoS) attack. Or an attacker may gather more data to prepare for some other attack.
Whatever the goal, for every protocol and function you learn in networking, there are pos-
sible methods to take advantage of those features to give an attacker an advantage.
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Cisco chose to add one exam topic for this current CCNA R&S exam that focuses on
mitigating attacks based on a specific protocol: DHCP. DHCP has become a very popular
protocol, used in most every enterprise, home, and service provider. As a result, attackers
have looked for methods to take advantage of DHCP. One way to help mitigate the risks of
DHCP is to use a LAN switch feature called DHCP snooping.

This third of four major sections of the chapter works through the basics of DHCP snoop-
ing. It starts with the main idea, and then shows one example of how an attacker can misuse
DHCP to gain an advantage. The last section explains the logic used by DHCP snooping.

DHCP Snooping Basics

DHCP snooping on a switch acts like a firewall or an ACL in many ways. It will watch for
incoming messages on either all ports or some ports (depending on the configuration). It
will look for DHCP messages, ignoring all non-DHCP messages and allowing those through.
For any DHCP messages, the switch’s DHCP snooping logic will make a choice: allow the
message or discard the message.

To be clear, DHCP snooping is a Layer 2 switch feature, not a router feature. Specifically,
any switch that performs Layer 2 switching, whether it does only Layer 2 switching or acts
as a multilayer switch, typically supports DHCP snooping. DHCP snooping must be done
on a device that sits between devices in the same VLAN, which is the role of a Layer 2
switch rather than a Layer 3 switch or router.

The first big idea with DHCP snooping is the idea of trusted ports and untrusted ports.

To understand why, ponder for a moment all the devices that might be connected to one
switch. The list includes routers, servers, and even other switches. It includes end-user devic-
es, such as PCs. It includes wireless access points, which in turn connect to end-user devices.
Figure 6-8 shows a representation.

Trusted Untrusted
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Figure 6-8 DHCP Snooping Basics: Client Ports Are Untrusted

DHCP snooping begins with the assumption that end-user devices are untrusted, while
devices more within the control of the IT department are trusted. However, a device on an
untrusted port can still use DHCP. Instead, making a port untrusted for DHCP snooping
means this:

Watch for incoming DHCP messages, and discard any that are considered to be abnormal
for an untrusted port and therefore likely to be part of some kind of attack.
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An Example DHCP-based Attack

To give you perspective, Figure 6-9 shows a legitimate user’s PC on the far right and the
legitimate DHCP sever on the far left. However, an attacker has connected his laptop to the
LAN and started his DHCP attack. Remember, PC1’s first DHCP message will be a LAN
broadcast, so the attacker’s PC will receive those LAN broadcasts from any DHCP clients
like PC1. (In this case, assume PC1 is attempting to lease an IP address while the attacker is
making his attack.)
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Trusted Spurious DHCP Server
DHCP Server

Figure 6-9 DHCP Attack Supplies Good 1P Address but Wrong Default Gateway

In this example, the DHCP server created and used by the attacker actually leases a useful
IP address to PC1, in the correct subnet, with the correct mask. Why? The attacker wants
PC1 to function, but with one twist. Notice the default gateway assigned to PC1: 10.1.1.2,
which is the attacker’s PC address, rather than 10.1.1.1, which is R1’s address. Now PC1
thinks it has all it needs to connect to the network, and it does—but now all the packets
sent by PC1 flow first through the attacker’s PC, creating a man-in-the-middle attack, as
shown in Figure 6-10.

S T 2= jm’}
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10.1.1.2

Attacker: Man-in-the-Middle

10.1.1.11
GW=10.1.1.2

Figure 6-10 Unfortunate Result: DHCP Attack Leads to Man-in-the-Middle

The two steps in the figure show data flow once DHCP has completed. For any traffic
destined to leave the subnet, PC1 sends its packets to its default gateway, 10.1.1.2, which
happens to be the attacker. The attacker forwards the packets to R1. The PC1 user can con-
nect to any and all applications just like normal, but now the attacker can keep a copy of
anything sent by PC1.

How DHCP Snooping Works

The preceding example shows just one attack. Some attacks use an extra DHCP server
(called a spurious DHCP server), and some attacks happen by using DHCP client functions
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in different ways. DHCP snooping considers how DHCP should work and filters out any
messages that would not be part of a normal use of DHCP.

DHCP snooping needs a few configuration settings. First, the engineer enables DHCP
snooping either globally on a switch or by VLAN (that is, enabled on some VLANSs, and not
on others). Once enabled, all ports are considered untrusted until configured as trusted.

Next, some switch ports need to be configured as trusted. Any switch ports connected to
legitimate DHCP servers should be trusted. Additionally, ports connected to other switches,
and ports connected to routers, should also be trusted. Why? Trusted ports are basically
ports that could receive messages from legitimate DHCP servers in the network. The legiti-
mate DHCP servers in a network are well known.

Just for a quick review, the ICND1 Cert Guide described the DHCP messages used in nor-
mal DHCP lease flows (DISCOVER, OFFER, REQUEST, ACK [DORA]). For these and
other DHCP messages, a message is normally sent by either a DHCP client or a server, but
not both. In the DORA messages, the client sends the DISCOVER and REQUEST, and the
server sends the OFFER and ACK. Knowing that only DHCP servers should send DHCP
OFFER and ACK messages, DHCP snooping allows incoming OFFER and ACK messages
on trusted ports, but filters those messages if they arrive on untrusted ports.

So, the first rule of DHCP snooping is for the switch to trust any ports on which legitimate
messages from trusted DHCP servers might arrive. Conversely, by leaving a port untrusted,
the switch is choosing to discard any incoming DHCP server-only messages. Figure 6-11
summarizes these points, with the legitimate DHCP server on the left, on a port marked as
trusted.

Trusted Untrusted

Lt (= ] FO/ E Fo/2 E]I
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DHCP All Messages: Approved! DHCP Server Messages: Rejected!
DHCP Client Messages: Check Binding Table

Figure 6-11 Summary of Rules for DHCP Snooping

The logic for untrusted DHCP ports is a little more challenging. Basically, the untrusted
ports are the real user population, all of which rely heavily on DHCP. Those ports also
include those few people trying to attack the network with DHCP, and you cannot predict
which of the untrusted ports have legitimate users and which are attacking the network. So
the DHCP snooping function has to watch the DHCP messages over time, and even keep
some state information in a DHCP Binding Table, so that it can decide when a DHCP mes-
sage should be discarded.

The DHCP Binding Table is a list of key pieces of information about each successful lease
of an IPv4 address. Each new DHCP message received on an untrusted port can then be
compared to the DHCP Binding Table, and if the switch detects conflicts when comparing
the DHCP message to the Binding Table, then the switch will discard the message.

To understand more specifically, first look at Figure 6-12, which shows a switch building
one entry in its DHCP Binding Table. In this simple network, the DHCP client on the right
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leases IP address 10.1.1.11 from the DHCP server on the left. The switch’s DHCP snoop-
ing feature combines the information from the DHCP messages, with information about
the port (interface F0/2, assigned to VLAN 11 by the switch), and puts that in the DHCP
Binding Table.

Trusted Untrusted
— pr—
= FO/1 E FO/2 E]l,

—’
< DHCP >
MAC: 0200.1111.1111
IP:10.1.1.11
SW1 DHCP Binding Table
Interface VLAN MAC P
Fo/2 11 0200.1111.1111  10.1.1.11

Figure 6-12 Legitimate DHCP Client with DHCP Binding Entry Built by DHCP
Snooping

Because of this DHCP binding table entry, DHCP snooping would now prevent another
client on another switch port from claiming to be using that same IP address (10.1.1.11) or
the same MAC address (2000.1111.1111). (Many DHCP client attacks will use the same IP
address or MAC address as a legitimate host.)

Note that beyond firewall-like rules of filtering based on logic, DHCP snooping can also
be configured to rate limit the number of DHCP messages on an interface. For instance, by
rate limiting incoming DHCP messages on untrusted interfaces, DHCP snooping can help
prevent a DoS attack designed to overload the legitimate DHCP server, or to consume all
the available DHCP IP address space.

Summarizing DHCP Snooping Features

DHCP snooping can help reduce risk, particularly because DHCP is such a vital part of most
networks. The following list summarizes some of the key points about DHCP snooping for
easier exam study:

Trusted ports: Trusted ports allow all incoming DHCP messages.

Untrusted ports, server messages: Untrusted ports discard all incoming messages that are
considered server messages.

Untrusted ports, client messages: Untrusted ports apply more complex logic for mes-
sages considered client messages. They check whether each incoming DHCP message
conflicts with existing DHCP binding table information and, if so, discard the DHCP mes-
sage. If the message has no conflicts, the switch allows the message through, which typi-
cally results in the addition of new DHCP Binding Table entries.

Rate limiting: Optionally limits the number of received DHCP messages per second, per
port.
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Switch Stacking and Chassis Aggregation

Cisco offers several options that allow customers to configure their Cisco switches to act
cooperatively to appear as one switch, rather than as multiple switches. This final major
section of the chapter discusses two major branches of these technologies: switch stacking,
which is more typical of access layer switches, and chassis aggregation, more commonly
found on distribution and core switches.

Traditional Access Switching Without Stacking

Imagine for a moment that you are in charge of ordering all the gear for a new campus, with
several multistory office buildings. You take a tour of the space, look at drawings of the
space, and start thinking about where all the people and computers will be. At some point,
you get to the point of thinking about how many Ethernet ports you need in each wiring
closet.

Imagine for one wiring closet you need 150 ports today, and you want to build enough
switch port capacity to 200 ports. What size switches do you buy? Do you get one switch
for the wiring closet, with at least 200 ports in the switch? (The books do not discuss vari-
ous switch models very much, but yes, you can buy LAN switches with hundreds of ports in
one switch.) Or do you buy a pair of switches with at least 100 ports each? Or eight or nine
switches with 24 access ports each?

There are pros and cons for using smaller numbers of large switches, and vice versa. To
meet those needs, vendors such as Cisco offer switches with a wide range of port densities.
However, a switch feature called swirch stacking gives you some of the benefits of both
worlds.

To appreciate the benefits of switch stacking, imagine a typical LAN design like the one
shown in Figure 6-13. The figure shows the conceptual design, with two distribution switch-
es and four access layer switches.

A
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Figure 6-13 Typical Campus Design: Access Switches and Two Distribution Switches

For later comparison, let me emphasize a few points here. Access switches Al through A4
all operate as separate devices. The network engineer must configure each. They each have
an IP address for management. They each run CDP, STP, and maybe VTP. They each have
a MAC address table, and they each forward Ethernet frames based on that MAC address
table. Each switch probably has very similar configuration, but that configuration is sepa-
rate, and all the functions are separate.
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Now picture those same four access layer switches physically, not in Figure 6-13, but as you
would imagine them in a wiring closet, even in the same rack. In this case, imagine all four
access switches sit in the same rack in the same closet. All the wiring on that floor of the
building runs back to the wiring closet, and each cable is patched into some port in one of
these four switches. Each switch might be one rack unit (RU) tall (1.75 inches), and they all
sit one on top of the other.

Switch Stacking of Access Layer Switches

The scenario described so far is literally a stack of switches one above the other. Switch
stacking technology allows the network engineer to make that stack of physical switches act
like one switch. For instance, if a switch stack was made from the four switches in Figure
6-13, the following would apply:

m The stack would have a single management IP address.

m The engineer would connect with Telnet or SSH to one switch (with that one manage-
ment IP address), not multiple switches.

One configuration file would include all interfaces in all four physical switches.
STP, CDP, VTP would run on one switch, not multiple switches.

The switch ports would appear as if all are on the same switch.

There would be one MAC address table, and it would reference all ports on all physical
switches.

The list could keep going much longer for all possible switch features, but the point is that
switch stacking makes the switches act as if they are simply parts of a single larger switch.

To make that happen, the switches must be connected together with a special network. The
network does not use standard Ethernet ports. Instead, the switches have special hardware
ports called stacking ports. With the Cisco FlexStack and FlexStack-Plus stacking technol-
ogy, a stacking module must be inserted into each switch, and then connected with a stack-
ing cable.

NOTE Cisco has created a few switch stacking technologies over the years, so to avoid
having to refer to them all, note that this section describes Cisco’s FlexStack and FlexStack
Plus options. These stacking technologies are supported to different degrees in the popular
2960-S, 2960-X, and 2960-XR switch families.

The stacking cables together make a ring between the switches as shown in Figure 6-14.
That is, the switches connect in series, with the last switch connecting again to the first.
Using full duplex on each link, the stacking modules and cables create two paths to forward
data between the physical switches in the stack. The switches use these connections to com-
municate between the switches to forward frames and to perform other overhead functions.

Note that each stacking module has two ports with which to connect to another switch’s
stacking module. For instance, if the four switches were all 2960XR switches, each would
need one stacking module, and four cables total to connect the four switches as shown.
Figure 6-15 shows the same idea in Figure 6-14, but as a photo that shows the stacking
cables on the left side of the figure.
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Figure 6-15 Phoro of Four 2960X Switches Cabled on the Left with Stacking Cables

You should think of switch stacks as literally a stack of switches in the same rack. The
stacking cables are short, with the expectation that the switches sit together in the same
room and rack. For instance, Cisco offers stacking cables of .5, 1, and 3 meters long for the
FlexStack and FlexStack-Plus stacking technology discussed in more depth at the end of
this section.

Switch Stack Operation as a Single Logical Switch

With a switch stack, the switches together act as one logical switch. This term (logical
switch) is meant to emphasize that there are obviously physical switches, but they act
together as one switch.

To make it all work, one switch acts as a stack master to control the rest of the switches.
The links created by the stacking cables allow the physical switches to communicate, but
the stack master is in control of the work. For instance, if you number the physical switches
as 1, 2, 3, and 4, a frame might arrive on switch 4 and need to exit a link on switch 3. If
switch 1 were the stack master, switches 1, 3, and 4 would all need to communicate over the
stack links to forward that frame. But switch 1, as stack master, would do the matching of
the MAC address table to choose where to forward the frame.

Figure 6-16 focuses on the LAN design impact of how a switch stack acts like one logical
switch. The figure shows the design with no changes to the cabling between the four access
switches and the distribution switches. Formerly, each separate access switch had two links
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to the distribution layer: one connected to each distribution switch (see Figure 6-13). That
cabling is unchanged. However, acting as one logical switch, the switch stack now operates
as if it is one switch, with four uplinks to each distribution switch. Add a little configuration
to put each set of four links into an EtherChannel, and you have the design shown in Figure

6-16.
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Figure 6-16 Srack Acts Like One Switch

The stack also simplifies operations. Imagine for instance the scope of an STP topology
for a VLAN that has access ports in all four of the physical access switches in this example.
That Spanning Tree would include all six switches. With the switch stack acting as one logi-
cal switch, that same VLAN now has only three switches in the STP topology, and is much
easier to understand and predict.

Cisco FlexStack and FlexStack-Plus

Just to put a finishing touch on the idea of a switch stack, this closing topic examines a few
particulars of Cisco’s FlexStack and FlexStack-Plus stacking options.

Cisco’s stacking technologies require that Cisco plan to include stacking as a feature in a
product, given that it requires specific hardware. Cisco has a long history of building new
model series of switches with model numbers that begin with 2960. Per Cisco’s documenta-
tion, Cisco created one stacking technology, called FlexStack, as part of the introduction
of the 2960-S model series. Cisco later enhanced FlexStack with FlexStack-Plus, adding
support with products in the 2960-X and 2960-XR model series. For switch stacking to sup-
port future designs, the stacking hardware tends to increase over time as well, as seen in the
comparisons between FlexStack and FlexStack-Plus in Table 6-3.

Table 6-3 Comparisons of Cisco’s FlexStack and FlexStack-Plus Options

FlexStack FlexStack-Plus

Year introduced 2010 2013

Switch model series 2960-S, 2960-X [2960-X, 2960-XR
Speed of single stack link, in both directions (full duplex) | 10 Gbps 20 Gbps
Maximum number of switches in one stack 4 8
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Chassis Aggregation

The term chassis aggregation refers to another Cisco technology used to make multiple
switches operate as a single switch. From a big picture perspective, switch stacking is more
often used and offered by Cisco in switches meant for the access layer. Chassis aggregation
is meant for more powerful switches that sit in the distribution and core layers. Summarizing
some of the key differences, chassis aggregation

Typically is used for higher-end switches used as distribution or core switches
Does not require special hardware adapters, instead using Ethernet interfaces

]
]
m Aggregates two switches
]

Arguably is more complex but also more functional

The big idea of chassis aggregation is the same as for a switch stack: make multiple switches
act like one switch, which gives you some availability and design advantages. But much of
the driving force behind chassis aggregation is about high-availability design for LANs. This
section works through a few of those thoughts to give you the big ideas about the thinking
behind high availability for the core and distribution layer.

NOTE This section looks at the general ideas of chassis aggregation, but for further read-
ing about a specific implementation, search at Cisco.com for Cisco’s Virtual Switching
System (VSS) that is supported on 6500 and 6800 series switches.

High Availability with a Distribution/Core Switch

Even without chassis aggregation, the distribution and core switches need to have high avail-
ability. The next few pages look at how the switches built for use as distribution and core
switches can help improve availability, even without chassis aggregation.

If you were to look around a medium to large enterprise campus LAN, you would typically
find many more access switches than distribution and core switches. For instance, you might
have four access switches per floor, with ten floors in a building, for 40 access switches.
That same building probably has only a pair of distribution switches.

And why two distribution switches instead of one? Because if the design used only one dis-
tribution switch, and it failed, none of the devices in the building could reach the rest of the
network. So, if two distribution switches are good, why not four? Or eight? One reason is
cost, another complexity. Done right, a pair of distribution switches for a building can pro-
vide the right balance of high availability and low cost/complexity.

The availability features of typical distribution and core switches allow network design-
ers to create a great availability design with just two distribution or core switches. Cisco
makes typical distribution/core switches with more redundancy. For instance, Figure 6-17
shows a representation of a typical chassis-based Cisco switch. It has slots that can be used
for line cards—that is, cards with Ethernet ports. It has dual supervisor cards that do frame
and packet forwarding. And it has two power supplies, each of which can be connected to
power feeds from different electrical substations if desired.
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Figure 6-17 Common Line-Card Arrangement in a Modular Cisco Distribution/Core
Switch

Now imagine two distribution switches sitting beside each other in a wiring closet as shown
in Figure 6-18. A design would usually connect the two switches with an EtherChannel. For
better availability, the EtherChannel could use ports from different line cards, so that if one
line card failed due to some hardware problem, the EtherChannel would still work.

L2 or L3

EtherChannel
Line Card O A 0 Line Card
Line Card N, 1] Line Card
Supervisor 1 Supervisor 1
Supervisor 2 Supervisor 2
Line Card O ] Line Card
Line Card T v {1 Line Card
Line Card Line Card
Power Power Power Power
Supply 1 | Supply 2 Supply 1 | Supply 2

Figure 6-18 Using EtherChannel and Different Line Cards

Improving Design and Availability with Chassis Aggregation

Next, consider the effect of adding chassis aggregation to a pair of distribution switches. In
terms of effect, the two switches act as one switch, much like switch stacking. The particu-
lars of how chassis aggregation achieves that differs.

Figure 6-19 shows a comparison. On the left, the two distribution switches act indepen-
dently, and on the right, the two distribution switches are aggregated. In both cases, each
distribution switch connects with a single Layer 2 link to the access layer switches A1 and
A2, which act independently—that is, they do not use switch stacking. So, the only differ-
ence between the left and right examples is that on the right the distribution switches use
switch aggregation.

The right side of the figure shows the aggregated switch that appears as one switch to

the access layer switches. In fact, even though the uplinks connect into two different
switches, they can be configured as an EtherChannel through a feature called Multichassis
ErberChannel (MEC).
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Figure 6-19 One Design Advantage of Aggregated Distriburion Switches

The following list describes some of the advantages of using switch aggregation. Note that
many of the benefits should sound familiar from the switch stacking discussion. The one
difference in this list has to do with the active/active data plane.

Multichassis EtherChannel (MEC): Uses the EtherChannel between the two physical
switches.

Active/Standby Control Plane: Simpler operation for control plane because the pair
acts as one switch for control plane protocols: STP, VTP, EtherChannel, ARP, routing
protocols.

Active/Active data plane: Takes advantage of forwarding power of supervisors on both
switches, with active Layer 2 and Layer 3 forwarding the supervisors of both switches.
The switches synchronize their MAC and routing tables to support that process.

Single switch management: Simpler operation of management protocols by running man-
agement protocols (Telnet, SSH, SNMP) on the active switch; configuration is synchro-
nized automatically with the standby switch.

Finally, using chassis aggregation and switch stacking together in the same network has
some great design advantages. Look back to Figure 6-13 at the beginning of this section. It
showed two distribution switches and four access switches, all acting independently, with
one uplink from each access switch to each distribution switch. If you enable switch stack-
ing for the four access switches, and enable chassis aggregation for the two distribution
switches, you end up with a topology as shown in Figure 6-20.

Aggregated Switch

STP Forward

8 Link EtherChannel

STP Forward
s

-

Switch Stack
Figure 6-20 Making Six Switches Act like Two
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Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book, DVD, or interactive tools for the
same material found on the book’s companion website. Refer to the “Your Study Plan” ele-
ment for more details. Table 6-4 outlines the key review elements and where you can find
them. To better track your study progress, record when you completed these activities in
the second column.

Table 6-4 Chapter Review Tracking

Review Element Review Date(s) Resource Used
Review key topics Book, DVD/website
Review key terms Book, DVD/website
Answer DIKTA questions Book, PCPT
Review memory tables Book, App

Review All the Key Topics

Table 6-5 Key Topics for Chapter 6

Topic §l Key Topic Description Page
Element Number
Figure 6-3 Protocols used by IEEE 802.1x 146
Table 6-2 Comparisons of TACACS+ and RADIUS 148
Figure 6-8 Concept: Trusted and untrusted ports for DHCP snooping 151
Figure 6-11 Summary of DHCP snooping filtering actions 153
List Key points about DHCP snooping 154
List Common Cisco switch stack features 156
Figure 6-14 Switch stacking cabling 157
Table 6-3 Comparisons of FlexStack and FlexStack-Plus 158
List Key features of switch aggregation 161

Key Terms You Should Know
FlexStack, FlexStack-Plus, stacking module, stacking cable, switch stacking, chassis aggrega-
tion, Multichassis EtherChannel, trusted port, untrusted port, DHCP Binding Table, DHCP
snooping, AAA server, Extensible Authentication Protocol (EAP), EAP over LAN (EAPoL),
supplicant, authenticator
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Part | Review

Keep track of your part review progress with the checklist shown in Table P1-1. Details
about each task follow the table.

Table P1-1 Part | Part Review Checklist
Activity 1st Date Completed 2nd Date Completed
Repeat All DIKTA Questions

Answer Part Review Questions

Review Key Topics
Create STP Concepts Mind Map

Create Terminology Mind Map

Create Command Mind Maps by Category
Do Labs

Repeat All DIKTA Questions

For this task, answer the “Do I Know This Already?” questions again for the chapters in
this part of the book using the PCPT software. See the section “How to View Only DIKTA
Questions by Chapter or Part” in the Introduction to this book to learn how to make the
PCPT software show you DIKTA questions for this part only.

Answer Part Review Questions

For this task, answer the Part Review questions for this part of the book using the PCPT
software. Refer to the Introduction to this book, in the section “How to View Part Review
Questions,” for more details.

Review Key Topics

Review all Key Topics in all chapters in this part, either by browsing the chapters or by
using the Key Topics application on the DVD or companion website.

Create STP Concepts Mind Map

Spanning Tree Protocol (STP) defines a lot of ideas that you might find hard to mentally
organize. Create a mind map to help your brain organize the various STP concepts. Some
suggestions as to how to organize the concepts:

Rules: This section might include any of the rules a switch uses when making choices. For
instance, the rules switches use for choosing a root switch.

Roles: STP defines both roles and states; an example of a role is the root port role.

States: For example, forwarding and blocking.



Within each of these sections, break down the details based on 802.1D STP and 802.1w
RSTP.

Create Terminology Mind Map

The chapters in this part weave in and out of different topics. Without looking back at the
chapters or your notes, create a mind map with all the terminology you can recall from Part
I of the book. Your job is as follows:

Think of every term that you can remember from Part I of the book.
Organize the terms into these divisions: VLANs, VLAN trunks, STP, VTP, AAA,
802.1x, DHCP snooping, switch stacking/aggregation.

m  After you have written every term you can remember into the mind map, review the
Key Terms list at the end of Chapters 1 through 6. Add any terms you forgot to your
mind map.

Create Command Mind Maps by Category

Part I of this book also introduced both configuration and EXEC commands. Create one
mind map (or a section of a larger mind map) for each of the categories of commands in this
list:

VLANS, 802.1Q trunking, STP/RSTP, EtherChannel, VTP
For each category, think of all configuration commands and all EXEC commands (mostly

show commands). For each category, group the configuration commands separately from
the EXEC commands. Figure P1-1 shows a sample for IPv4 commands on a switch.

interface vian number
ip address i_? address subnet-mask
ip address dhcp _
) [no] shutdown
. ip default-gateway address
s P = i | ip name-server server_ip_1 server_ip_2 ...
/ Switch IPv4 ' N o
su pport

( 1 show interfaces vlan 1
| EXEC for
\ a1

show dhcp lease

Figure P1-1 Sample Command Mind Map

NOTE For more information on mind mapping, refer to the Introduction, in the section
“About Mind Maps.”
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Appendix E, “Mind Map Solutions,” lists sample mind map answers. If you do choose to
use mind map software, rather than paper, you might want to remember where you stored
your mind map files. Table P1-2 lists the mind maps for this part review and a place to
record those filenames.

Table P1-2 Configuration Mind Maps for Part | Review

Map Description Where You Saved It

1 STP Concepts Mind Map

2 Terminology Mind Map
3 Command Mind Maps

Do Labs

If you have not done so, make your choices about what lab tools you intend to use and
experiment with the commands in these chapters. Re-create examples in the chapters, and
try all the show commands; the show commands are very important for answering simlet
questions.

Sim Lite: You can use the Pearson Network Simulator Lite included with this book to

do some labs and get used to the CLI All the labs in the ICND2 Lite product are about
topics in this part of the book, so make sure and work through those labs to start learning
about the CLL

Pearson Network Simulator: If you use the full Pearson CCNA simulator, focus more
on the configuration scenario and troubleshooting scenario labs associated with the topics
in this part of the book. These types of labs include a larger set of topics, and work well
as Part Review activities. (See the Introduction for some details about how to find which
labs are about topics in this part of the book.)

Config Labs: In your idle moments, review and repeat any of the Config Labs for this
book part in the author’s blog; launch from http://blog.certskills.com/ccna and navigate to
Hands-On > Config Lab.


http://blog.certskills.com/ccna
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TCP/IP networks need IP routes. Part II collects six chapters focused on the IPv4 routing
protocols discussed within the scope of ICND2.

The first four chapters in this part of the book deliver the details of OSPF Version 2 and
then EIGRP. Chapter 7 begins with OSPFv2 concepts, followed by OSPFv2 implementa-
tion details (configuration and verification) in Chapter 8. Chapters 9 and 10 take the same
approach to EIGRP, with one chapter of concepts (Chapter 9) and one chapter of imple-
mentation details (Chapter 10).

Chapter 11 pulls those four chapters about the OSPFv2 and EIGRP routing protocols
together by discussing troubleshooting for both topics. Although they are different pro-
tocols, troubleshooting EIGRP and OSPFv2 requires the same kinds of logic and items to
check. This chapter works through the details.

Finally, for the first time in the history of Cisco’s CCNA R&S exam, Cisco has added more

than a basic mention of BGP to the exam topics. Chapter 12 closes Part II with discussion of
External BGP (eBGP), used between an enterprise and an ISP. That discussion includes basic

concepts, configuration, and verification.
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Understanding OSPF Concepts

This chapter covers the following exam topics:

Table 7-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

2.0 Routing Technologies

2.2 Compare and contrast distance vector and link-state routing protocols
2.3 Compare and contrast interior and exterior routing protocols

2.4 Configure, verify, and troubleshoot single area and multiarea OSPFv2 for IPv4 (exclud-
ing authentication, filtering, manual summarization, redistribution, stub, virtual-link, and
LSAs)

This chapter begins a series of four chapters with a similar flow. Open Shortest Path First
(OSPF) and Enhanced Interior Gateway Protocol (EIGRP) are the two most popular IPv4
routing protocols used inside enterprises today. This chapter introduces OSPF concepts,
followed by a chapter that gets into details about OSPF implementation. Chapters 9 and 10
do the same for EIGRP.

In particular, this chapter takes a long look at OSPF Version 2 (OSPFv2) concepts. OSPFv2
has been around over 20 years and is the most commonly used OSPF version for advertising
IPv4 routes. It is the OSPF that has been part of CCNA R&S throughout most of the his-
tory of CCNA R&S.

This chapter has three major sections. The first section sets a bit of context about rout-

ing protocols in general, defining interior and exterior routing protocols and basic routing
protocol features and terms. This information is duplicated somewhat in the ICND1 Cert
Guide, but the exam topics of both the ICND1 and ICND2 Cert Guides include these top-
ics, so the topics are covered here as well. The second major section presents the nuts and
bolts of how OSPFv2 works, using OSPF neighbor relationships, database exchange, and
then route calculation. The third section wraps up the discussion by looking at some OSPF
design issues.

“Do | Know This Already?” Quiz

Take the quiz (either here, or use the PCPT software) if you want to use the score to help
you decide how much time to spend on this chapter. The answers are at the bottom of the
page following the quiz, and the explanations are in DVD Appendix C and in the PCPT
software.

Foundation Topics Section Questions

Comparing Dynamic Routing Protocol Features 1-3
OSPF Concepts and Operation 4,5
OSPF Area Design 6




Which of the following routing protocols is considered to use link-state logic?
a. RIPvl

b. RIPv2
c. EIGRP
d. OSPF

Which of the following routing protocols use a metric that is, by default, at least par-
tially affected by link bandwidth? (Choose two answers.)

a. RIPvl
b. RIPv2
c. EIGRP
d. OSPF

Which of the following interior routing protocols support VLSM? (Choose three
answers.)

a. RIPvl
b. RIPv2
c. EIGRP
d. OSPF

Two routers using OSPFv2 have become neighbors and exchanged all LSAs. As a
result, Router R1 now lists some OSPF-learned routes in its routing table. Which
of the following best describes how R1 uses those recently learned LSAs to choose
which IP routes to add to its IP routing table?

a. [Each LSA lists a route to be copied to the routing table.

b. Some LSAs list a route that can be copied to the routing table.

c. Run some SPF math against the LSAs to calculate the routes.

d. R1 does not use the LSAs at all when choosing what routes to add.

Which of the following OSPF neighbor states is expected when the exchange of
topology information is complete between two OSPF neighbors?

a. 2-way
b. Full

c. Up/up
d. Final

A company has a small/medium-sized network with 15 routers and 40 subnets and
uses OSPFv2. Which of the following is considered an advantage of using a single-
area design as opposed to a multiarea design?

a. Reduces the processing overhead on most routers.

b. Status changes to one link may not require SPF to run on all other routers.
c. Simpler planning and operations.
d

Allows for route summarization, reducing the size of IP routing tables.
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Comparing Dynamic Routing Protocol Features

Routers add IP routes to their routing tables using three methods: connected routes, static
routes, and routes learned by using dynamic routing protocols. Before we get too far into the
discussion, however, it is important to define a few related terms and clear up any misconcep-
tions about the terms routing protocol, routed protocol, and routable protocol. The concepts
behind these terms are not that difficult, but because the terms are so similar, and because
many documents pay poor attention to when each of these terms is used, they can be a bit
confusing. These terms are generally defined as follows:

® Routing protocol: A set of messages, rules, and algorithms used by routers for the overall
purpose of learning routes. This process includes the exchange and analysis of routing infor-
mation. Each router chooses the best route to each subnet (path selection) and finally places
those best routes in its IP routing table. Examples include RIP, EIGRP, OSPF, and BGP.

® Routed protocol and routable protocol: Both terms refer to a protocol that defines a
packet structure and logical addressing, allowing routers to forward or route the packets.
Routers forward packets defined by routed and routable protocols. Examples include IP
Version 4 (IPv4) and IP Version 6 (IPv6).

NOTE The term path selection sometimes refers to part of the job of a routing protocol, in
which the routing protocol chooses the best route.

Even though routing protocols (such as OSPF) are different from routed protocols (such

as IP), they do work together very closely. The routing process forwards IP packets, but if

a router does not have any routes in its IP routing table that match a packet’s destination
address, the router discards the packet. Routers need routing protocols so that the routers can
learn all the possible routes and add them to the routing table, so that the routing process can
forward (route) routable protocols such as IP.

Routing Protocol Functions

Cisco I0S software supports several IP routing protocols, performing the same general functions:

—

Learn routing information about IP subnets from neighboring routers.

M

Adpvertise routing information about IP subnets to neighboring routers.
3. If more than one possible route exists to reach one subnet, pick the best route based on
a metric.

4. If the network topology changes—for example, a link fails—react by advertising that some
routes have failed and pick a new currently best route. (This process is called convergence.)

NOTE A neighboring router connects to the same link as another router, such as the same
WAN link or the same Ethernet LAN.

Answers to the “Do | Know This Already?” quiz:
1D2C,D3B,C,D4C5B6C
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Figure 7-1 shows an example of three of the four functions in the list. Both R1 and R3 learn
about a route to subnet 172.16.3.0/24 from R2 (function 1). After R3 learns about the route
to 172.16.3.0/24 from R2, R3 advertises that route to R1 (function 2). Then R1 must make
a decision about the two routes it learned about for reaching subnet 172.16.3.0/24: one
with metric 1 from R2 and one with metric 2 from R3. R1 chooses the lower metric route
through R2 (function 3).

I have a route to S0/0/0 S0/0/1 I have a route to
172.16.3.0/24, metric 2. 172.16.3.0/24, metric 1.

| 4

I'll use the route out
S0/0/0, because it
has the lower metric.

S0/0/0
N\ S0/071 172.16.6.252
S0/0/1
S0/0/0

ﬂ% — 172.16.2.252 % Gor

172.16.1.0/24 172.16.3.0/24
R1 IP Routing Table Lmmmmmnnes

Subnet Out Int. Next-Hop Metric | have a route to

172.16.3.0 S0/0/0 172.16.2.252 1 172.16.3.0/24, metric 1.

Figure 7-1 Three of the Four Basic Functions of Routing Prorocols

Convergence is the fourth routing protocol function listed here. The term convergence
refers to a process that occurs when the topology changes—that is, when either a router or
link fails or comes back up again. When something changes, the best routes available in the
network can change. Convergence simply refers to the process by which all the routers col-
lectively realize something has changed, advertise the information about the changes to all
the other routers, and all the routers then choose the currently best routes for each subnet.
The ability to converge quickly, without causing loops, is one of the most important consid-
erations when choosing which IP routing protocol to use.

In Figure 7-1, convergence might occur if the link between R1 and R2 failed. In that case,
R1 should stop using its old route for subnet 172.16.3.0/24 (directly through R2) and begin
sending packets to R3.

Interior and Exterior Routing Protocols

IP routing protocols fall into one of two major categories: interior gateway protocols (IGP)
or exterior gateway protocols (EGP). The definitions of each are as follows:

Key m IGP: A routing protocol that was designed and intended for use inside a single autono-
mous system (AS)

m EGP: A routing protocol that was designed and intended for use between different
autonomous systems
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NOTE The terms IGP and EGP include the word “gateway” because routers used to be
called gateways.

These definitions use another new term: auronomous system (AS). An AS is a network
under the administrative control of a single organization. For example, a network created
and paid for by a single company is probably a single AS, and a network created by a single
school system is probably a single AS. Other examples include large divisions of a state or
national government, where different government agencies might be able to build their own
networks. Each ISP is also typically a single different AS.

Some routing protocols work best inside a single AS by design, so these routing protocols
are called IGPs. Conversely, routing protocols designed to exchange routes between routers
in different autonomous systems are called EGPs. Today, Border Gateway Protocol (BGP) is
the only EGP used.

Each AS can be assigned a number called (unsurprisingly) an AS number (ASN). Like public
IP addresses, the Internet Assigned Numbers Authority (IANA, http://www.iana.org) con-
trols the worldwide rights to assigning ASNs. It delegates that authority to other organiza-
tions around the world, typically to the same organizations that assign public IP addresses.
For example, in North America, the American Registry for Internet Numbers (ARIN,
http://www.arin.net) assigns public IP address ranges and ASNss.

Figure 7-2 shows a small view of the worldwide Internet. The figure shows two enterprises
and three ISPs using IGPs (OSPF and EIGRP) inside their own networks and with BGP being
used between the ASNG.

ASN 500

ASN 100

(=]

- ASN 200
== f\ ~ N\
Enterprise 1 @.' BGP @.' ISP3 %

Subnets of Network
9.0.0.0
EIGRP

Enterprise 5 e
Subnets of Network ~
199.190.1.0

OSPF g

Figure 7-2 Comparing Locations for Using IGPs and EGPs
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Comparing IGPs

Organizations have several options when choosing an IGP for their enterprise network, but
most companies today use either OSPF or EIGRP. This book discusses both these routing
protocols, with Chapters 7 and 8 covering OSPF and Chapters 9 and 10 covering EIGRP.
Before getting into detail on these two protocols, the next section first discusses some

of the main goals of every IGP, comparing OSPF, EIGRP, plus a few other IPv4 routing
protocols.

IGP Routing Protocol Algorithms

A routing protocol’s underlying algorithm determines how the routing protocol does its
job. The term routing protocol algorithm simply refers to the logic and processes used by
different routing protocols to solve the problem of learning all routes, choosing the best
route to each subnet, and converging in reaction to changes in the internetwork. Three main
branches of routing protocol algorithms exist for IGP routing protocols:

Key m Distance vector (sometimes called Bellman-Ford after its creators)
Topic

m Advanced distance vector (sometimes called “balanced hybrid”)

m Link-state

Historically speaking, distance vector protocols were invented first, mainly in the early
1980s. Routing Information Protocol (RIP) was the first popularly used IP distance vector
protocol, with the Cisco-proprietary Interior Gateway Routing Protocol (IGRP) being intro-
duced a little later.

By the early 1990s, distance vector protocols’ somewhat slow convergence and potential
for routing loops drove the development of new alternative routing protocols that used
new algorithms. Link-state protocols—in particular, Open Shortest Path First (OSPF) and
Integrated Intermediate System to Intermediate System (IS-IS)—solved the main issues.
They also came with a price: They required extra CPU and memory on routers, with more
planning required from the network engineers.

Around the same time as the introduction of OSPF, Cisco created a proprietary routing pro-
tocol called Enhanced Interior Gateway Routing Protocol (EIGRP), which used some fea-
tures of the earlier IGRP protocol. EIGRP solved the same problems as did link-state routing
protocols, but less planning was required when implementing the network. As time went on,
EIGRP was classified as a unique type of routing protocol. However, it used more distance
vector features than link-state, so it is more commonly classified as an advanced distance
vector protocol.

Metrics

Routing protocols choose the best route to reach a subnet by choosing the route with the
lowest metric. For example, RIP uses a counter of the number of routers (hops) between a
router and the destination subnet. OSPF totals the cost associated with each interface in the
end-to-end route, with the cost based on link bandwidth. Table 7-2 lists the most important
IP routing protocols for the CCNA exams and some details about the metric in each case.
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Key

Table 7-2 IP IGP Metrics

IGP Metric Description

RIPv2 | Hop count The number of routers (hops) between a router and the
destination subnet

OSPF | Cost The sum of all interface cost settings for all links in a route,
with the cost defaulting to be based on interface bandwidth

EIGRP | Composite of Calculated based on the route’s slowest link and the

bandwidth and delay | cumulative delay associated with each interface in the route

A brief comparison of the metric used by the older RIP versus the metric used by EIGRP
shows some insight into why OSPF and EIGRP surpassed RIP. Figure 7-3 shows an example
in which Router B has two possible routes to subnet 10.1.1.0 on the left side of the net-
work: a shorter route over a very slow 64-Kbps link, or a longer route over two higher-
speed (T1) links.

RIP EIGRP

Subnet 10.1.1.0 Subnet 10.1.1.0

T e
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Bandwidth Bandwidth
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Figure 7-3 RIP and EIGRP Metrics Compared

The left side of the figure shows the results of RIP in this network. Using hop count, Router
B learns of a one-hop route directly to Router A through B’s S0/0/1 interface. B also learns
of a two-hop route through Router C, through B’s S0/0/0 interface. Router B chooses the
lower hop count route, which happens to go over the slow-speed link.

The right side of the figure shows the arguably better choice made by EIGRP based on its
better metric. To cause EIGRP to make the right choice, the engineer correctly configured
the interface bandwidth to match the actual link speeds, thereby allowing EIGRP to choose
the faster route. (The bandwidth interface subcommand does not change the actual physical
speed of the interface. It just tells IOS what speed to assume the interface is using.)

Other IGP Comparisons

Some other IGP comparisons can be made. However, some topics require more fundamen-
tal knowledge of specific routing protocols, or other features not yet covered in this book.
For now, this section introduces a few more comparison points, and leaves the details until
later in the book.
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Routing protocols differ based on whether they are classless routing protocols or classful.
Classless routing protocols support variable-length subnet masks (VLSM) as well as manual
route summarization. Classless routing protocols support VLSM and manual route summa-
rization by sending routing protocol messages that include the subnet masks in the message,
whereas the generally older classful routing protocols do not send masks in the routing
update messages. Table 7-3 summarizes the key IGP comparison points.

Key Table 7-3 Interior IP Routing Protocols Compared
Topic

Feature RIPvi RIPv2 EIGRP OSPF IS-IS
Classless/sends mask in updates/supports VLSM | No Yes Yes Yes Yes
Algorithm (DV, advanced DV, LS) DV DV Advanced | LS LS
DV

Supports manual summarization No Yes Yes Yes Yes
Cisco-proprietary No No Yes! No No
Routing updates are sent to a multicast IP address | No Yes Yes Yes —
Convergence Slow |Slow | Fast Fast | Fast

1 Although Cisco created EIGRP, and has kept it as a proprietary protocol for many years, Cisco chose to
publish EIGRP as an informational RFC in 2013. This allows other vendors to implement EIGRP, while Cisco
retains the rights to the protocol.

Administrative Distance

Many companies and organizations use a single routing protocol. However, in some cases, a
company needs to use multiple routing protocols. For example, if two companies connect
their networks so that they can exchange information, they need to exchange some routing
information. If one company uses OSPF, and the other uses EIGRP, on at least one router,
both OSPF and EIGRP must be used. Then, that router can take routes learned by OSPF and
advertise them into EIGRP, and vice versa, through a process called route redistribution.

Depending on the network topology, the two routing protocols might learn routes to the
same subnets. When a single routing protocol learns multiple routes to the same subnet,

the metric tells it which route is best. However, when two different routing protocols learn
routes to the same subnet, because each routing protocol’s metric is based on different
information, IOS cannot compare the metrics. For example, OSPF might learn a route to
subnet 10.1.1.0 with metric 101, and EIGRP might learn a route to 10.1.1.0 with metric
2,195,416, but the EIGRP-learned route might be the better route—or it might not. There is
simply no basis for comparison between the two metrics.

When IOS must choose between routes learned using different routing protocols, IOS uses
a concept called administrative distance. Administrative distance is a number that denotes
how believable an entire routing protocol is on a single router. The lower the number, the
better, or more believable, the routing protocol. For example, RIP has a default administra-
tive distance of 120, OSPF uses a default of 110, and EIGRP defaults to 90. When using
OSPF and EIGRP, the router will believe the EIGRP route instead of the OSPF route (at
least by default). The administrative distance values are configured on a single router and are
not exchanged with other routers. Table 7-4 lists the various sources of routing information,
along with the default administrative distances.

177
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Table 7-4 Default Administrative Distances

Route Type Administrative Distance

Connected 0
Static 1
BGP (external routes) 20
EIGRP (internal routes) 90
IGRP 100
OSPF 110
IS-IS 115
RIP 120
EIGRP (external routes) 170
BGP (internal routes) 200
DHCP default route 254
Unusable 255

NOTE The show ip route command lists each route’s administrative distance as the first of
the two numbers inside the brackets. The second number in brackets is the metric.

The table shows the default administrative distance values, but IOS can be configured

to change the administrative distance of a particular routing protocol, a particular route,

or even a static route. For example, the command ip route 10.1.3.0 255.255.255.0
10.1.130.253 defines a static route with a default administrative distance of 1, but the
command ip route 10.1.3.0 255.255.255.0 10.1.130.253 210 defines the same static
route with an administrative distance of 210. So, you can actually create a static route that is
only used when the routing protocol does not find a route, just by giving the static route a
higher administrative distance.

OSPF Concepts and Operation

Routing protocols basically exchange information so routers can learn routes. The routers
learn information about subnets, routes to those subnets, and metric information about how
good each route is compared to others. The routing protocol can then choose the currently
best route to each subnet, building the IP routing table.

Link-state protocols like OSPF take a little different approach to the particulars of what
information they exchange and what the routers do with that information once learned.
This next (second) major section narrows the focus to only link-state protocols, specifically
OSPF.

This section begins with an overview of what OSPF does by exchanging data about the net-
work in data structures called link-state advertisements (LSA). Then, the discussion backs
up a bit to provide more details about each of three fundamental parts of how OSPF oper-
ates: how OSPF routers use neighbor relationships, how routers exchange LSAs with neigh-
bors, and then how routers calculate the best routes once they learn all the LSAs.
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OSPF Overview

Link-state protocols build IP routes with a couple of major steps. First, the routers together
build a lot of information about the network: routers, links, IP addresses, status information,
and so on. Then the routers flood the information, so all routers know the same informa-
tion. At that point, each router can calculate routes to all subnets, but from each router’s
own perspective.

Topology Information and LSAs

Routers using link-state routing protocols need to collectively advertise practically every
detail about the internetwork to all the other routers. At the end of the process of flooding
the information to all routers, every router in the internetwork has the exact same informa-
tion about the internetwork. Flooding a lot of detailed information to every router sounds
like a lot of work, and relative to distance vector routing protocols, it is.

Open Shortest Path First (OSPF), the most popular link-state IP routing protocol, organizes
topology information using LSAs and the link-state database (LSDB). Figure 7-4 represents
the ideas. Each LSA is a data structure with some specific information about the network
topology; the LSDB is simply the collection of all the LSAs known to a router. When sitting
at the CLI of a router that uses OSPF, the show ip ospf database command lists informa-
tion about the LSDB on that router by listing some of the information in each of the LSAs
in the LSDB.

Link State Database (LSDB)

LSA

LSA
LSA
LSA

LSA
LSA

Figure 7-4 LSA and LSDB Relationship

Figure 7-5 shows the general idea of the flooding process, with R8 creating and flooding
its router LSA. The router LSA for Router R8 describes the router itself, including the exis-
tence of subnet 172.16.3.0/24, as seen on the right side of the figure. (Note that Figure 7-5
actually shows only a subset of the information in R8’s router LSA.)

Figure 7-5 shows the rather basic flooding process, with R8 sending the original LSA for
itself, and the other routers flooding the LSA by forwarding it until every router has a
copy. The flooding process has a way to prevent loops so that the LSAs do not get flooded
around in circles. Basically, before sending an LSA to yet another neighbor, routers com-
municate, asking “Do you already have this LSA?,” and then they avoid flooding the LSA to
neighbors that already have it.

Once flooded, routers do occasionally reflood a particular LSA. Routers reflood an LSA
when some information changes (for example, when a link goes up or comes down). They
also reflood each LSA based on each LSA’s separate aging timer (default 30 minutes).
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Figure 7-5 Flooding LSAs Using a Link-State Routing Protrocol

Applying Dijkstra SPF Math to Find the Best Routes

The link-state flooding process results in every router having an identical copy of the LSDB
in memory, but the flooding process alone does not cause a router to learn what routes to
add to the IP routing table. Although incredibly detailed and useful, the information in the
LSDB does not explicitly state each router’s best route to reach a destination.

To build routes, link-state routers have to do some math. Thankfully, you and I do not have
to know the math! However, all link-state protocols use a type of math algorithm, called the
Dijkstra Shortest Path First (SPF) algorithm, to process the LSDB. That algorithm analyzes
(with math) the LSDB, and builds the routes that the local router should add to the IP rout-
ing table—routes that list a subnet number and mask, an outgoing interface, and a next-hop
router IP address.

Now that you have the big ideas down, the next several topics walk through the three main
phases of how OSPF routers accomplish the work of exchanging LSAs and calculating
routes. Those three phases are

Becoming neighbors: A relationship between two routers that connect to the same data
link, created so that the neighboring routers have a means to exchange their LSDBs.

Exchanging databases: The process of sending LSAs to neighbors so that all routers learn
the same LSAs.

Adding the best routes: The process of each router independently running SPF, on their
local copy of the LSDB, calculating the best routes, and adding those to the IPv4 routing
table.

Becoming OSPF Neighbors

Of everything you learn about OSPF in this chapter, OSPF neighbor concepts have the most
to do with how you will configure and troubleshoot OSPF in Cisco routers. You configure
OSPF in ways that make routers become neighbors, and much of the LSA exchange process
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and calculating the best routes happen in the background. This section discusses the funda-
mental concepts of OSPF neighbors.

The Basics of OSPF Neighbors

OSPF neighbors are routers that both use OSPF and both sit on the same data link. With the
data link technology discussed so far in this book, that means two routers connected to the
same VLAN become OSPF neighbors, or two routers on the ends of a serial link become
OSPF neighbors.

Two routers need to do more than simply exist on the same link to become OSPF neigh-
bors; they must send OSPF messages and agree to become neighbors. To do so, the rout-
ers send OSPF Hello messages, introducing themselves to the neighbor. Assuming the two
neighbors have compatible OSPF parameters, the two form a neighbor relationship, and
would be displayed in the output of the show ip ospf neighbors command.

The OSPF neighbor relationship also lets OSPF know when a neighbor might not be a good
option for routing packets right now. Imagine R1 and R2 form a neighbor relationship, learn
LSAs, and calculate routes that send packets through the other router. Months later, R1
notices that the neighbor relationship with R2 fails. That failed neighbor connection to R2
makes R1 react: R1 refloods LSAs that formerly relied on the link from R1 to R2, and R1
runs SPF to recalculate its own routes.

Finally, the OSPF neighbor model allows new routers to be dynamically discovered. That
means new routers can be added to a network without requiring every router to be recon-
figured. Instead, the configuration enables OSPF on a router’s interfaces, and then the
router reacts to any Hello messages from new neighbors, whenever those neighbors happen
to be installed.

Meeting Neighbors and Learning Their Router ID

The OSPF Hello process, by which new neighbor relationships are formed, works somewhat
like when you move to a new house and meet your various neighbors. When you see each
other outside, you might walk over, say hello, and learn each other’s name. After talking a
bit, you form a first impression, particularly as to whether you think you’ll enjoy chatting
with this neighbor occasionally, or whether you can just wave and not take the time to talk
the next time you see him outside.

Similarly, with OSPF, the process starts with messages called OSPF Hello messages. The
Hellos in turn list each router’s rourer ID (RID), which serves as each router’s unique name
or identifier for OSPF. Finally, OSPF does several checks of the information in the Hello
messages to ensure that the two routers should become neighbors.

OSPF RIDs are 32-bit numbers. As a result, most command output lists these as dotted-
decimal numbers (DDN). Additionally, by default, IOS chooses its OSPF RID based on an
active interface IPv4 address, because those are some nearby convenient 32-bit numbers
as well. However, the OSPF RID can be directly configured, as covered in the section
“Configuring the OSPF Router ID” in Chapter 8, “Implementing OSPF for IPv4.”

As soon as a router has chosen its OSPF RID and some interfaces come up, the router is
ready to meet its OSPF neighbors. OSPF routers can become neighbors if they are con-
nected to the same subnet (and in some other special cases not covered on the CCENT and
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CCNA exams). To discover other OSPF-speaking routers, a router sends multicast OSPF
Hello packets to each interface and hopes to receive OSPF Hello packets from other routers
connected to those interfaces. Figure 7-6 outlines the basic concept.
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Figure 7-6 OSPF Hello Packets

Routers A and B both send Hello messages onto the LAN. They continue to send Hellos at
a regular interval based on their Hello timer settings. The Hello messages themselves have
the following features:

m The Hello message follows the IP packet header, with IP protocol type 89.
m Hello packets are sent to multicast IP address 224.0.0.5, a multicast IP address intended
for all OSPF-speaking routers.

m OSPF routers listen for packets sent to IP multicast address 224.0.0.5, in part hoping to
receive Hello packets and learn about new neighbors.

Taking a closer look, Figure 7-7 shows several of the neighbor states used by the early for-
mation of an OSPF neighbor relationship. The figure shows the Hello messages in the center
and the resulting neighbor states on the left and right edges of the figure. Each router keeps
an OSPF state variable for how it views the neighbor.
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2-Way
Figure 7-7 Early Neighbor States

Following the steps in the figure, the scenario begins with the link down, so the routers
have no knowledge of each other as OSPF neighbors. As a result, they have no state (status)
information about each other as neighbors, and they would not list each other in the output
of the show ip ospf neighbor command. At Step 2, R1 sends the first Hello, so R2 learns
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of the existence of R1 as an OSPF router. At that point, R2 lists R1 as a neighbor, with an
interim beginning state of init.

The process continues at Step 3, with R2 sending back a Hello. This message tells R1 that R2
exists, and it allows R1 to move through the init state and quickly to a 2-way state. At Step
4, R2 receives the next Hello from R1, and R2 can also move to a 2-way state.

The 2-way state is a particularly important OSPF state. At that point, the following major
facts are true:

Key m The router received a Hello from the neighbor, with that router’s own RID listed as being
Topic seen by the neighbor.

m The router has checked all the parameters in the Hello received from the neighbor, with
no problems. The router is willing to become a neighbor.

m If both routers reach a 2-way state with each other, it means that both routers meet all
OSPF configuration requirements to become neighbors. Effectively, at that point, they
are neighbors, and ready to exchange their LSDB with each other.

Exchanging the LSDB Between Neighbors

One purpose of forming OSPF neighbor relationships is to allow the two neighbors to
exchange their databases. This next topic works through some of the details of OSPF data-
base exchange.

Fully Exchanging LSAs with Neighbors

The OSPF neighbor state 2-way means that the router is available to exchange its LSDB with
the neighbor. In other words, it is ready to begin a 2-way exchange of the LSDB. So, once
two routers on a point-to-point link reach the 2-way state, they can immediately move on to
the process of database exchange.

The database exchange process can be quite involved, with several OSPF messages and sev-
eral interim neighbor states. This chapter is more concerned with a few of the messages and
the final state when database exchange has completed: the full state.

After two routers decide to exchange databases, they do not simply send the contents of
the entire database. First, they tell each other a list of LSAs in their respective databases—
not all the details of the LSAs, just a list. (Think of these lists as checklists.) Then, each
router can check which LSAs it already has, and then ask the other router for only the LSAs
that are not known yet.

For instance, R1 might send R2 a checklist that lists ten LSAs (using an OSPF Database
Description, or DD, packet). R2 then checks its LSDB and finds six of those ten LSAs. So,
R2 asks R1 (using a Link-State Request packet) to send the four additional LSAs.

Thankfully, most OSPFv2 work does not require detailed knowledge of these specific pro-
tocol steps. However, a few of the terms are used quite a bit and should be remembered.
In particular, the OSPF messages that actually send the LSAs between neighbors are called
Link-State Update (LSU) packets. That is, the LSU packet holds data structures called link-
state advertisements (LSA). The LSAs are not packets, but rather data structures that sit
inside the LSDB and describe the topology.



184 CCNA Routing and Switching ICND2 200-105 Official Cert Guide

Figure 7-8 pulls some of these terms and processes together, with a general example. The
story picks up the example shown in Figure 7-7, with Figure 7-8 showing an example of
the database exchange process between Routers R1 and R2. The center shows the protocol
messages, and the outer items show the neighbor states at different points in the process.
Focus on two items in particular:

m The routers exchange the LSAs inside LSU packets.

m When finished, the routers reach a full state, meaning they have fully exchanged the
contents of their LSDBs.

RID 1.1.1.1 RID 2.2.2.2
i% i%

ExStart  Database Description >

Database Description Exchange
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Figure 7-8 Darabase Exchange Example, Ending in a Full State

Maintaining Neighbors and the LSDB

Once two neighbors reach a full state, they have done all the initial work to exchange OSPF
information between them. However, neighbors still have to do some small ongoing tasks to
maintain the neighbor relationship.

First, routers monitor each neighbor relationship using Hello messages and two related
timers: the Hello Interval and the Dead Interval. Routers send Hellos every Hello Interval
to each neighbor. Each router expects to receive a Hello from each neighbor based on the
Hello Interval, so if a neighbor is silent for the length of the Dead Interval (by default, four
times as long as the Hello Interval), the loss of Hellos means that the neighbor has failed.

Next, routers must react when the topology changes as well, and neighbors play a key role
in that process. When something changes, one or more routers change one or more LSAs.

Then, the routers must flood the changed LSAs to each neighbor so that the neighbor can

change its LSDB.

For example, imagine a LAN switch loses power, so a router’s GO/0 interface fails from
up/up to down/down. That router updates an LSA that shows the router’s GO/0 as being
down. That router then sends the LSA to its neighbors, and that neighbor in turn send it to
its neighbors, until all routers again have an identical copy of the LSDB. Each router’s LSDB
now reflects the fact that the original router’s G0/0 interface failed, so each router will then
use SPF to recalculate any routes affected by the failed interface.
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A third maintenance task done by neighbors is to reflood each LSA occasionally, even when
the network is completely stable. By default, each router that creates an LSA also has the
responsibility to reflood the LSA every 30 minutes (the default), even if no changes occur.
(Note that each LSA has a separate timer, based on when the LSA was created, so there is no
single big event where the network is overloaded with flooding LSAs.)

The following list summarizes these three maintenance tasks for easier review:

B Maintain neighbor state by sending Hello messages based on the Hello Interval, and lis-
tening for Hellos before the Dead Interval expires

m Flood any changed LSAs to each neighbor

B Reflood unchanged LSAs as their lifetime expires (default 30 minutes)

NOTE If you are curious to know a few more details about the LSAs themselves,
Appendix K’s section titled “(OSPFv2) Link-State Advertisements” provides a few more
details.

Using Designated Routers on Ethernet Links

OSPF behaves differently on some types of interfaces, particularly comparing point-to-
point and Ethernet links. In particular, on Ethernet links, OSPF elects one of the routers on
the same subnet to act as the designated router (DR). The DR plays a key role in how the
database exchange process works, with different rules than with point-to-point links. To see
how, consider the example that begins with Figure 7-9. The figure shows five OSPFv2 rout-
ers on the same Ethernet VLAN. These five OSPF routers elect one router to act as the DR,
and one router to be backup DR (BDR). The figure shows A and B as DR and BDR, for no
other reason than the Ethernet must have one of each.

"B B B

| |
oGS &
Figure 7-9 Routers A and B Elected as DR and BDR

The database exchange process on an Ethernet link does not happen between every pair

of routers on the same VLAN/subnet. Instead, it happens between the DR and each of the
other routers, with the DR making sure that all the other routers get a copy of each LSA. In
other words, the database exchange happens over the flows shown in Figure 7-10.
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Figure 7-10 Database Exchange to and from the DR on an Ethernet
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OSPF uses the BDR concept because the DR is so important to the database exchange pro-
cess. The BDR watches the status of the DR and takes over for the DR if it fails. (When the
DR fails, the BDR takes over, and then a new BDR is elected.)

At this point, you might be getting a little tired of some of the theory, but finally, the
theory actually shows something that you may see in show commands on a router. Because
the DR and BDR both do full database exchange with all the other OSPF routers in the
LAN, they reach a full state with all neighbors. However, routers that are neither a DR nor a
BDR—called DROthers by OSPF—never reach a full state because they do not do database
exchange with each other. As a result, the show ip ospf neighbor command on these rout-
ers lists some neighbors, permanently, in a state of 2-way, and not in a full state.

For instance, with OSPF working normally on the Ethernet LAN in Figure 7-10, a show
ip ospf neighbor command on router C (which is a DROther router) would show the
following:

m Two neighbors (A and B, the DR and BDR, respectively) with a full state (called fully
adjacent)

m Two neighbors (D and E) with a 2-way state (called adjacent)

This different behavior on OSPF neighbors on a LAN—where some neighbors reach full
state and some do not—calls for the use of two more OSPF terms: adjacent and fully adja-
cent. Fully adjacent neighbors reach a full state after having exchanged their LSDBs directly.
Adjacent neighbors are those DROther routers that (correctly) choose to stay in 2-way state
but never reach a full state. Table 7-5 summarizes these key concepts and terms related to
OSPF states.

Key Table 7-5 Stable OSPF Neighbor States and Their Meanings
Topic @ Neighbor Adjacency Meaning

State Lingo
2-way Adjacent | The neighbor has sent a Hello that lists the local router’s RID in the
list of seen routers, also implying that neighbor verification checks all
passed. If both neighbors are DROther routers, the neighbors should
remain in this state.
Full Fully Both routers know the exact same LSDB details and are fully adjacent,
adjacent meaning they have completed the exchange of LSDB contents.

Calculating the Best Routes with SPF

OSPF LSAs contain useful information, but they do not contain the specific information
that a router needs to add to its IPv4 routing table. In other words, a router cannot just copy
information from the LSDB into a route in the IPv4 routing table. The LSAs individually

are more like pieces of a jigsaw puzzle. So, to know what routes to add to the routing table,
each router must do some SPF math to choose the best routes from that router’s perspec-
tive. The router then adds each route to its routing table: a route with a subnet number and
mask, an outgoing interface, and a next-hop router IP address.

Although engineers do not need to know the details of how SPF does the math, they do
need to know how to predict which routes SPF will choose as the best route. The SPF algo-
rithm calculates all the routes for a subnet—that is, all possible routes from the router to
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the destination subnet. If more than one route exists, the router compares the metrics, pick-
ing the best (lowest) metric route to add to the routing table. Although the SPF math can be
complex, engineers with a network diagram, router status information, and simple addition
can calculate the metric for each route, predicting what SPF will choose.

Once SPF has identified a route, OSPF calculates the metric for a route as follows:

The sum of the OSPF interface costs for all outgoing interfaces in the route

Figure 7-11 shows an example with three possible routes from R1 to Subnet X
(172.16.3.0/24) at the bottom of the figure.

Legend:

<€ - - Possible Route

Subnet X

.
.
.
.
.
]
.
.

' Cost 60

Cost 20

(172.16.3.0/24)
Figure 7-11 SPF Tree to Find R1’s Route ro 172.16.3.0/24

NOTE OSPF considers the costs of the outgoing interfaces (only) in each route. It does
not add the cost for incoming interfaces in the route.

Table 7-6 lists the three routes shown in Figure 7-11, with their cumulative costs, showing
that R1’s best route to 172.16.3.0/24 starts by going through R5.

Table 7-6 Comparing R1s Three Alternatives for the Route to 172.16.3.0/24

Route Location in Figure 7-11 Cumulative Cost
R1-R7-R8 Left 10 + 180 + 10 =200
R1-R5-R6-R8 Middle 20 +30 + 40 + 10 = 100

R1-R2-R3-R4-R8

Right

30+60+20+5+10=125

187
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As a result of the SPF algorithm’s analysis of the LSDB, R1 adds a route to subnet
172.16.3.0/24 to its routing table, with the next-hop router of R5.

In real OSPF networks, an engineer can do the same process by knowing the OSPF cost for
each interface. Armed with a network diagram, the engineer can examine all routes, add the
costs, and predict the metric for each route.

NOTE OSPF calculates costs using different processes depending on the area design. The
example surrounding Figure 7-11 best matches OSPF’s logic when using a single-area design.
OSPF areas are discussed in the next few pages.

OSPF Area Design

OSPF can be used in some networks with very little thought about design issues. You just
turn on OSPF in all the routers, put all interfaces into the same area (usually area 0), and it
works! Figure 7-12 shows one such network example, with 11 routers and all interfaces in
area 0.

Area 0 (Backbone)

&—

%9—%\&
@9—%\&

S~

B

—8—

PPPT PPPT

Figure 7-12 Single-Area OSPF

Larger OSPFv2 networks suffer with a single-area design. For instance, now imagine an
enterprise network with 900 routers, rather than only 11, and several thousand subnets. As
it turns out, the CPU time to run the SPF algorithm on all that topology data just takes time.
As a result, OSPFv2 convergence time—the time required to react to changes in the net-
work—can be slow. The routers may run low on RAM, as well. Additional problems include
the following:

B A larger topology database requires more memory on each router.

m Processing the larger topology database with the SPF algorithm requires processing
power that grows exponentially with the size of the topology database.

B A single interface status change, anywhere in the internetwork (up to down, or down to
up), forces every router to run SPF again!
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The solution is to take the one large LSDB and break it into several smaller LSDBs by using
OSPF areas. With areas, each link is placed into one area. SPF does its complicated math on
the topology inside the area, and that area’s topology only. For instance, an internetwork
with 1000 routers and 2000 subnets, broken in 100 areas, would average 10 routers and

20 subnets per area. The SPF calculation on a router would have to only process topology
about 10 routers and 20 links, rather than 1000 routers and 2000 links.

So, how large does a network have to be before OSPF needs to use areas? Well, there is

no set answer, because the behavior of the SPF process depends largely on CPU process-
ing speed, the amount of RAM, the size of the LSDB, and so on. Generally, networks larger
than a few dozen routers benefit from areas, and some documents over the years have listed
50 routers as the dividing line at which a network really should use areas.

The next few pages look at how OSPF area design works, with more reasons as to why areas
help make larger OSPF networks work better.

OSPF Areas

OSPF area design follows a couple of basic rules. To apply the rules, start with a clean draw-
ing of the internetwork, with routers, and all interfaces. Then, choose the area for each
router interface, as follows:

Put all interfaces connected to the same subnet inside the same area.

Ke
Togic

An area should be contiguous.

Some routers may be internal to an area, with all interfaces assigned to that single area.

Some routers may be Area Border Routers (ABR), because some interfaces connect to
the backbone area, and some connect to nonbackbone areas.

m All nonbackbone areas must connect to the backbone area (area 0) by having at least one
ABR connected to both the backbone area and the nonbackbone area.

Figure 7-13 shows one example. Some engineer started with a network diagram that showed
all 11 routers and their links. On the left, the engineer put four serial links, and the LANs
connected to branch routers B1 through B4, into area 1. Similarly, he placed the links to
branches B11 through B14, and their LANs, in area 2. Both areas need a connection to the
backbone area, area 0, so he put the LAN interfaces of D1 and D2 into area 0, along with
D3, creating the backbone area.

The figure also shows a few important OSPF area design terms. Table 7-7 summarizes the
meaning of these terms, plus some other related terms, but pay closest attention to the
terms from the figure.
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Figure 7-13 Three-Area OSPF with D1 and D2 as ABRs
Table 7-7 OSPF Design Terminology

Term

Description

Area Border Router
(ABR)

An OSPF router with interfaces connected to the backbone area and to
at least one other area

Backbone router

A router connected to the backbone area (includes ABRs)

Internal router

A router in one area (not the backbone area)

Area

A set of routers and links that shares the same detailed LSDB
information, but not with routers in other areas, for better efficiency

Backbone area

A special OSPF area to which all other areas must connect—area 0

Intra-area route

A route to a subnet inside the same area as the router

Interarea route

A route to a subnet in an area of which the router is not a part

How Areas Reduce SPF Calculation Time

Figure 7-13 shows a sample area design and some terminology related to areas, but it does
not show the power and benefit of the areas. To understand how areas reduce the work SPF
has to do, you need to understand what changes about the LSDB inside an area, as a result

of the area design.

SPF spends most of its processing time working through all the topology details, namely
routers and the links that connect routers. Areas reduce SPF’s workload because, for a given
area, the LSDB lists only routers and links inside that area, as shown on the left side of

Figure 7-14.

While the LSDB has less topology information, it still has to have information about all
subnets in all areas, so that each router can create IPv4 routes for all subnets. So, with an
area design, OSPFv2 uses very brief summary information about the subnets in other areas.
These LSAs do not include topology information about the other areas, so they do not
require much SPF processing at all. Instead, these subnets all appear like subnets connected
to the ABR (in this case, ABR D1).
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Area 1 LSDB

- — 10.1.11.0
ABR S

10.1.12.0
\ 10.1.13.0
10.1.14.0
Subnets in Other Areas:
Requires Little SPF

Detailed Topology Data (Routers and Links):
Requires Heavy SPF

Figure 7-14 Smaller Area 1 LSDB Concept

OSPF Area Design Advantages

In summary, using a single-area OSPF design works well for smaller OSPF networks. It
avoids the added complexity, making the network slightly easier to operate. It also requires
less planning effort because no one has to plan which parts of the network end up in which
area.

Using multiple areas improves OSPF operations in many ways for larger networks. The fol-
lowing list summarizes some of the key points arguing for the use of multiple areas in larger
OSPF networks:

B The smaller per-area LSDB requires less memory.

m Routers require fewer CPU cycles to process the smaller per-area LSDB with the SPF
algorithm, reducing CPU overhead and improving convergence time.

m Changes in the network (for example, links failing and recovering) require SPF calcula-
tions only on routers connected to the area where the link changed state, reducing the
number of routers that must rerun SPF.

m Less information must be advertised between areas, reducing the bandwidth required to
send LSAs.

Chapter Review

One key to doing well on the exams is to perform repetitive spaced review sessions. Review
this chapter’s material using either the tools in the book, DVD, or interactive tools for the
same material found on the book’s companion website. Refer to the “Your Study Plan” ele-
ment for more details. Table 7-8 outlines the key review elements and where you can find
them. To better track your study progress, record when you completed these activities in
the second column.
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Table 7-8 Chapter Review Tracking

Review Element Review Date(s) Resource Used:
Review key topics Book, DVD/website
Review key terms Book, DVD/website
Answer DIKTA questions Book, PCPT
Review memory tables Book, DVD/website

Review All the Key Topics

Table 7-9 Key Topics for Chapter 7

Topic f§§ Key Topic Description Page
Element Number
List Functions of IP routing protocols 172
List Definitions of IGP and EGP 173
List Types of IGP routing protocols 175
Table 7-2 IGP metrics 176
Table 7-3 Comparisons of IGP features 177
List Key facts about the OSPF 2-way state 183
Table 7-5 Key OSPF neighbor states 186
Item Definition of how OSPF calculates the cost for a route 187
Figure 7-11 Example of calculating the cost for multiple competing routes | 187
List OSPF area design rules 189
Figure 7-13 Sample OSPF multiarea design with terminology 190
Table 7-7 OSPF design terms and definitions 190

Key Terms You Should Know

convergence, shortest path first (SPF) algorithm, distance vector, interior gateway protocol
(IGP), link-state, link-state advertisement (LSA), link-state database (LSDB), metric, 2-way
state, full state, Area Border Router (ABR), designated router (DR), backup designated rout-
er (BDR), fully adjacent, Hello Interval, Dead Interval, link-state update, neighbor, router ID
(RID), topology database, internal router, backbone area
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Implementing OSPF for IPv4

This chapter covers the following exam topics:

2.0 Routing Technologies

2.4 Configure, verify, and troubleshoot single area and multiarea OSPFv2 for IPv4 (exclud-
ing authentication, filtering, manual summarization, redistribution, stub, virtual-link, and
LSAs)

Chapter 7, “Understanding OSPF Concepts,” introduced you to the concepts, so this
chapter moves on to the implementation details for Open Shortest Path First Version 2
(OSPFv2)—that is, OSPF as used for IPv4. This chapter looks at how to configure and verify
a variety of OSPFv2 features.

This chapter touches on a wide variety of configuration options, so it breaks the content
down into the three major sections. The first major section shows how to configure and ver-
ify basic OSPFv2 with a single-area design. With a single area, all interfaces sit in the same
area, and that fact has an impact on the kinds of information lists in show command output.
Also, the first section uses traditional OSPFv2 configuration using the OSPF network com-
mand. The second major section repeats the same kinds of configuration and verification as
in the first major section, but now with multiarea OSPF designs.

The third major section of the chapter looks at a variety of common OSPFv2 features.
These features include a completely different way to enable OSPFv2 on a Cisco router,
using interface subcommands rather than the OSPF network command. It also includes the
configuration of OSPF default routes, tuning OSPF metrics, and OSPF load balancing.

Finally, take a moment to reread the exam topics at the top of this page. Note that the
exam topics specifically exclude some OSPF topics.

“Do | Know This Already?” Quiz

Take the quiz (either here, or use the PCPT software) if you want to use the score to help
you decide how much time to spend on this chapter. The answers are at the bottom of the
page following the quiz, and the explanations are in DVD Appendix C and in the PCPT
software.

Table 8-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Implementing Single-Area OSPFv2 1-3

Implementing Multiarea OSPFv2 4,5
Additional OSPFv2 Features 6,7




Which of the following network commands, following the command router ospf 1, tells
this router to start using OSPF on interfaces whose IP addresses are 10.1.1.1, 10.1.100.1,
and 10.1.120.1?

a. network 10.0.0.0 255.0.0.0 area 0

b. network 10.0.0.0 0.255.255.255 area 0

c. network 10.0.0.1 0.0.0.255 area 0

d. network 10.0.0.1 0.0.255.255 area 0

Which of the following network commands, following the command router ospf 1, tells

this router to start using OSPF on interfaces whose IP addresses are 10.1.1.1, 10.1.100.1,
and 10.1.120.1?

network 10.1.0.0 0.0.255.255 area 0
network 10.0.0.0 0.255.255.0 area 0
network 10.1.1.0 0.x.1x.0 area 0
network 10.1.1.0 255.0.0.0 area O
network 10.0.0.0 255.0.0.0 area 0

o 2o oo

Which of the following commands list the OSPF neighbors off interface serial 0/0?
(Choose two answers.)

show ip ospf neighbor
show ip ospf interface brief

a
b
c. show ip neighbor
d. show ip interface
e

show ip ospf neighbor serial 0/0

Routers R1, R2, and R3 are internal routers in areas 1, 2, and 3, respectively. Router
R4 is an ABR connected to the backbone area (0) and to areas 1, 2, and 3. Which of
the following answers describes the configuration on Router R4, which is different
from the other three routers, that makes it an ABR?

a. The abr enable router subcommand.
b. The network router subcommands refer to a single nonbackbone area.

c. The network router subcommands refer to multiple areas, including the back-
bone.

d. The router has an interface in area 0, whereas an OSPF neighbor’s interface sits in
a different area.

An engineer connects to Router R1 and issues a show ip ospf neighbor command.

The status of neighbor 2.2.2.2 lists FULL/BDR. What does the BDR mean?

a. Rl isan Area Border Router.

b. R1isa backup designated router.

c. Router 2.2.2.2 is an Area Border Router.

d. Router 2.2.2.2 is a backup designated router.
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Config
Checklist

6. An engineer migrates from a more traditional OSPFv2 configuration that uses
network commands in OSPF configuration mode to instead use OSPFv2 interface
configuration. Which of the following commands configures the area number
assigned to an interface in this new configuration?

a.
b.
c.
d.

The area command in interface configuration mode
The ip ospf command in interface configuration mode
The router ospf command in interface configuration mode

The network command in interface configuration mode

7. Which of the following configuration settings on a router does not influence which
IPv4 route a router chooses to add to its IPv4 routing table when using OSPFv2?

e 0o TP

auto-cost reference-bandwidth
delay

bandwidth

ip ospf cost

Foundation Topics

Implementing Single-Area OSPFv2

OSPF configuration includes only a few required steps, but it has many optional steps.
After an OSPF design has been chosen—a task that can be complex in larger IP internet-
works—the configuration can be as simple as enabling OSPF on each router interface and
placing that interface in the correct OSPF area.

This section shows several configuration examples, all with a single-area OSPF internetwork.
Following those examples, the text goes on to cover several of the additional optional con-
figuration settings. For reference, the following list outlines the configuration steps covered in
this first major section of the chapter, as well as a brief reference to the required commands:

Step 1.

Step 2.

Step 3.

Step 4.

Use the router ospf process-id global command to enter OSPF configuration
mode for a particular OSPF process.

(Optional) Configure the OSPF router ID by doing the following:
A.  Use the router-id id-value router subcommand to define the router ID

B.  Use the interface loopback number global command, along with an ip
address address mask command, to configure an IP address on a loop-
back interface (chooses the highest IP address of all working loopbacks)

C. Rely on an interface IP address (chooses the highest IP address of all
working nonloopbacks)

Use one or more network ip-address wildcard-mask area area-id router sub-
commands to enable OSPFv2 on any interfaces matched by the configured
address and mask, enabling OSPF on the interface for the listed area.

(Optional) Use the passive-interface rype number router subcommand to con-
figure any OSPF interfaces as passive if no neighbors can or should be discov-
ered on the interface.
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For a more visual perspective on OSPFv2 configuration, Figure 8-1 shows the relation-

ship between the key OSPF configuration commands. Note that the configuration creates

a routing process in one part of the configuration, and then indirectly enables OSPF on
each interface. The configuration does not name the interfaces on which OSPF is enabled,
instead requiring 10S to apply some logic by comparing the OSPF network command to
the interface ip address commands. The upcoming example discusses more about this logic.

Configuration
OSPF Mode:

router ospf 1
router-id 1.1.7.1

Define Process ID
Set Router ID (Optional)
v (Indirectly) Enable OSPF Process

he | f
network 10.0.0.0 0.255.255.255 area 0 onthe Interface
L— Define Area Number

<
<
<
<

Interface Mode: Indirect!

interface S0/0/0
ip address 10.1.1.1 255.255.255.0

Figure 8-1 Organization of OSPFv2 Configuration

OSPF Single-Area Configuration

Figure 8-2 shows a sample network that will be used for the single-area OSPF configuration
examples. All links sit in area 0. The design has four routers, each connected to one or two
LANs. However, note that Routers R3 and R4, at the top of the figure, connect to the same
two VLANSs/subnets, so they will form neighbor relationships with each other over each of
those VLANS as well. (The two switches at the top of the design are acting as Layer 2 switches.)

Example 8-1 shows the IPv4 addressing configuration on Router R3, before getting into the
OSPF detail. The configuration enables 802.1Q trunking on R3’s G0/0 interface, and assigns
an IP address to each subinterface. (Not shown, switch S3 has configured trunking on the
other side of that Ethernet link.)

Example 8-1 [Pv4 Address Configuration on R3 (Including VLAN Trunking)
interface GigabitEthernet 0/0.341

encapsulation dotlg 341

ip address 10.1.3.1 255.255.255.128

!

interface GigabitEthernet 0/0.342
encapsulation dotlg 342

ip address 10.1.3.129 255.255.255.128
!

interface serial 0/0/0

ip address 10.1.13.3 255.255.255.128

Answers to the “Do | Know This Already?” quiz:
1B2A3AE4C5D6B,7B
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Figure 8-2 Sample Network for OSPF Single-Area Configuration

The beginning single-area configuration on R3, as shown in Example 8-2, enables OSPF on
all the interfaces shown in Figure 8-2. First, the router ospf 1 global command puts the
user in OSPF configuration mode, and sets the OSPF process-id. This number just needs to
be unique on the local router, allowing the router to support multiple OSPF processes in a
single router by using different process IDs. (The router command uses the process-id to
distinguish between the processes.) The process-id does not have to match on each router,
and it can be any integer between 1 and 65,535.

Example 8-2 OSPF Single-Area Configuration on R3 Using One network Command

router ospf 1

network 10.0.0.0 0.255.255.255 area 0

Speaking generally rather than about this example, the OSPF network command tells a rout-
er to find its local interfaces that match the first two parameters on the network command.
Then, for each matched interface, the router enables OSPF on those interfaces, discovers
neighbors, creates neighbor relationships, and assigns the interface to the area listed in the
network command. (Note that the area can be configured as either an integer or a dotted-
decimal number, but this book makes a habit of configuring the area number as an integer.
The integer area numbers range from 0 through 4,294,967,295.)

For the specific command in Example 8-2, any matched interfaces are assigned to area 0.
However, the first two parameters—the ip_address and wildcard_mask parameter values
of 10.0.0.0 and 0.255.255.255—need some explaining. In this case, the command matches
all three interfaces shown for Router R3; the next topic explains why.

Matching with the OSPF network Command

The key to understanding the traditional OSPFv2 configuration shown in this first example
is to understand the OSPF network command. The OSPF network command compares the
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first parameter in the command to each interface IP address on the local router, trying to
find a match. However, rather than comparing the entire number in the network command
to the entire IPv4 address on the interface, the router can compare a subset of the octets,
based on the wildcard mask, as follows:

Wildcard 0.0.0.0: Compare all 4 octets. In other words, the numbers must exactly match.
Topic Wildcard 0.0.0.255: Compare the first 3 octets only. Ignore the last octet when compar-
ing the numbers.
Wildcard 0.0.255.255: Compare the first 2 octets only. Ignore the last 2 octets when
comparing the numbers.
Wildcard 0.255.255.255: Compare the first octet only. Ignore the last 3 octets when
comparing the numbers.

Wildcard 255.255.255.255: Compare nothing—this wildcard mask means that all
addresses will match the network command.

Basically, a wildcard mask value of 0 in an octet tells IOS to compare to see if the numbers
match, and a value of 255 tells IOS to ignore that octet when comparing the numbers.

The network command provides many flexible options because of the wildcard mask. For
example, in Router R3, many network commands could be used, with some matching all
interfaces, and some matching a subset of interfaces. Table 8-2 shows a sampling of options,
with notes.

Table 8-2 Example OSPF network Commands on R3, with Expected Results

Command Logic in Command Matched
Interfaces
network 10.1.0.0 0.0.255.255 | Match interface IP addresses that begin with 10.1 | G0/0.341
G0/0.342
S0/0/0
network 10.0.0.0 Match interface IP addresses that begin with 10 | G0/0.341
0.255.255.255 G0/0.342
S0/0/0
network 0.0.0.0 Match all interface IP addresses G0/0.341
255.255.255.255 G0/0.342
S0/0/0
network 10.1.13.0 0.0.0.255 | Match interface IP addresses that begin with S0/0/0
10.1.13
network 10.1.3.1 0.0.0.0 Match one IP address: 10.1.3.1 G0/0.341

The wildcard mask gives the local router its rules for matching its own interfaces. For exam-
ple, Example 8-2 shows R3 using the network 10.0.0.0 0.255.255.255 area 0 command.
However, the wildcard mask allows for many different valid OSPF configurations. For
instance, in that same internetwork, Routers R1 and R2 could use the configuration shown
in Example 8-3, with two other wildcard masks. In both routers, OSPF is enabled on all the
interfaces shown in Figure 8-2.
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Example 8-3 OSPF Configuration on Routers R1 and R2

! Rl configuration next - one network command enables OSPF
! on all three interfaces
router ospf 1

network 10.1.0.0 0.0.255.255 area 0

! R2 configuration next - One network command per interface
router ospf 1

network 10.1.12.2 0.0.0.0 area 0

network 10.1.24.2 0.0.0.0 area 0

network 10.1.2.2 0.0.0.0 area 0

Finally, note that other wildcard mask values can be used as well, as long as the wildcard
mask in binary is one unbroken string of 0s and another single string of binary 1s. Basically,
that includes all wildcard masks that could be used to match all IP addresses in a subnet, as
discussed in the “Finding the Right Wildcard Mask to Match a Subnet” section of Chapter
16, “Basic IPv4 Access Control Lists” (which is Chapter 25 of the ICND1 Cert Guide). For
example, a mask of 0.255.255.0 would not be allowed.

NOTE The first two parameters of the network command are the address and the wildcard
mask. By convention, if the wildcard mask octet is 255, the matching address octet should
be configured as a 0. Interestingly, IOS will actually accept a network command that breaks
this rule, but then IOS will change that octet of the address to a 0 before putting it into the
running configuration file. For example, IOS will change a typed command that begins with
network 1.2.3.4 0.0.255.255 to network 1.2.0.0 0.0.255.255.

Verifying OSPFv2 Single Area

As mentioned in Chapter 7, OSPF routers use a three-step process to eventually add OSPF-
learned routes to the IP routing table. First, they create neighbor relationships. Then they
build and flood LSAs, so each router in the same area has a copy of the same LSDB. Finally,
each router independently computes its own IP routes using the SPF algorithm and adds
them to its routing table.

The show ip ospf neighbor, show ip ospf database, and show ip route commands display
information for each of these three steps, respectively. To verify OSPF, you can use the
same sequence. Or, you can just go look at the IP routing table, and if the routes look cor-
rect, OSPF probably worked.

For example, first, examine the list of neighbors known on Router R3 from the configura-
tion in Examples 8-1, 8-2, and 8-3. R3 should have one neighbor relationship with R1, over
the serial link. It also has two neighbor relationships with R4, over the two different VLANs
to which both routers connect. Example 8-4 shows all three.

Example 8-4 OSPF Neighbors on Router R3 from Figure 8-2
Topic

R3# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
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1.1.1.1 0 FULL/ - 00:00:33 10.1.13.1 Serialo/0/0
10.1.24.4 1 FULL/DR 00:00:35 10.1.3.130 GigabitEthernet0/0.342
10.1.24.4 1 FULL/DR 00:00:36 10.1.3.4 GigabitEthernet0/0.341

The detail in the output mentions several important facts, and for most people, working
right to left works best in this case. For example, looking at the headings:

Interface: This is the local router’s interface connected to the neighbor. For example, the
first neighbor in the list is reachable through R3’s S0/0/0 interface.

Address: This is the neighbor’s IP address on that link. Again, for this first neighbor, the
neighbor, which is R1, uses IP address 10.1.13.1.

State: While many possible states exist, for the details discussed in this chapter, FULL is
the correct and fully working state in this case.

Neighbor ID: This is the router ID of the neighbor.

Next, Example 8-5 shows the contents of the LSDB on Router R3. Interestingly, when
OSPF is working correctly in an internetwork with a single-area design, all the routers will
have the same LSDB contents. So, the show ip ospf database command in Example 8-5
should list the same exact information, no matter on which of the four routers it is issued.

Example 8-5 OSPF Darabase on Router R3 from Figure 8-2

R3# show ip ospf database

OSPF Router with ID (10.1.13.3) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seqg# Checksum Link count
oL L al o db 1.1.1.1 498 0x80000006 0x002294 6
2.2 0802 2.2.2.2 497 0x80000004 O0x00E8C6 5
L0 5L ALZ) o 3 10.1.13.3 450 0x80000003 0x001043 4
10.1.24.4 10.1.24.4 451 0x80000003 0x009D7E 4

Net Link States (Area 0)

Link ID ADV Router Age Seqg# Checksum
10.1.3.4 10.1.24.4 451 0x80000001 0x0045F8
10.1.3.130 10.1.24.4 451 0x80000001 0x00546B

For the purposes of this book, do not be concerned about the specifics in the output of this
command. However, for perspective, note that the LSDB should list one “Router Link State”
(Type 1 Router LSA) for each of the routers in the same area. In this design, all four routers
are in the same area, so there are four highlighted Type 1 LSAs listed.

Next, Example 8-6 shows R3’s IPv4 routing table with the show ip route command. Note
that it lists connected routes as well as OSPF routes. Take a moment to look back at Figure
8-2, and look for the subnets that are not locally connected to R3. Then look for those
routes in the output in Example 8-5.
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Example 8-6 [Pv4 Routes Added by OSPF on Router R3 from Figure 8-2

R3# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2

! Legend lines omitted for brevity

10.0.0.0/8 is variably subnetted, 11 subnets, 2 masks
10.1.1.0/25 [110/65] wvia 10.1.13.1, 00:13:28, Serial0/0/0
10.1.1.128/25 [110/65] via 10.1.13.1, 00:13:28, Serial0/0/0

o 10.1.2.0/25 [110/66] via 10.1.3.130, 00:12:41, GigabitEthernet0/0.342
[110/66] via 10.1.3.4, 00:12:41, GigabitEthernet0/0.341

C 10.1.3.0/25 is directly connected, GigabitEthernet0/0.341

L 10.1.3.1/32 is directly connected, GigabitEthernet0/0.341

c 10.1.3.128/25 is directly connected, GigabitEthernet0/0.342

L 10.1.3.129/32 is directly connected, GigabitEthernet0/0.342

0 10.1.12.0/25 [110/128] via 10.1.13.1, 00:13:28, Serial0/0/0

¢ 10.1.13.0/25 is directly connected, Serial0/0/0

L 10.1.13.3/32 is directly connected, Serial0/0/0

o 10.1.24.0/25

[110/65] via 10.1.3.130, 00:12:41, GigabitEthernet0/0.342
[110/65] via 10.1.3.4, 00:12:41, GigabitEthernet0/0.341

First, take a look at the bigger ideas confirmed by this output. The code of “O” on the
left identifies a route as being learned by OSPF. The output lists five such IP routes. From
Figure 8-2, five subnets exist that are not connected subnets off Router R3. Looking for
a quick count of OSPF routes, versus nonconnected routes in the diagram, gives a quick
check of whether OSPF learned all routes.

Next, take a look at the first route (to subnet 10.1.1.0/25). It lists the subnet ID and mask,
identifying the subnet. It also lists two numbers in brackets. The first, 110, is the administra-
tive distance of the route. All the OSPF routes in this example use the default of 110. The
second number, 65, is the OSPF metric for this route.

Additionally, the show ip protocols command is also popular as a quick look at how any
routing protocol works. This command lists a group of messages for each IPv4 routing pro-
tocol running on a router. Example 8-7 shows a sample, this time taken from Router R3.

Example 8-7 The show ip protocols Command on R3

R3# show ip protocols

**%% TP Routing is NSF aware ***

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Router ID 10.1.13.3
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Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:

10.0.0.0 0.255.255.255 area 0

Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 06:26:17
2.2.2.2 110 06:25:30
10.1.24.4 110 06:25:30

Distance: (default is 110)

The output shows several interesting facts. The first highlighted line repeats the parameters
on the router ospf 1 global configuration command. The second highlighted item points
out R3’s router ID, as discussed further in the next section. The third highlighted line
repeats more configuration, listing the parameters of the network 10.0.0.0 0.255.255.255
area 0 OSPF subcommand. Finally, the last highlighted item in the example acts as a head-
ing before a list of known OSPF routers, by router ID.

Configuring the OSPF Router ID

While OSPF has many other optional features, most enterprise networks that use OSPF
choose to configure each router’s OSPF router ID. OSPF-speaking routers must have a
router ID (RID) for proper operation. By default, routers will choose an interface IP address
to use as the RID. However, many network engineers prefer to choose each router’s router
ID, so command output from commands like show ip ospf neighbor lists more recognizable
router IDs.

To choose its RID, a Cisco router uses the following process when the router reloads and
brings up the OSPF process. Note that when one of these steps identifies the RID, the pro-
cess stops.

1. If the router-id rid OSPF subcommand is configured, this value is used as the RID.
Topic

2. If any loopback interfaces have an IP address configured, and the interface has an
interface status of up, the router picks the highest numeric IP address among these
loopback interfaces.

3. The router picks the highest numeric IP address from all other interfaces whose inter-
face status code (first status code) is up. (In other words, an interface in up/down state
will be included by OSPF when choosing its router ID.)

The first and third criteria should make some sense right away: the RID is either configured
or is taken from a working interface’s IP address. However, this book has not yet explained
the concept of a loopback interface, as mentioned in Step 2.

A loopback interface is a virtual interface that can be configured with the interface loopback
interface-number command, where interface-number is an integer. Loopback interfaces are
always in an “up and up” state unless administratively placed in a shutdown state. For example,
a simple configuration of the command interface loopback 0, followed by ip address 2.2.2.2
255.255.255.0, would create a loopback interface and assign it an IP address. Because loop-
back interfaces do not rely on any hardware, these interfaces can be up/up whenever IOS is
running, making them good interfaces on which to base an OSPF RID.
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Key

Example 8-8 shows the configuration that existed in Routers R1 and R2 before the creation
of the show command output in Examples 8-4, 8-5, and 8-6. R1 set its router ID using the
direct method, while R2 used a loopback IP address.

Example 8-8 OSPF Router ID Configuration Examples

! R1 Configuration first
router ospf 1

router-id 1.1.1.1
network 10.1.0.0 0.0.255.255 area 0

! R2 Configuration next
!
interface Loopback2

ip address 2.2.2.2 255.255.255.255

Each router chooses its OSPF RID when OSPF is initialized, which happens when the
router boots or when a CLI user stops and restarts the OSPF process (with the clear ip ospf
process command). So, if OSPF comes up, and later the configuration changes in a way that
would impact the OSPF RID, OSPF does not change the RID immediately. Instead, IOS
waits until the next time the OSPF process is restarted.

Example 8-9 shows the output of the show ip ospf command on R1, after the configuration
of Example 8-8 was made, and after the router was reloaded, which made the OSPF router
ID change.

Example 8-9 Confirming the Current OSPF Router 1D

R1# show ip ospf
Routing Process "ospf 1" with ID 1.1.1.1

! lines omitted for brevity

OSPF Passive Interfaces

Once OSPF has been enabled on an interface, the router tries to discover neighboring OSPF
routers and form a neighbor relationship. To do so, the router sends OSPF Hello messages
on a regular time interval (called the Hello Interval). The router also listens for incoming
Hello messages from potential neighbors.

Sometimes, a router does not need to form neighbor relationships with neighbors on an
interface. Often, no other routers exist on a particular link, so the router has no need to
keep sending those repetitive OSPF Hello messages.

When a router does not need to discover neighbors off some interface, the engineer has a
couple of configuration options. First, by doing nothing, the router keeps sending the mes-
sages, wasting some small bit of CPU cycles and effort. Alternately, the engineer can config-
ure the interface as an OSPF passive interface, telling the router to do the following:

m Quit sending OSPF Hellos on the interface.

m Ignore received Hellos on the interface.

® Do not form neighbor relationships over the interface.
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By making an interface passive, OSPF does not form neighbor relationships over the inter-
face, but it does still advertise about the subnet connected to that interface. That is, the
OSPF configuration enables OSPF on the interface (using the network router subcommand),
and then makes the interface passive (using the passive-interface router subcommand).

To configure an interface as passive, two options exist. First, you can add the following
command to the configuration of the OSPF process, in router configuration mode:

passive-interface rype number

Alternately, the configuration can change the default setting so that all interfaces are passive
by default, and then add a no passive-interface command for all interfaces that need to not
be passive:

passive-interface default

no passive interface rype number

For example, in the sample internetwork in Figure 8-2 (used in the single-area configuration
examples), Router R1, at the bottom left of the figure, has a LAN interface configured for
VLAN trunking. The only router connected to both VLANS is Router R1, so R1 will never
discover an OSPF neighbor on these subnets. Example 8-10 shows two alternative configu-
rations to make the two LAN subinterfaces passive to OSPF.

Example 8-10 Configuring Passive Interfaces on R1 and R2 from Figure 8-2

! First, make each subinterface passive directly
router ospf 1
passive-interface GigabitEthernet0/0.11

passive-interface GigabitEthernet0/0.12

! Or, change the default to passive, and make the other interfaces

! not be passive

router ospf 1
passive-interface default
no passive-interface serial0/0/0

no passive-interface serial0/0/1

In real internetworks, the choice of configuration style reduces to which option requires
the least number of commands. For example, a router with 20 interfaces, 18 of which are
passive to OSPF, has far fewer configuration commands when using the passive-interface
default command to change the default to passive. If only two of those 20 interfaces need
to be passive, use the default setting, in which all interfaces are not passive, to keep the con-
figuration shorter.

Interestingly, OSPF makes it a bit of a challenge to use show commands to find whether or
not an interface is passive. The show running-config command lists the configuration direct-
ly, but if you cannot get into enable mode to use this command, note these two facts:

The show ip ospf interface brief command lists all interfaces on which OSPF is enabled,
including passive interfaces.
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The show ip ospf interface command lists a single line that mentions that the interface is
passive.

Example 8-11 shows these two commands on Router R1, with the configuration shown in
the top of Example 8-10. Note that subinterfaces G0/0.11 and G0/0.12 both show up in the
output of show ip ospf interface brief.

Example 8-11 Displaying Passive Interfaces

R1# show ip ospf interface brief

Interface PID Area IP Address/Mask Cost State Nbrs F/C
Gi0/0.12 1 0 10.1.1.129/25 1 DR 0/0
Gi0/0.11 1 0 10.1.1.1/25 1 DR 0/0
Se0/0/0 1 0 10.1.12.1/25 64 P2P 0/0
Se0/0/1 1 0 10.1.13.1/25 64 P2P 0/0

R1# show ip ospf interface g0/0.11
GigabitEthernet0/0.11 is up, line protocol is up
Internet Address 10.1.1.1/25, Area 0, Attached via Network Statement
Process ID 1, Router ID 10.1.1.129, Network Type BROADCAST, Cost: 1
Topology-MTID Cost Disabled Shutdown Topology Name
0 1 no no Base
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 10.1.1.129, Interface address 10.1.1.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40
No Hellos (Passive interface)

! Lines omitted for brevity

Implementing Multiarea OSPFv2

Configuring the routers in a multiarea design is almost just like configuring OSPFv2 for a
single area. The only difference is that the configuration places some interfaces on each
ABR in different areas. The differences come in the verification and operation of OSPFv2.

This second major section of the chapter provides a second set of configurations to contrast
multiarea configuration with single-area configuration. This new scenario shows the con-
figuration for the routers in the multiarea OSPF design based on Figures 8-3 and 8-4. Figure
8-3 shows the internetwork topology and subnet IDs, and Figure 8-4 shows the area design.
Note that Figure 8-3 lists the last octet of each router’s IPv4 address near each interface,
rather than the entire IPv4 address, to reduce clutter.

Take a moment to think about the area design shown in Figure 8-4, and look for the ABRs.
Only R1 connects to the backbone area at all. The other three routers are internal routers
in a single area. So, as it turns out, three of the four routers have single-area configurations,
with all interfaces in the same area.
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Figure 8-3 Subnets for a Multiarea OSPF Configuration Example
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Figure 8-4 Area Design for an Example Multiarea OSPF Configuration

Note that the examples in this section use a variety of configuration options just so you can
see those options. The options include different ways to set the OSPF RID, different wild-
card masks on OSPF network commands, and the use of passive interfaces where no other
OSPF routers should exist off an interface.

Single-Area Configurations

Example 8-12 begins the configuration example by showing the OSPF and IP address
configuration on R2. Note that R2 acts as an internal router in area 23, meaning that the
configuration will refer to only one area (23). The configuration sets R2’s RID to 2.2.2.2
directly with the router-id command. And, because R2 should find neighbors on both its
two interfaces, neither can reasonably be made passive, so R2’s configuration lists no pas-
sive interfaces.
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Example 8-12 OSPF Configuration on R2, Placing Two Interfaces into Area 23

interface GigabitEthernet0/0

ip address 10.1.23.2 255.255.255.0

!
interface serial 0/0/1

ip address 10.1.12.2 255.255.255.0

!
router ospf 1

network 10.0.0.0 0.255.255.255 area 23

router-id 2.2.2.2

Example 8-13 continues reviewing a few commands with the configuration for both R3
and R4. R3 puts both its interfaces into area 23, per its network command, sets its RID

to 3.3.3.3 by using a loopback interface, and, like R2, cannot make either of its interfaces
passive. The R4 configuration is somewhat different, with both interfaces placed into area
4, setting its RID based on a nonloopback interface (G0/0, for OSPF RID 10.1.14.4), and
making R4’s GO/1 interface passive, because no other OSPF routers sit on that link. (Note
that the choice to use one method over another to set the OSPF RID is simply to show the
variety of configuration options.)

Example 8-13 OSPF Single-Area Configuration on R3 and R4

! First, on R3

interface GigabitEthernet0/0

ip address 10.1.23.3 255.255.255.0
!

interface serial 0/0/0

ip address 10.1.13.3 255.255.255.0
!

interface loopback 0

ip address 3.3.3.3 255.255.255.0

!
router ospf 1

network 10.0.0.0 0.255.255.255 area 23

| Next, on R4
interface GigabitEthernet0/0
description R4 will use this interface for its OSPF RID
ip address 10.1.14.4 255.255.255.0
!
interface GigabitEthernet0/1
ip address 10.1.4.4 255.255.255.0
!
router ospf 1
network 10.0.0.0 0.255.255.255 area 4

passive-interface GigabitEthernet0/1
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Multiarea Configuration

The only router that has a multiarea config is an ABR, by virtue of the configuration refer-
ring to more than one area. In this design (as shown in Figure 8-4), only Router R1 acts as an
ABR, with interfaces in three different areas. Example 8-14 shows R1’s OSPF configuration.
Note that the configuration does not state anything about R1 being an ABR; instead, it uses
multiple network commands, some placing interfaces into area 0, some into area 23, and
some into area 4.

Example 8-14 OSPF Multiarea Configuration on Router R1

interface GigabitEthernet0/0.11
encapsulation dotlg 11

ip address 10.1.1.1 255.255.255.0
!

interface GigabitEthernet0/0.12
encapsulation dotlg 12

ip address 10.1.2.1 255.255.255.0
!

interface GigabitEthernet0/1

ip address 10.1.14.1 255.255.255.0
!
interface serial 0/0/0

ip address 10.1.12.1 255.255.255.0
!
interface serial 0/0/1

ip address 10.1.13.1 255.255.255.0
1

router ospf 1

network 10.1.1.1 0.0.0.0 area 0
network 10.1.2.1 0.0.0.0 area 0
0.0.0.0 area 23
0.0.0.0 area 23

network 10.1.12.
network 10.1.13.

network 10.1.14.1 0.0.0.0 area 4

1
1
1
router-id 1.1.1.1
passive-interface GigabitEthernet0/0.11

passive-interface GigabitEthernet0/0.12

Focus on the highlighted network commands in the example. All five commands happen to
use a wildcard mask of 0.0.0.0, so that each command requires a specific match of the listed
IP address. If you compare these network commands to the various interfaces on Router
R1, you can see that the configuration enables OSPF, for area 0, on subinterfaces G0/0.11
and G0/0.12, area 23 for the two serial interfaces, and area 4 for R1’s G0/1 interface.

NOTE Many networks make a habit of using a 0.0.0.0 wildcard mask on OSPF network
commands, requiring an exact match of each interface IP address, as shown in Example
8-14. This style of configuration makes it more obvious exactly which interfaces match
which network command.
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Finally, note that R1’s configuration also sets its RID directly and makes its two LAN subin-
terfaces passive.

So, what’s the big difference between single-area and multiarea OSPF configuration?
Practically nothing. The only difference is that with multiarea, the ABR’s network com-
mands list different areas.

Verifying the Multiarea Configuration

The next few pages look at how to verify a few of the new OSPF features introduced in this
chapter. Figure 8-5 summarizes the most important OSPF verification commands for refer-
ence.

Key _______ Config show running-config
Topic network and

ip ospf Commands
. show ip ospf interface

""" » Enabled show ip ospf interface type number

RIEEEEE Interfaces show ip ospf interface brief
Discover
with Hello

S, show ip ospf neighbor

'n:3ﬂ5 Neighbors show ip ospf neighbor type number
Flood LSAs

::::?: LSDB show ip ospf database
SPF Calculation show ip route

\ show ip route ospf

===->  Routes show ip route subnet mask

show ip route | section subnet
Figure 8-5 OSPF Verification Commands
This section looks at the following topics:
Verifying the ABR interfaces are in the correct (multiple) areas
Finding which router is DR and BDR on multiaccess links
A brief look at the LSDB
Displaying IPv4 routes

Verifying the Correct Areas on Each Interface on an ABR

The easiest place to make a configuration oversight with a multiarea configuration is to
place an interface into the wrong OSPF area. Several commands mention the OSPF area.
The show ip protocols command basically relists the OSPF network configuration com-
mands, which indirectly identify the interfaces and areas. Also, the show ip ospf interface
and show ip ospf interface brief commands directly show the area configured for an inter-
face; Example 8-15 shows an example of the briefer version of these commands.
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Key Example 8-15 Listing the OSPF-Enabled Interfaces and the Matching OSPF Areas

Topic R1# show ip ospf interface brief
Interface PID Area IP Address/Mask Cost State Nbrs F/C
Gi0/0.12 1 0 10.1.2.1/24 1 DR 0/0
Gi0/0.11 1 0 10.1.1.1/24 1 DR 0/0
Gio/1 1 4 10.1.14.1/24 1 BDR 1/1
Se0/0/1 1 23 10.1.13.1/24 64 P2P 1/1
Se0/0/0 1 23 10.1.12.1/24 64 P2P 1/1

In the output, to correlate the areas, just look at the interface in the first column and the
area in the third column. Also, for this example, double-check this information with Figures
8-3 and 8-4 to confirm that the configuration matches the design.

Verifying Which Router Is DR and BDR

Several show commands identify the DR and BDR in some way, as well. In fact, the show
ip ospf interface brief command output, just listed in Example 8-15, lists the local router’s
state, showing that R1 is DR on two subinterfaces and BDR on its G0/1 interface.

Example 8-16 shows two other examples that identify the DR and BDR, but with a twist.
The show ip ospf interface command lists detailed output about OSPF settings, per inter-
face. Those details include the RID and interface address of the DR and BDR. At the same
time, the show ip ospf neighbor command lists shorthand information about the neighbor’s
DR or BDR role as well; this command does not say anything about the local router’s role.

Example 8-16 Discovering the DR and BDR on the R1-R4 Ethernet (from R4)
R4# show ip ospf interface gigabitEthernet 0/0

GigabitEthernet0/0 is up, line protocol is up

Internet Address 10.1.14.4/24, Area 4, Attached via Network Statement

Process ID 1, Router ID 10.1.14.4, Network Type BROADCAST, Cost: 1
Topology-MTID Cost Disabled Shutdown Topology Name
0 1 no no Base
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 10.1.14.4, Interface address 10.1.14.4
Backup Designated router (ID) 1.1.1.1, Interface address 10.1.14.1
!
! Lines omitted for brevity

R4# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface

Lol ol o dl 1 FULL/BDR 00:00:33 10.1.14.1 GigabitEthernet0/0

First, focus on the highlighted lines from the show ip ospf interface command output. It
lists the DR as RID 10.1.14.4, which is R4. It also lists the BDR as 1.1.1.1, which is R1.

The end of the example shows the show ip ospf neighbor command on R4, listing R4’s
single neighbor, with Neighbor RID 1.1.1.1 (R1). The command lists R4’s concept of its
neighbor state with neighbor 1.1.1.1 (R1), with the current state listed as FULL/BDR. The
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FULL state means that R4 has fully exchanged its LSDB with R1. BDR means that the neigh-
bor (R1) is acting as the BDR, implying that R4 (the only other router on this link) is acting
as the DR.

Example 8-16 also shows the results of an DR/BDR election, with the router using the high-
er RID winning the election. The rules work like this:

m When a link comes up, if two (or more) routers on the subnet send and hear each other’s
Hello messages, they elect a DR and BDR, with the higher OSPF RID becoming DR, and
the second highest RID becoming the BDR.

m Once the election has completed, new routers entering the subnet do not take over the
DR or BDR role, even if they have better (higher) RID.

In this case, Routers R1 and R4, on the same Ethernet, heard each other’s Hellos. R1, with
RID 1.1.1.1, has a lower-value RID than R4’s 10.1.14.1. As a result, R4 (10.1.14.1) won the
DR election.

Verifying Interarea OSPF Routes

Finally, all this OSPF theory and all the show commands do not matter if the routers do not
learn IPv4 routes. To verify the routes, Example 8-17 shows R4’s IPv4 routing table.

Example 8-17 Verifying OSPF Routes on Router R4

R4# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

10.0.0.0/8 is variably subnetted, 9 subnets, 2 masks

O IA 10.1.1.0/24 [110/2] wvia 10.1.14.1, 11:04:43, GigabitEthernetO/O

0 IA 10.1.2.0/24 [110/2] wvia 10.1.14.1, 11:04:43, GigabitEthernet0/0

c 10.1.4.0/24 is directly connected, GigabitEthernet0/1

L 10.1.4.4/32 is directly connected, GigabitEthernet0/1

O IA 10.1.12.0/24 [110/65] via 10.1.14.1, 11:04:43, GigabitEthernet0/0
0 IA 10.1.13.0/24 [110/65] via 10.1.14.1, 11:04:43, GigabitEthernet0/0
¢ 10.1.14.0/24 is directly connected, GigabitEthernet0/0

L 10.1.14.4/32 is directly connected, GigabitEthernet0/0

O IA 10.1.23.0/24 [110/66] via 10.1.14.1, 11:04:43, GigabitEthernet0/0

This example shows a couple of new codes that are particularly interesting for OSPF. As
usual, a single character on the left identifies the source of the route, with O meaning OSPF.
In addition, IOS notes any interarea routes with an IA code as well. (The example does not
list any intra-area OSPF routes, but these routes would simply omit the IA code; earlier
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Example 8-6 lists some intra-area OSPF routes.) Also, note that R4 has routes to all seven
subnets in the topology used in this example: two connected routes and five interarea OSPF
routes.

Additional OSPF Features

So far this chapter has focused on the most common OSPF features using the traditional
configuration using the OSPF network command. This final of three major sections dis-
cusses some very popular but optional OSPFv2 configuration features, as listed here in their
order of appearance:

m Default routes
m Metrics
m Load balancing

m OSPF interface configuration

OSPF Default Routes

In some cases, routers benefit from using a default route. The ICND1 Cert Guide showed
many of the details, with the configuration of static default routes in Chapter 18, learning
default routes with DHCP in Chapter 20, and advertising default routes with RIP in Chapter
19. For those exact same reasons, networks that happen to use OSPFv2 can use OSPF to
advertise default routes.

The most classic case for using a routing protocol to advertise a default route has to do with
an enterprise’s connection to the Internet. As a strategy, the enterprise engineer uses these
design goals:

m All routers learn specific routes for subnets inside the company; a default route is not
needed when forwarding packets to these destinations.

m One router connects to the Internet, and it has a default route that points toward the
Internet.

m All routers should dynamically learn a default route, used for all traffic going to the
Internet, so that all packets destined to locations in the Internet go to the one router
connected to the Internet.

Figure 8-6 shows the idea of how OSPF advertises the default route, with the specific OSPF
configuration. In this case, a company connects to an ISP with its Router R1. That router has
a static default route (destination 0.0.0.0, mask 0.0.0.0) with a next-hop address of the ISP
router. Then, the use of the OSPF default-information originate command (Step 2) makes
the router advertise a default route using OSPF to the remote routers (B1 and B2).

NOTE The example in Figure 8-6 uses a static default route, but it could have used a
default route as learned from the ISP with DHCP, as well as learning a default route with
External BGP (eBGP), as discussed in Chapter 12, “Implementing External BGP.”
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, OSPFv2 Advertises Default
Topic V ® : default-information originate

_@%\ E 192i.2.1

GO |

e Go/3 e Internet
m"ﬂ@ WQ
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Figure 8-6 Using OSPF ro Create and Flood a Defaulr Route

Figure 8-7 shows the default routes that result from OSPF’s advertisements in Figure 8-6.
On the far left, the branch routers all have OSPF-learned default routes, pointing to R1.
R1 itself also needs a default route, pointing to the ISP router, so that R1 can forward all
Internet-bound traffic to the ISP.

Default

Default
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Figure 8-7 Defaulr Routes Resulting from the default-information originate Command

Finally, this feature gives the engineer control over when the router originates this default
route. First, R1 needs a default route, either defined as a static default route, learned from
the ISP with DHCP, or learned from the ISP with a routing protocol like eBGP. The
default-information originate command then tells R1 to advertise a default route when
its own default route is working, and to advertise the default route as down when its own
default route fails.

NOTE Interestingly, the default-information originate always router subcommand tells
the router to always advertise the default route, no matter whether the router’s default
route is working or not.

Example 8-18 shows details of the default route on both R1 and branch router BO1.
Beginning with Router R1, in this case, Router R1 used DHCP to learn its IP address on its
GO0/3 interface from the ISP. R1 then creates a static default route with the ISP router’s IP
address of 192.0.2.1 as the next-hop address, as highlighted in the output of the show ip
route static command output.
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Example 8-18 Defaulr Routes on Routers R1 and B01

! The next command is from Router R1. Note the static code for the default route
R